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Abstract. This article describes a process for generating a unique and secure 

identifier for patients in healthcare institutions, aimed at improving the management 

of medical data while adhering to security and privacy standards. This process 

employs data normalization techniques and secure hashing algorithms such as SHA-

256, in compliance with international standards such as HL7 for demographic 

coding and ISO 8601 for dates. The methodology includes key steps: validation of 

input data, normalization and concatenation of personal information, and application 

of cryptographic hashes with a random salt. These steps ensure the integrity, 

authenticity, and compatibility of the identifier with healthcare data management 

systems. This approach also safeguards patient privacy, preventing tampering and 

duplication. As such, the process addresses the challenges of security, efficiency, 

and data standardization in modern healthcare systems, ensuring accurate, unique, 

and tamper-proof patient identification. 
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1. Introduction 

In the healthcare field, correct patient identification is crucial to avoid medical errors and 

improve the efficiency of care services and patient management. The creation of a unique 

identifier represents an effective solution for centralizing patient information while 

ensuring its security. This article proposes a method for generating a unique identifier, 

based on validated identification methods [1] (ref. GMSIH), cryptographic techniques, 

and international standards such as HL7 for gender coding and ISO 8601 for date 

formatting. The goal is to create a secure, tamper-proof identifier that is compatible with 

medical data management systems [2-4]. 
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2. Method 

The creation of a unique identifier for each patient in Burkinabé healthcare institutions 

is a crucial step to ensure the security and integrity of medical data. This process is 

broken down into 11 key steps: 1) The collection and validation of essential personal 

information about the patient, such as name, first name, gender, date of birth, place of 

birth, and residence. For example, for a patient named Sanou Ina, the information would 

be as follows: Name: Sanou, First Name: Ina, Gender: Female, Date of Birth: 

08/07/2014, Place of Birth: Bama with code 91006002, Residence: Bobo-Dioulasso with 

code 91007001. The birth and residence codes are assigned according to the standards 

of INSD (National Institute of Statistics and Demography) of Burkina Faso, considering 

the origin and geographical location of the places. 2) Names and first names are 

normalized, meaning they are transformed to uppercase and concatenated with the "^" 

symbol, in accordance with the HL7 (Health Level Seven) standard, producing the string 

"SANOU^INA". 3) To enhance security, a "salt" (random value) is added to this string 

before performing a hash using the SHA-256 algorithm, generating a unique digital 

fingerprint, for example: 

"27450c3d49e092a9fd3453d96d559e7877bb5ba3e1db8e58ab17f62c73e9e126". 4) 

Gender is coded according to the HL7 standard: "F" for female, "M" for male, and "U" 

for unknown. 5) The date of birth is converted to the ISO 8601 format (YYYYMMDD), 

which results in: "20140708". 6) The birth and residence codes are assigned based on 

INSD standards to ensure consistency with official systems in Burkina Faso. 7) All these 

elements (gender, date of birth, initial hash, place of birth, and residence) are 

concatenated into a complete string: 

"F2014070827450c3d49e092a9fd3453d96d559e7877bb5ba3e1db8e58ab17f62c73

e9e1269100600291007001". 8) This string is subjected to a second SHA-256 hash, 

generating a new digital fingerprint, for example: 

"d080e41116ddf9eee72a4e9a2f2d0a7ef6259dd863e8d2c039314554683e38da". 9) 

To facilitate the creation of a unique key, this new fingerprint is converted into an ASCII 

character sequence, for example: 

"10048564810152494949541001001025710110110...". 10) From this sequence, a 

random 20-character key is generated, for example: "51165557150504418011". 

Simultaneously, a 2-bit security key is derived from the hash. 11) To create this security 

key, the last two hexadecimal characters of the hash, for example "da", are converted to 

decimal, which equals 218. The remainder of the division of 218 by 4 (218 mod 4) gives 

2, which is "10" in binary. "Unique identifier: 51165557150504418011", "Security key: 

10". This rigorous process ensures the creation of a unique, secure patient identifier that 

complies with HL7 and ISO 8601 standards, thereby strengthening data protection and 

the integrity of healthcare systems. Through this systematic approach, healthcare 

institutions can not only improve the quality of care but also ensure secure and efficient 

management of patient information. The unique identification system will be 

strengthened in future efforts in two ways: 1) by conducting regular testing to counter 

emerging threats and implementing updates to ensure compliance with HL7 and ISO 

8601 standards; 2) by assessing its impact on the quality of care, particularly in reducing 

identification errors, while optimizing its performance through constant monitoring and 

exploring advanced technologies such as quantum cryptography [5-9]. 
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3. Results 

We have implemented a system that, through the application of this methodology, 

generates a unique and secure identifier for each patient. This system ensures precise and 

reliable identification within healthcare systems.  At the end of the process, the identifier 

is generated and then assigned to the patient, as shown in Figure 1. Each identifier is 

designed to be robust and fully compatible with existing medical information systems. 

For example, for patient Ina Sanou, born on July 8, 2014, the generated unique identifier 

is 51165557150504418011. 

 

Figure 1. Patient Details Interface 

4. Discussion  

The unique identifier for patients, created using secure hashing techniques and the 

addition of a cryptographic salt, represents a significant advancement over traditional 

identification methods, which are often prone to errors or fraud. By normalizing and 

concatenating essential patient information (name, date of birth, gender, etc.), this system 

ensures data uniformity, which is crucial for the integrity of medical records, especially 

in the context of Burkina Faso, where data management methods vary from one 

institution to another. Previous studies [10] conducted in the country have attempted to 

implement patient identification systems but often used SHA-512 as the hashing 

algorithm. While SHA-512 offers high security, it is often impractical in our context due 

to its resource requirements and complexity. These studies also did not consider the 

addition of a random salt, the use of the SHA-256 algorithm, or the application of HL7 

and ISO 8601 standards. By neglecting these elements, they left security vulnerabilities 

that compromise the integrity of patient data. The SHA-256 algorithm proves particularly 

suitable, as it generates secure hashes while being less resource-intensive than SHA-512, 
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making it more practical for our context. This system should be applied from the initial 

patient registration, used during interdepartmental or interinstitutional exchanges, and 

integrated into electronic medical record management systems. A clear implementation 

at these key stages ensures its effectiveness in enhancing the security and accuracy of 

medical data. The addition of a salt for each patient further enhances security, protecting 

against attacks such as "rainbow tables." Moreover, the adoption of international 

standards such as HL7 and ISO 8601 ensures compatibility and interoperability with 

global health systems, facilitating the secure exchange of medical information between 

institutions. This promotes collaboration between local health structures and global 

health initiatives, thereby contributing to medical research and telemedicine. However, 

it is imperative to remain vigilant against technological advancements and emerging 

threats. Continuous reevaluation of hashing algorithms and cryptographic techniques is 

essential to maintain a high level of security. This unique identification system not only 

addresses local challenges in medical data management but also aligns with a global 

perspective on protecting and enhancing care efficiency. The unique identifier addresses 

real threats such as cyberattacks (ransomware, data breaches) and identity theft, which 

compromise the confidentiality and integrity of medical data. This system ensures 

enhanced traceability and security, which are crucial for protecting sensitive patient 

information. It should be implemented in hospital databases, national health systems, and 

international exchanges to ensure secure and standardized management of medical data 

while reducing errors related to patient identification. This system will enhance data 

security and reduce errors while aligning with international standards. Efforts will be 

required for its adaptation in various contexts and raising awareness among users. It will 

also contribute to significant administrative and clinical benefits in the long term [11-

16]. 

5. Conclusion 

The creation of a unique identifier for patients in healthcare institutions is essential to 

ensure the accuracy of medical records and improve the efficiency of care. By following 

the steps outlined in this article, it is possible to generate a robust and secure identifier. 

The use of HL7 and ISO 8601 standards, combined with advanced cryptographic 

techniques, ensures that this identifier is both standardized and tamper-proof. This 

process thus contributes to strengthening the management of patient information and 

improving the quality of healthcare services. The unique identification system will 

enhance security, quality of care, and the efficiency of the healthcare system. Future 

efforts will focus on strengthening its resilience, alignment with standards, and 

widespread adoption. This will support the modernization of the Burkinabe healthcare 

system. 
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