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Abstract. There is a growing body of research on the problems older and disabled
people face with authentication systems and a range of solutions have been
developed. However, this research has not been integrated across user groups and
solutions usually only target one or two groups. This research has attempted to
integrate the empirical research findings across studies conducted with people with
visual, physical, and intellectual disabilities, people dyslexia and older people. It
proposes an initial set of 15 recommendations for the universal design of
authentication systems. Four recommendations are about authentication systems in
general, six about password authentication, two about CAPTCHAs and three about
biometric authentication. 40% of the recommendations address problems
experienced by at least two different user groups and over 25% address problems
experienced by three groups. However, much further work is needed to validate and
refine the recommendations and integrate them into a universal design approach.
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1. Introduction

As more and more services move online, the number of online accounts we are all are
required to use continues to grow. Often the information stored in these accounts is
personal and valuable to us, be it financial information or personal photos, so ensuring
the information is secure is vitally important. Therefore, we need to authentication
ourselves when logging into online accounts and take appropriate measures to make sure
our accounts and data are secure.

There are now numerous forms of authentication, including:

Passwords, which often include complex requirements (e.g. the password must
be 8 characters long and contain at least one capital letter, one number and one
special character from a specified set) and password strength meters to inform
users whether their proposed password is sufficiently strong;
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® CAPTCHAs (Completely Automated Public Turing test to tell Computers and
Humans Apart), which can involve reading distorted letters, finding all the
examples of a particular object in a set of phones (e.g. click on all the photos
with a car in them), or solving a puzzle;

® two factor and multi-factor authentication, in which the user must enter more
than one form of identification, often including a one-time code, for example I
enter a password into an account login and the account then sends me a code on
a different device I have registered, such as my smartphone, I must then enter
this code before I get access to the account;

e biometric authentication, which may be via fingerprint, face, voice or iris

recognition.

Some of these authentication methods are difficult even for young, able-bodied
people to use and people with disabilities and older people face many additional
difficulties, as well as anyone with a situational disability, for example a broken arm, a
slow internet connection or a very small screen. Inevitably, as in other technological
areas, these methods are only designed with able-bodied, computer literate users in mind,
inclusive options are very much an afterthought and are often less than optimal. However,
there is now a growing body of research about the problems encountered by older and
disabled people with authentication systems and a range of solutions to these problems,
usually proposed to support one specific user group. The research in these two areas is
outlined briefly in the next section.

The main purpose of our research is to review the evidence on the problems that
older and disabled people encounter with authentication and to propose
recommendations to support the universal design of authentication systems. The
motivation for the work is twofold. Firstly, the evidence of the problems older and
disabled people encounter is dispersed through many research papers and needs to be
drawn together. Not only is this corpus of research of interest in itself, but one of the
interesting aspects of the research is that while people with very different disabilities
have different problems, the solutions we can offer can often address more than one
group. This is an important observation which does not seem to have been made about
the body of research. In our previous work, we found this economy of solutions was
often the case in web accessibility problems [10]. Secondly, this is a very important
observation to communicate to developers of systems, who we have found are often
overwhelmed by the prospect of meeting the needs of people with many different
disabilities. But the task facing them is not as daunting as they may think, and
sophisticated implementations can often solve numerous accessibility problems.
Nonetheless, the set of recommendations presented here are only a preliminary version,
which require further research and validation, plans for which will be discussed briefly
at the end of the paper.

2. Background

In this section we concentrate on research which has directly engaged with older and
disabled people. We have not yet documented our literature search as a systematic review,
however, we have been collecting literature on this topic for some time, and augmented
our collection with searches in the ACM and IEEE Xplore digital libraries and Google
Scholar for papers with a wide range of keywords. We will continue to expand our search
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into a systematic review, appropriately documented. A number of papers have addressed
the issues of the accessibility of authentication systems from a theoretical perspective,
analysing systems using what is known about the characteristics of the different user
groups [3, 20, 29]. While useful, this research may miss the actual lived experience of
older and disabled people and the problems they encounter. Instead, we reviewed
research which has used focus groups, questionnaires, interviews and contextual inquiry
to directly ask people about the issues they face in order to provide an empirical basis
for the recommendations.

Research documenting the problems encountered by older and disabled people has
been strongly focused on the problems encountered by visually disabled people
(particularly people using screen readers). Research has highlighted a range of problems
including the inaccessibility of visual CAPTCHAs [21, 39] and other authentication
components which are visual [21, 39], systems which time-out too quickly for screen
reader users [21, 39], an inability to determine whether the authentication has been
successful [11], and concerns about “shoulder surfing” (either visually or auditorily) [2,
12]. Recent research [34, 40] has shown that although auditory CAPTCHASs are now
common, they are not widely available and even when they are, often still create
problems for visually disabled users.

There is much less research which has engaged with other disabled user groups.
Several studies with people with dyslexia [23, 36] have found that they have difficulties
creating and using passwords, due to the need for precise ordering of elements; problems
with CAPTCHASs, particularly if they involve reproducing distorted letters and other
authentication systems which require pattern recognition. Several studies with people
with a range of intellectual disabilities [19, 27] found that people had difficulties creating
and using passwords, but also frustration that systems did not provide more specific error
messages (e.g. whether it is a username or password which is incorrect). One study with
people with upper limb disabilities [26] identified problems with both passwords (e.g.
long, complex passwords can be difficult to enter) and biometric authentication, for
example the need to remain still, the need to position oneself correctly in relation to the
camera or sensor. Only one paper could be found which engaged with people with
hearing disabilities [9] but no specific information about the problems they faced was
reported. Finally, several papers [8, 33] with older people found that they had problems
understanding the requirements, creating and remembering strong passwords (although
many solved this problem by writing them down in a secure place).

Research on solutions to authentication problems has also been mainly concentrated
on blind people. The most important development has been that of auditory CAPTCHAs
[e.g. 22], which are the only alternative authentication mechanism to be widely adopted.
However, implementations are not without their own accessibility problems [34, 40].
Other alternatives have been proposed for visually disabled people using tactile
authentication [4, 5, 13, 24, 44] and an audio one-time password system [15]. The latter
could also be helpful to older people, people with intellectual disabilities and dyslexia.
A password manager accessible to visually disabled people has also been proposed [6].

A number of solutions have also been proposed to make authentication easier for
older people. These include using graphical passwords to reduce the cognitive load of
remembering passwords and adapting them with age-appropriate materials (e.g. older
faces) to improve performance. Solutions have also been proposed involving users own
doodles, handwriting [37] and musical motifs [17, 28]. Graphical passwords have also
been proposed for people with dyslexia [12]. Finally, several solutions have been
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proposed to help people with physical disabilities including brain-computer interfaces
[38] and a system based on recognition of cardiac rhythms [25].

3. Towards recommendation for universal design of online authentication systems

Table 1: Initial recommendations for a universal design approach to online authentication

Recommendation Groups supported Source/s of evidence
GENERAL
Make the flow in complex authentication Visually disabled people [34]
tasks clear and explained, logical in a People with dyslexia [23]
screen reader Older people [33]
Make it very easy to increase time limits Visually disabled people [21, 39]
in authentication process Older people [33,42]
People with dyslexia [12,23]
Ensure all elements of the system are Visually disabled people [11, 34, 40]
accessible and identifiable to screen
readers (e.g. edit fields, error messages,
feedback that authentication is successful)
Mitigate against auditory “shoulder Visually disabled people [11,45]
surfing” for screen reader users
PASSWORDS
Support people in creating strong, secure Older people [8,37]
passwords based on familiar concepts People with dyslexia [12, 36]
Make password construction requirements ~ Visually disabled people [18, 43]
(“policies”) clearer Older people [33]
People with dyslexia [12,32]
Provide alternatives to character-based Visually disabled people [6, 14, 19]
passwords People with intellectual [27]
disabilities
People with upper limb disabilities [24]
In graphical password systems, allow use Older people [30, 31]
of age appropriate elements
Provide better support for creating Older people [33]
passwords which meet requirements
Provide better education on strong Older people [33]
passwords and how to create them
CAPTCHAs
Offer alternatives in CAPTCHAs Visually disabled people [21, 39]
People with dyslexia [23, 32]
If using audio, make sure the source is People with visual disabilities [34, 40]
clear
BIOMETRIC AUTHENTICATION
For biometric authentication, ensure that People with visual disabilities [7, 11,16, 35]
there is auditory/tactile information about
where to place finger/face
Provide alternatives to iris recognition for People with visual disabilities [34, 40]
people without eyes or who cannot open
their eyes
Provide alternatives in biometric People with motor disabilities [16, 21]

authentication which requires the user to
be still for a period (e.g. at registration)

Table 1 summarizes the initial version of the proposed recommendations for the
universal design of online authentication systems. It comprises 15 recommendations,
four recommendations are about authentication systems in general, six about password
authentication, two about CAPTCHASs and three about biometric authentication. The
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user groups addressed comprise people with visual, physical and intellectual disabilities,
people with dyslexia and older people. 40% (6/15) of the recommendations address
problems experienced by two or more different user groups and over 25% (4/15) of the
recommendations address problems experienced by three different user groups.

Some of the recommendations might easily apply to other user groups. For example,
the recommendation about password authentication in relation to older people, “Support
people in creating strong, secure passwords based on familiar concepts” could also
support people with intellectual disabilities, but as we did not find empirical evidence
for that problem with that user group, thus for the moment we have refrained from
including it. Another recommendation in relation to older people, that “In graphical
password systems, allow use of age-appropriate elements” is based on research with
older people using older and younger faces [30, 31]. It could well be that people with
intellectual disabilities would find elements from categories they are familiar with also
beneficial, that would be an interesting possibility to research. Finally, these
recommendations could be extended beyond the needs of older and disabled people to
include other diverse user groups, such as users of different ethnicities and cultures (so
for example, culturally and ethnically appropriate elements would a useful extension of
the recommendation of “age-appropriate elements” to “age-appropriate and culturally
and ethnically appropriate elements”). Finally, examples provided with the
recommendations could include those involving situational disabilities, to illustrate the
broad application of their use.

Some of the recommendations can also benefit from further elaboration and
examples. An example is “Make it very easy to increase time limits in authentication
process”. Visually disabled screen reader users in attempting to use auditory CAPTCHAS
can find that there is not sufficient time allowed between listing to the auditory message
and navigating to the field in which the answer needs to be entered, causing them to be
timed out. Thus, it is not just the overall time limits that are important, but the time limits
on individual steps in the authentication journey. Another example, again for visually
disabled screen reader users, is “If using audio make sure the source is clear”. Of course,
developers do not have control over the environment in which an audio CAPTCHA is
used, so this does not refer to noise in the environment. However, there may be a
temptation to distort the audio source in analogy to the distortion of a visual CAPTCHA
or to use naturally captured audio material which may not be clear (Google appear to
have done this), but combined with uncontrollable environmental conditions, these
manipulations would adversely affect the effectiveness of the audio CAPTCHA.

4. Conclusions

In this paper we have presented an initial set of recommendations for the universal design
of authentication systems, covering the needs of older people and a range of people with
different disabilities. However, much further work is needed to validate and refine these
recommendations. Some of the empirical research on which the recommendations are
based is now over a decade old, and authentication systems have evolved considerably
since then. It is notable that none of the recommendations deal explicitly with two or
multi factor authentication, although these types of authentication are now widely used.
In addition, none of the recommendations deal with single sign-on or federated identity
management systems, also now widely used. We have not found any empirical research
with older or disabled users in those areas yet. In addition, some of the research
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understandably is based on very small samples of participants, so may not be typical of
the whole user group, particularly as these user groups are very diverse in themselves.
Thus, our future work will be to valid and refine the recommendations by further research
with the user groups to establish how representative and severe the problems underlying
the recommendations are, both using questionnaires and testing of simulations of
authentication systems exhibiting the problems. The recommendations also need to be
scrutinized for any aspects which would involve compromising the security of the
authentication, as this would defeat their purpose. Other research could investigate
extensions of specific recommendations to other user groups for which we did not find
any empirical evidence. Finally, this research has taken an essentially bottom-up process,
looking for the empirical evidence from users of the problems they have. It will now be
interesting to combine this with a top-down approach, starting from the basic principles
of universal design and applying these to what we have learnt about the problems
encountered.

A general principle which emerges from the review of research and the
recommendations is the need for flexibility and personalization in authentication
systems. In researching this paper, we encountered a very interesting example of a
proposal for a multimodal authentication system [1], which would incorporate visual,
verbal and spatial cues (and could easily be extended to incorporate auditory cues).
Although this system was not targeted at older or disabled users, an implementation of
such an authentication system developed using some of the recommendations could be
an excellent exemplar of a universally designed authentication system.
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