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Abstract. With increasing use of information and communications technologies 

(ICTs) in health, and rapid technological changes, there is a pressing need to prepare 

current and future health professionals to use ICTs as an integral part of their 
practice. We propose the Technological Literacy Framework, which includes 3 

interlinked elements—knowledge, capabilities, and critical thinking and decision 

making—as an overarching structure for organizing and designing competencies, 
learning objectives, and educational interventions for health professions education 

in the digital era. We provide examples of EHR and telehealth educational 

interventions and how they map to the framework.  
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1. Introduction 

Widespread implementation of information and communication technologies (ICTs) in 

health care (e.g., electronic health records [EHRs], clinical decision support [CDS], 

patient portals, and mobile apps) has transformed care delivery and patient engagement. 

Recently, the COVID-19 pandemic accelerated the adoption of telehealth and 

developments in generative artificial intelligence (AI) have supercharged interest in 

augmented medicine [1, 2].  While these developments hold tremendous promise, they 
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are also disruptive innovations that herald a change in how clinicians train and practice 

[3]. 

Clinical experts, national advisory bodies, and industry stakeholders agree there is a 

pressing need to prepare current and future health professionals to use ICTs as an integral 

part of their practice [4]. This need extends beyond current technologies to emerging 

applications and future innovations that could transform traditional professional roles, 

create ethical dilemmas, and challenge our collective ability to preserve humanistic 

health care. In health professions education (HPE), we need a framework to guide 

competency and curriculum development, and training initiatives on the use of ICTs. We 

propose Technological Literacy as one such framework and illustrate how its 

components interact and direct the creation of educational interventions.  

2. Selecting a Framework for Health Professions Education in the Digital Era 

A framework for guiding HPE in the digital era must be flexible; capable of adapting to 

new technologies and fostering life-long learning. Additionally, it needs to allow for 

competencies beyond the basic use of the technology. Realizing the benefits and 

potential of ICT in health requires advanced use [5]. For example, to better care for 

people with diabetes, we must leverage EHR features such as CDS to align with 

guideline-based care and patient registries to identify those needing intervention, and 

interfaces to support patient self-monitoring, reporting, and management. Research has 

shown that simple, scalable strategies (e.g., EHR video tutorials) can influence clinical 

practice [6]. 

In deploying current ICTs, we have seen systems affect practice in both intended 

and unintended ways. For example, EHR implementation fundamentally changes the 

way clinicians interact with patients [7]. Using technologies like computerized provider 

order entry (CPOE) often translates to more or new work, changes in workflow, and 

clinician overdependence on technology [8]. Similarly, we may see unintended 

consequences of AI applications including changes to roles and work processes of health 

care professionals [4, 9], factual errors or the perpetuation of existing practice biases by 

codifying societal biases and inequities reflected in training sets [10]. The Technological 
Literacy Framework described herewith addresses these concerns and can guide 

educational initiatives to prepare clinicians for the digital era of health care. 

3. Technological Literacy 

Technological literacy has been defined as “the ability to use, manage, assess, and 

understand technology” [11]. It consists of: (1) knowledge of and about technology; (2) 

capability to use the technology to solve problems; and (3) critical thinking and decision 
making when weighing the risks and benefits of technology. A technologically literate 

person should be able to [11]: 

� “recognize the pervasiveness of technology in everyday life”, be familiar with the 

technology design process and its limitations, and understand the associated risks 

with technology that cannot always be predicted (knowledge); 

� operate the technology and solve simple technical problems (capabilities); and 
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� ask well-informed questions about technology limitations, weigh risks and benefits 

of use, and participate in decisions about the development and deployment of 

technology (critical thinking and decision making). 

Knowledge, capabilities, and critical thinking can be depicted as three axes in 3-

dimensional space. A person starts at a certain point within this space; education and 

training help the learners move farther along one or more of these axes. 

Notably, the three dimensions of technological literacy are not separate, but rather, 

interlinked, and interdependent [11]. They are dynamic and may evolve as a result of 

each other. In the following examples, we illustrate these concepts and how they inform 

educational interventions for EHRs and virtual care.  

 4. Using the Technological Literacy Framework to Inform Health Professions 
Education 

4.1. Example 1: Electronic Health Records (EHRs) 

It is crucial to know that EHRs can be used for purposes beyond direct patient care.  They 

can be used to proactively manage patients at a population level, store and organize data 

for research and quality improvement (QI), and support patient education and 

engagement beyond the clinical visit. To achieve this, several capabilities are required. 

First, clinicians must be able to use advanced EHR features to generate patient quality 

measures reports. Second, until ambient AI is commonplace, clinicians must document 

complete and structured data in the EHR so that research and QI efforts can retrieve 

complete, accurate, and sufficiently granular data. Third, clinicians must be facile using 

the EHR as a patient-centered communication tool. We developed educational 

interventions to teach these capabilities, including video tutorials on advanced EHR 

features [6] and exploration-based learning for quality data entry [12].  

Critical thinking about the application of these capabilities requires clinicians to 

recognize the limitations and unintended consequences associated with EHR use. For 

example, asking clinicians to document research-quality data is burdensome and can 

contribute to burnout [13]. Shifting documentation responsibilities to trainees may 

detract from their education and well-being [14, 15]. Given EHR use can affect clinical 

reasoning, decision-making, and patient-clinician communication [7], it is important to 

provide communication training (e.g., educational infographics, simulations, didactics, 

and observed structured clinical exams [OSCEs]) [16-19] to patients and clinicians alike 

to promote competent and humanistic use of the technology in practice. 

4.2. Example 2: Telehealth 

Over the last three years, we developed and piloted a telemedicine curriculum designed 

for medical students and residents in primary care specialties [20]. The Technology 
Literacy Framework was a natural fit for sequencing content and evaluating learner 

performance. We began by introducing foundational and cross-cutting knowledge.  For 

example, practitioners must know about universal communication precautions and how 

they are crucial in telemedicine to build rapport, help patients use the technology, and 

gather a complete and accurate history [21]. They then need to acquire the capabilities 
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to apply this in their practice. Learners should then be able to describe to their patients 

the uses, benefits, and limitations of telemedicine [22].  

In this case, the Technology Literacy Framework serves as an operator’s manual for 

how to guide learners from basic knowledge acquisition to higher order thinking skills.  

To practice skills and engage critical thinking in telemedicine, we used a mixture of 

instructional techniques including simulations, one-on-one coaching, large group 

discussions, and small group exercises. For example, we incorporated a standardized 

technology failure into a telemedicine simulation so learners could learn in a safe and 

supportive setting the ability to troubleshoot technology and recover an encounter [23]. 

Critical thinking in the context of telemedicine includes realizing the pros and cons 

of various communication media, which translates to the capability of choosing a 

medium that fits for individual situations. It requires the ability to assess patient safety 

during a telehealth encounter, identify risks and failure modes, and proactively prepare 

for emergencies.  For example, many mental health conditions are suitable for 

telepsychiatry, but the practitioner should always be prepared to escalate care quickly. If 

a patient with major depressive disorder expresses suicidal ideation, the clinician should 

be able to either guide the patient to live emergency services or dispatch services to the 

patient’s physical location.  We, therefore, designed a simulation wherein the student 

must conduct a suicide risk severity assessment and formulate a safety plan with the 

patient, engage community resources, or guide the patient to a hospital admission [24]. 

5. Discussion 

We illustrate how the Technological Literacy Framework can inform educational 

initiatives e.g., for EHRs and telehealth. The framework is adaptable and can help define 

both basic capabilities and higher-level skills (e.g., critical thinking and decision making) 

thereby meeting the required criteria we set forth.  

The importance of practical experience and research for educational interventions 

cannot be underestimated; especially since not all impacts of technology can be 

anticipated from the outset. For example, the impacts of EHRs on patient-clinician 

interactions and physician burnout were revealed over time, requiring new ways to 

critically think about EHRs and for new capabilities to be taught. As a general, broad 

framework that is not overly specific, Technological Literacy supports future adaptations 

and changes to the details underneath each element of the framework. 

5.1. Limitations 

We were not aware of the Technological Literacy Framework when we designed the 

educational initiatives described above. Therefore, the examples provided represent a 

retrospective analysis. Nevertheless, we find the framework useful and propose that it is 

used prospectively in developing competencies, programs, curricula, and educational 

interventions for HPE in the digital era. For future work, it would be useful to implement 

the framework from the outset and evaluate it using data collected throughout the 

educational intervention. This research would also help update and modify the theoretical 

framework to adapt for the specific context of HPE in the digital era. 
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