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Abstract. The importance of cybersecurity in healthcare, with a focus on
safeguarding sensitive patient information from unauthorized access, use, or
disclosure, cannot be overstated Security breaches in this sector can have significant
consequences due to the widespread use of electronic health records (EHRs) and
interconnected medical devices, creating opportunities for exploitation. This work
presents a first step to analyzing and organizing healthcare-specific cybersecurity
problems and existing security frameworks. Special focus is put on the security risks
associated with data integration centers while recognizing their role as hubs for
innovation.
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1. Introduction

Cybersecurity is vital for protecting healthcare systems from digital attacks on patient
data. During the COVID-19 pandemic, healthcare faced increased threats such as social
engineering, ransomware, and data breaches. University hospitals use digital
technologies to improve care and research, increasing security risks. Implementing
robust cybersecurity measures is crucial. Here, we report the initial work toward
analyzing cybersecurity challenges data integration centers face and developing a
framework to mitigate these threats.

2. Methods

We conducted an explorative search for relevant articles on cybersecurity in the
healthcare sector with the ENISA Threat Landscape report [1] as a starting point. We
tested different search term combinations, to understand the research landscape and lay
the basis for the future structured literature review. We identified several papers, i.e., [2—
5], and outlined a preliminary overview of the threats and needs in research-oriented data
integration centers at University hospitals.

! Corresponding Author: Muhammad Adnan; E-mail: muhammad.adnan@uk-koeln.de.


https://orcid.org/0000-0002-7422-7107

302 M. Adnan et al. / Cybersecurity Frameworks in Healthcare Data: Short Literature Review
3. Results

Some trends highlighted in the literature included a surge in ransomware attacks and an
increase in zero-day vulnerabilities—malware designed to evade detection [2,5]. These
trends indicate a growing risk for healthcare organizations, as they often store sensitive
patient data and may be more likely to pay ransoms due to the critical nature of their
services.

Further, we analyzed several domain-agnostic cybersecurity frameworks, e.g.,
[4,6,7], and reviewed health-specific guidelines and best practices that play a vital role
in cybersecurity. They help establish reliable procedures for evaluating, monitoring, and
mitigating potential risks.

The special role of the University Hospitals requires a careful balance between the
needs of a healthcare organization and a research institution. Based on the analyzed
landscape of threats and solutions, we identified several points that must be addressed to
enable and support this dual role: Broad Focus, Compliance vs. Security, Static vs.
Dynamic Environment, Focus on Data Security and Privacy, Integration with Research
Workflow, Tailored Risk Management.

4. Discussion and Conclusions

We faced limitations in our review due to the scarcity of relevant publications on
cybersecurity specific to healthcare research. Identifying all external and internal threats,
as well as relevant solution trends in cybersecurity, remains challenging. Our next steps
will focus on a systematic literature review and developing a cybersecurity framework
tailored to the needs of research-focused data integration centers to safeguard sensitive
medical data and enable research advancement.
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