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Abstract. Clinical studies need multi-center, long-term patient data, which are
difficult to align. We present a blockchain-based approach that uses cryptographic
matching and attribute-based encryption for secure data alignment, aggregation, and
access. It improves efficiency, lowers data synchronization, and facilitates cross-
institutional patient data association and visualization.
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1. Introduction

Complete clinical data are crucial for high quality machine learning models for clinical
analysis [1-3]. However, it is challenging to align and summarize clinical data across
different institutions [4-6]. We present a lightweight, distributed system based on
blockchain for cross-institutional patient information alignment.

2. Methods

The system uses hyper ledger Fabric and PBFT consensus algorithm. The process is: A
researcher imports patients’ identity information at one node, and requests alignment.

3. Results

The system is evaluated on a distributed platform of 9 hospitals. A reference blockchain
system with full data synchronization is also developed for comparison. 5000 kidney
disease patients’ data are used, distributed as follows: hospital 1 has 5000 patients’
demography, examination, medication and surgery records.

Table 1 compares the running time of the proposed and reference system for block
lengths of 500, 1000 and 1500. The proposed system achieves an operating efficiency
improvement of 124% - 349%, and this gap will widen as the block length and patient
information increase.
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Table 1. Comparison of runtime with data volume between different systems

Block length Running time (ms)
Reference system Proposed system Efficiency improve (%)
500 2681.465 11945112 124.4821982
1000 4307.4243 1261.2795 241.5122738
1500 6668.1317 1487.1842 349.0255435

Under full data synchronization mode, the data volume for synchronization grows
linearly with the patient information. Table 2 shows the percentage of data reduction
compared with full data synchronization mode for different patient numbers. The larger
the overall data, the more significant the data reduction.

Table 2. Comparison of synchronization data volume between different system

Patient Synchronous data size of Synchronous data size of Synchronous data size
number reference system proposed system reduction (%)

1000 126.61 KB 17.88 KB 85.87

3000 758.63 KB 102.5 KB 86.48

5000 1230 KB 116.68 KB 90.51

4. Conclusions

The system aligns and analyzes clinical data securely and easily across institutions. It
supports data collection and research, and can be deployed on a multicenter platform. It
is also an ISO draft standard core content.
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