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Abstract. Introduction With increasing availability of reusable biomedical data —
from cohort studies to clinical routine data, data re-users face the problem to manage
transferred data according to the heterogeneous data use agreements. While
structured metadata is addressed in many contexts including informed consent,
contracts are to date still unstructured text documents. In particular within
collaborative and active working groups the actual usage agreement ‘s regulations
are highly relevant for the daily practice — can I share the data with colleagues from
the same university or the same research network, can they be stored on a PHD
student’s laptop, can I store the data for further approved data usage requests?
Methods In this article, we inspect and review seven different data usage
agreements. We focus on digital data that is copied and transferred to the requester’s
environment. Results We identified 24 metadata items in the four main categories
data usage, storage, and sharing, as well as publication of results. Discussion While
the topics are largely overlap in the data use agreements, the actual regulations of
the topics are diverse. Although we do not explicitly investigate trusted research
environments, where data is offered within an analytics platform, we consider them
a as subgroup, where most of the practical questions from the data scientist’s
perspective also arise. Conclusion With a limited set of structured metadata items,
data scientists could have information about the data use agreement at hand along

with the transferred data in an easily accessible way.
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1. Introduction

The FAIR Guiding Principles for research data stewardship — demanding findability,
availability, interoperability and reusability of research data [1] — are increasingly

implemented into data generating biomedical research projects.

While cohorts and registries have the main aim to be used continuously by
researchers for new research questions, re-use of other biomedical data collections, such

as clinical trials or healthcare data in the inpatient or even outpatient context, are also of

high interest for data scientists, as they provide complementary data relevant e.g. for
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bias-free machine learning models. Today there are several tools available that support
FAlRification of different biomedical data sources, for example in the case of clinical
routine data [2], or for patient reported outcome measures in pandemic apps [3].

As a consequence of the reproducibility crisis, prediction and classification methods
typically need to be validated with different data sets from different locations to ensure
results reproducibility as discussed in [4-6]. For example, the United States National
Institute of Health released their Policy for Data Management and Sharing at the
beginning of this year emphasizing the need for agreements on the topic of sharing
biomedical data [7].

Table 1: Selected metadata items of NFDI4Health metadata Version 3.0 regarding licensing, data access and

data use. Items solely defining semantic subgroups are not shown.

1D Metadata item Description
1.10.3.1 License License defining the rights to (re-)use the
[RESOURCE].
1.10.3.2.1 Do you confirm that the authors Confirmation that the authors have authority to
have authority to license the license the resource.
[RESOURCE]?
1.10.3.2.2 Do you confirm that the authors Confirmation that the authors have read and
have read and understood the terms ~ understand the terms of the chosen license.
of the chosen license?
1.10.3.2.3 Do you confirm that the authors Confirmation that the authors understand that
understand that Creative Commons Creative Commons (CC) licensing is not revocable.
(CC) licensing is irrevocable?
1.10.3.24 Do you confirm that the authors Confirmation that NFDI4Health is allowed to license
allow NFDI4Health to license the the document, i.e. to mark the resource with the
document? license information.
1.103.3 Additional information about use Any additional descriptive information explaining
rights terms and conditions to (re-)use the resource.
1.17.35.1 Is it planned to share the data? Indication whether there is a plan to make data
collected in the study available. In case of studies
with patients or other individuals, this refers to
individual participant data (IPD).
1.17.35.3 When and for how long will the Indication when the data and, if applicable,
data be available? supporting documents will become available and for
how long.
1.17.35.4  Ceriteria for the data access Indication by what access criteria data will be shared,
including a) with whom, b) for what types of
analyses, and c) by what mechanism.
1.17.35.5  Additional information about data Additional descriptive information providing more
sharing details about the data sharing, e.g. indication what
data in particular will be shared or why the data will
not be shared or why it is not yet decided.
1.17.35.7 Web page with additional If existing, a link to the web page where additional

information about data sharing

information about data sharing can be found.

Options for access of individual patient data have increased for data scientists in the
last decade. However, managing transferred data sets from different providers at the re-
user’s responsibility gets more and more complex while complying with heterogeneous
use and publication regulations. To make it easier to assess the different provider’s
regulations on data handling we see the need to provide these regulations in a machine-
readable and actionable way. This would make it possible to implement automatic rules
for internal data access, to remind the user automatically to send results and publications
back to the data provider and delete data on time if mandatory.
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Metadata items on data sharing policies and in general data sharing schemas such as

DataCite [8] or Dublin Core Metadata initiative (DCMI) [9] are typically coarse-grained,
for example the metadata “data access” is limited to open or restricted access and not
further subdivisible.
Different initiatives have taken the task to define and use metadata items describing data
use agreements (DUA). For example, the National Research Data Infrastructure for
Personal Health Data (NFDI4Health) has defined a metadata schema for cohort studies
with multiple metadata elements as part of its task objectives [10]. This schema
comprises 184 elements in the current version 3, created in collaboration with various
participants and University Medical Centers in Germany. It encompasses also metadata
referring to licensing and use rights, c.f. Table 1. However, DUA that are not covered by
a Creative Commons license are currently envisioned to be described in a single text field
(ID 1.10.3.3).

On the other hand, the Medical Data Integration Center of the University Medical
Center Gottingen (UMG-MeDIC) recently published metadata, identified as relevant in
order to operate data re-use and transfer of clinical care data in an efficient manner, c.f.
Table 2. The metadata schema version 1.0 within the UMG-MeDIC encompasses
provenance information like referenced data or information about the source system of
the derived data, as well as information about licensing, consent and data usage [11].

Table 2. UMG-MeDIC metadata version 1.0 of clinical care data regarding licensing, data access and data
usage.

Metadata item Description

UsageLicense/Copyright License, respective copyright of the data

UsageContext Context in which the data can be used

VestingPeriod Period, in which the data is locked due to study regulations
ConsentType Type of consent for the data

ConsentValidation Validity of the Consent

ConsentVerification Date of when the consent became verified

ConsentModule Specific area/question the patient consented to

Furthermore, these metadata sets have been defined along the requirements of the
data providers who need to assess for example compliance of data sharing with informed
consent or embargo phases according to study policies. In this paper, we explicitly take
the perspective of the data scientist who needs to handle the diverse DUAs of a growing
number of data providers. A recent study on data sharing policies in neuroimaging data
repositories analyses DUAs of seven data providers and categorize them by the presence
of aspects in the DUA that refer to obligations of the data user: (a) Prohibition on re-
identifying subject, (b) Limitations on further disclosure or use of data, (c) Security
measures in place, (d) Acknowledgment of data repository as data source, (e) Report
research use of data upon request, (f) Report of violation [12].

However, to our knowledge no overarching ontology or data model yet exists for
structured representation of DUA. Therefore, the objective of this work is to deduce a
set of metadata items describing the aspects of DUA in a way that it helps data users to
comply with them.
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2. Methods

Starting with the categories defined by [12], we analyse the statements found in DUAs
and related documents of seven existing biomedical data providers and map them to
common metadata items and value sets. We focus on non-public data sources, where data
is transferred to the data user upon the acceptance of DUAs, publication policies or other
contracts. We cover different data creation contexts — cohorts, clinical trials, and health
care data. We furthermore focus on digital data, as these would be in the main interest of
data scientists. Therefore, we did not investigate compliance rules that are exclusively
relevant for material transfer of biospecimen. We selected the following research data
infrastructures, ordered by the year of founding and examined the latest versions of the
respective DUA or further documents for this research project, indicated in parentheses.

The SHIP study of Health in Pomerania encompasses 3 population based cohorts
where the first cohort started in 1997, and subsequent cohorts were recruited in 2008 and
2021, respectively [13]. Each cohort encompasses about 4000 participants living in
Pomerania with comprehensive clinical phenotyping including medical imaging, dental
examination and biospecimen. DUAs (Version 03.07.2012) are available in German on
the website.

The UK Biobank is - according to their own website - “the most detailed, long-term
prospective health research study in the world” [14, 15]. Starting in 2006, it now provides
comprehensive digital data such as clinical data and imaging along with biospecimen
from about 500.000 participants from the UK. On their website, detailed information is
found on the study design and the usage agreements (Version 1.2). UK biobank offers
both data to be transferred and data to be processed within their trusted research
environment.

The DZHK Heartbank of the German Centre for Cardiovascular Research (DZHK)
was founded in 2012. Since then, it provides a so-call clinical study platform, where the
clinical data, biospecimen and imaging data of all clinical studies - both clinical cohorts
and clinical trials - that are fully funded by the DZHK, are provided for reuse after a
certain period of exclusive access by the study PIs [16]. Both clinical data items and
biospecimen collection are harmonized throughout all studies, and imaging data is
centrally quality assured. The so-called DZHK base dataset - comprising 42 clinical data
items - are available for all quality assured data without embargo and can be searched in
a publicly available feasibility explorer [17]. DUA (Version 03-2021) as well as
publication guidelines (Version 11-2022) are available in German and English on the
DZHK website [18].

ClinicalStudyDataRequest.com is — according to the website — “a consortium of
clinical study Sponsors ”. To date, 3046 Studies are listed for data sharing [19]. 12 data
sponsors are listed, including Bayer, Novartis and Teva, among others. Research
Proposals undergo a stepwise review process, with an Independent Review Panel
organized by the Welcome Trust as the last step after review by the study Sponsors.
DUAs (Version 04/15/15) are available from the website.

The Yale University Open Data Access (YODA) Project has “facilitated access to
clinical trial data since 2013” [20]. The website lists currently 45 clinical trials from three
data partners [21]. The data can be searched according to the substance, the health
condition and further filters such as mean age, number of enrollment, among others. The
project not only provides the DUA (Version February 2019) online, but offers a self-
training on their data usage agreement describing scenarios that need to be rated as
compliant or violating.
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The German Medical Informatics Initiative has been founded in 2016 and aims at
making health care data created in the university hospitals available for research. Each
university hospital is currently building a so-called data integration center, where data
from the different primary hospital information systems is collected and provided as an
interoperable data set. Data can be requested through the research data portal for health
[22]. Currently only members of participating institutions can request data, but it is
envisioned to open it for external researchers after the current test phase. The DUA
(Version 1.1) is available in German from the website. [23]

The NAPKON German National Pandemic COVID-19 Cohort Network has been
founded 2020 as part of the Network University Medicine and conducts three cohorts of
COVID-19 patients from different base populations and with different levels of
phenotyping [24]. To date, over 97.000 visits including imaging and 36.000 primary
biosamples from about 7.000 patients are currently available for reuse. The DUA
(Version 3.0) is available in German on the website [25].

3. Results

In Table 3, we describe the metadata items of the main topics that we found in the DUAs
and accompanying policies across the seven data platforms and infrastructures. These
topics comprise mainly the areas of data usage (dus) - requirements and regulations on
how data can be utilized, data storage (dst) - information on how to archive the data, data
sharing (dsh) - regulations on how the data can be exchanged and publication of results
(pur) - requirements for the publication of results with references or publication policies
to be considered.

The table contains 24 metadata items describing DUAs as derived from the various

agreements and regulations. Each of these metadata items is additionally marked with
Not Applicable and Unknown to allow mapping of the metadata, even if no information
is available. We found large overlap in the topics of the DUAs, and many of the
regulations could be mapped to a few values. Most of them could be easily modeled as
structured single or multiple answer items. However, we allowed in particular text fields
for specific regulations. For example, in two of the DUA we found pre-formulated
acknowledgments that must be used in publications. We included the items for textual
parts of the DUA, where we expect them to be short and useful to have them at hand
when using the data. In case of accidental re-identification or a security incident, which
may induce certain stress to the researcher, it is important to have the policies and contact
information quickly available.
Furthermore, the licensing of the data also plays an important role within the metadata
items describing DUA. NFDI4Health, for example, provides all information under
Creative Commons License in different subtypes [26] or as all righs reserved. In Table
3, the licensing is taken into account under data license to applicant and the license text
in results license text.

4. Discussion

The aim of the presented work was to establish a common set of metadata items
describing DUA relevant for researchers. The comparison of the DUAs shows that there
are largely overlapping topics, but substantial differences in the policies, resulting in a
small set of common metadata items describing DUAs with up to five value set items for
each of the metadata item with a single answer option (e.g. withdrawal policies - data
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deletion upon notification; other; no; not applicable; unknown). Each of the providers
has its own requirements for the implementation of data re-use, licensing, publication of
their collected data and the analysis. However, it could be shown that a common
denominator between these providers are possible and can be comprised into 24 metadata

items.

Table 3. Derived metadata items of the comparative comparison of the seven biomedical research data
providers with corresponding value sets. Grp = Semantic groups of main topics: dus - data usage, dst - data
storage, dsh - data sharing, pur - publication of results. Ctg = Categories defined by Jwu et al. Due to space
limits, default values such as not applicable or unknown are not mentioned.

Grp  Metadata item Values Notes Ctg
dus Purpose restriction Permitted Purpose only, other Purposes single b
answer
dus Related Purpose String containing the title of project from the  string b
data request application
dus Timespan of data usage Final date of usage date b
dst Data deletion required Yes with proof, Yes without proof, No single b
answer
dst Data deletion proof Deletion policy text string b
dus Data license to applicant revocable, worldwide, exclusive, multiple b
transferable, royalty-free answer
dst Data copy restriction Yes, No single b
answer
dsh Sub-sharing of data individual applicant only, named multiple b
collaborators, members of data user’s answer
institution, unrestricted
dus Withdrawal policies data deletion upon notification, other, no single b
answer
dus Withdrawal notification email-address or other contact method string b
channel agreed upon in the agreement
pur License to data provider Yes, No single e
answer
pur Results license text string containing the license text string e
pur Publication policies acknowledgment, mandatory citation, multiple d
requested citation, manuscript review, answer
coauthors, notification, other, none
pur Acknowledgment Acknowledgment text string d
pur Related citations DOI of publication DOI d
pur ORCID-Coauthors ORCID ORCID d
pur non-ORCID coauthors Name, Affiliation string d
pur Manuscript review contact  email-address or other contact method string e
agreed upon in the agreement
dus Re-identification Explicitly prohibited, otherwise specified, single a
Allowed answer
dus Re-identity policy Text of policies on re-identification string a
dus Re-contacting Explicitly prohibited, otherwise specified, single a
Allowed answer
pur Results vesting period Final date of blocked data date e
dus Security incidence policy Yes, No single £
answer
dus Security incidence contact email-address or other contact method string £

agreed upon in the agreement
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The findings are only at first sight solely of interest for researchers that re-use data
from more than one data provider. The current draft of the European Health Data Space
explicitly mandates all health data holders to provide their data for re-use. It is very likely,
that small-sized data holders delegate this to larger institutions that in turn form larger
data sharing networks that need to provide information about the available data to the
national data provision node [27]. The same holds for multiscale networks of data
providers require an abstracted and generic method of data access points and associated
metadata. This information must be as broad as necessary, but also as granular and
structured as possible to be automatically processed.

Metadata items describing DUAs can have a positive impact on the implementation
of FAIR Guiding Principles, DataCite or Dublin Core Metadata Initiative. One important
aspect of making data accessible and reusable is to provide standardized information
about the data usage agreements and restrictions. By harmonizing, data repositories and
data providers can provide consistent information, thereby enhancing the findability and
accessibility of the data.

The results obtained in the course of this work are subject to ongoing changes in
requirements and adaptations. Limitations are the selection of the investigated
infrastructures, as they might not been representative. Newly added data infrastructures
and data provider, with their own data usage agreements, must be taken into account in
the ongoing process. In addition, external changes — such as the European Health Data
Space or the announced German regulations on health data use [28, 29] — must also be
included. Next steps are to bring up this topic into the different initiatives and data
providers and data re-users.
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