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Abstract. In Web 3.0 the user owns the information. Decentralized Identity
Documents (DID documents) allow users to create their own digital identity and
decentralized cryptographic material resistant to quantum computing. A patient's
DID document also contains a unique identifier for cross-border healthcare,
endpoints for receiving DIDComm messages and for SOS services, and additional
identifiers (passport, etc.). We propose a blockchain for cross-border healthcare to
store the evidence of different electronic, physical identities, and identifiers, but also
the rules approved by the patient or legal guardians to access patient data. The
International Patient Summary (IPS) is the de facto standard for cross-border
healthcare and includes an index of information classified into sections (HL7 FHIR
Composition) that healthcare professionals and services can update and read on the
patient’s SOS service, then retrieving all the necessary patient information from the
different FHIR API endpoints of different healthcare providers according to the
approved rules.
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1. Introduction

Using Web 3.0, health professionals are the generators and verifiers of health data, but
the owners of these are the users, i.e., the patients and donors. At the same time, the
information systems in the different organizations remain guarantors of the data and have
custody of the information [1]. The International Patient Summary (IPS) [2][3] based on
HL7 FHIR has been approved by G7 [4], E.U. and other countries as the standard for
cross-border healthcare.

Both OpenID Connect (OIDC) [5], SMART-On-FHIR (SMART) [6] and Financial
API Security Profile (FAPI) [7] are based on the JOSE standard. FHIR servers use OIDC
for the authorization and identification of end-users (clinicians and patients) as specified
in SMART. SMART defines asymmetric authentication (“private key JWT”) to
authenticate an end-user using a confidential app (client app) in a service provider (SP),
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using an asymmetric keypair. Furthermore, cryptographic material can be created using
Post-Quantum Computing Cryptography (PQC) and the exchange of health data should
be protocol agnostic, which must be done even if there is no TCP/IP connection, such as
using Bluetooth or other methods (i.e. NFC or QR codes) [8].

2. Method

The data security is provided by the Post-Quantum Cryptography Standardization
program and competition by NIST (National Institute of Standards and Technology in
the USA), approved in 2022, which approves the first post-quantum computing resistant
algorithms for data signing and encryption [9].

Decentralized Identity Documents (DID Documents) [10] enable different
stakeholders to create their own cryptographic material, add different identifiers and
generate a collision-free Universally Unique Identifier (UUID v4) for cross-border
healthcare [11]. Evidence related with the identity of an entity or individual can be
created, signed and stored in an immutable record by the issuer of the evidence.

The Hyperledger Fabric technology, which is a tool to create a private and
permissioned blockchain network, can be used by different organizations for the
auditable traceability of both identity data (electronic or physical documents and
evidence) and cryptographic material related with every Universally Unique Identifier.

To standardize the way patients, legal guardians (e.g.: mother, father), health staff
and other personnel can access data of a patient in the API service, Fhir AP is introduced
as FHIR documents that contain a FHIR Composition resource, which has an index of
resources identified by both an UUID and the URL of the resource in a service provider
(SP). FHIR API standardizes the way.

The JavaScript Object Signing and Encryption standards (JOSE) enable the
definition of how the data exchanged can be signed (JWS) and then encrypted (JWE)
[12] for authentication or data exchange. DID Communication (DIDComm) Messages
extends JOSE specification for the traceability of the messages exchanged between a
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sender and a recipient, by adding “body”, “type”, “id”” and other properties [13].

3. Discussion

Every client software application (personal or professional) can know both public
asymmetric keys of an API service to send encrypted requests and to verify the response
received by using the “Well-known” path of the API service, as defined in both OIDC,
SMART and Well Known DID Configuration. This enables a client app to obtain the
digital identity of the API service, the URLs of the endpoints and the features a server
supports such as the FHIR capabilities defined in SMART.

The DID Documents of both entities and individuals can be stored in a blockchain
network of federated organizations. In this way, every digital identity and access token
issued in the federated network by some OpenlD provider can be verified by any of the
other parties in the network to allow access to a patient's health data. The event of this
access can be stored in the blockchain network for auditing purposes.

The patient or legal guardians can define a SOS service in the patient's DID
Document to allow healthcare providers to update the patient index each time a new
record is created and to read the patient index in case of emergencies. The rules for
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accessing the SOS index can be defined and signed by the patients themselves or by their
legal guardians and stored in the blockchain through a FHIR Contract, so that the SOS
service can verify if the applicant complies with the rules defined in the SOS Contract to
disclose the entire index or specific information.

Although not defined in the current JOSE, OIDC, FAPI, FHIR, or DIDComm
specifications, both DIDComm messages and post-quantum computing algorithms,
(such as CRYSTALS-Dilithium and CRYSTALS-Kyber) can be used for signing and
encryption, to extend current specifications as a secure envelope (see Figure 1) for
information storage and exchange with resistance to quantum computers, regardless of
the security of the transport protocol or storage provider. In this way, DIDComm
messages can be used over both TCP/IP and Bluetooth connections and for confidential
storage using Encrypted Data Vault (EDV), as illustrated in Figure 1 and Figure 2.
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Figure 1. Secure data messaging using DIDComm for different data formats and protocols.
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Figure 2. Cross-border healthcare using decentralized data, DIDComm messages and patient data index.

4. Conclusions

A patient or legal guardian (e.g., mother or father) as well as a professional working in a
healthcare service of an organization (for example, a healthcare provider) can generate a
decentralized identity with PQC algorithms in a confidential software application. The
DID Document contains a unique identifier for cross-border healthcare and can include
additional identifiers such as national identity document, passport, patient number,
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insurance number, etc. Additionally, the patient or legal guardian(s) can define a SOS
service in the patient’s DID Document and a SOS Contract with the rules for accessing
patient data in case of emergencies (FHIR Contract for SOS).

The audit record of decentralized identities, evidence, contracts and consents can be
stored in the blockchain network through an OpenlID Provider (OP) service available in
the information systems of the federated organizations. The OP issues access tokens to
healthcare personnel (employees) and to patients and legal guardians. A trained and
authorized employee can verify the identity of both the patient and the legal guardian
and register the evidence in both the OP and the blockchain network.

The SOS Contract with the rules for accessing patient data in emergencies is stored
in the blockchain network by the patient or legal guardian through a federated
information system. The practitioner can read the index of the patient's records in the
SOS service if the rules allow it, retrieve them from different service providers, build a
document with the medical records (IPS), generate new ones for the patient, update the
patient's index with the new data generated, and send a notification to the patient or legal
guardians, so they can retrieve the new records from the service provider in the updated
patient's index.
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