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Abstract. Patients need mechanisms to integrate health information coming from
different sources, including personal devices. This would lead to Personalized
Digital Health (PDH). HIPAMS (Health Information Protection And Management
System) is a modular and interoperable secure architecture that helps in achieving
this objective and building a Framework for PDH. The paper presents HIPAMS and
how it supports PDH.
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1. Introduction

Integrating different sources of medical information into one system is one step towards
achieving personalized health services. For this purpose, we can combine electronic
health records coming from different health institutions with information coming from
personal health devices, like smart watches or blood pressure monitors.

In order to provide a solution to facilitate this integration, we propose the use of a
generic modular architecture called HIPAMS (Health Information Protection And
Management System) [1] that is based on REST (REpresentational State Transfer) [2]
web services. It is derived from work previously developed by the authors [3][4].
HIPAMS provides new specific modules to support medical information, like
provenance and consents, as well as different modules for supporting different health
information formats. There are other approaches for integration of different eHealth
services, like the Profiles defined by IHE [5], where some of the concepts, like patient
privacy consents, have already been defined.

We plan to propose HIPAMS as a way to develop a Personalized Digital Health
Framework (PDH-F). In this context, ISO/TC 215/WG 11 (Personalized digital health)
[6] has started to specify such a standard [7]. This PDH Framework specification will
define how patients may manage their personal medical information in cooperation with
health institutions.

In the rest of the paper, we describe HIPAMS and its modules and provide some
hints on how such a platform can help in achieving the objectives defined in PDH-F.
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2. Methods

The ideas behind HIPAMS come from existing work already developed for the secure
management and protection of different kinds of digital information, like Multimedia
content [3] and Genomic information [4]. Some initial ideas on the definition of
HIPAMS were already presented in [1].

Figure 1 depicts its structure. The functionality of the most relevant modules is
briefly described next. They are ordered alphabetically:

Authorization Service: Module for access authorization based on privacy and
access rules, and for validation of medical consents.

Certification Authority: Provides digital certificates to secure communications.

Consent Service: Module in charge of the creation and management of the
medical consents.

Health Content Service: Module in charge of health information management,
both in reading and writing operations. This is a critical module covering the
formats of the medical information, including Electronic Health Records (EHR)
and medical documents, such as those based on HL7’s CDA (Clinical
Document Architecture) [8], among others.

Metadata Service: Module in charge of handling metadata of medical
documents, which may help in identifying and finding them. Again, very
critical for the formats. In addition, FAIR (Findable, Accessible, Interoperable,
Reusable) [9] [10] data principles could be considered.

Policy Service: Module in charge of the creation of the authorization rules,
which are organized into policies.

Protection Service: Module which creates protection information as well as
application of the mechanisms defined (i. e. encryption, signature, etc.).

Provenance Service: Module in charge of adding and managing provenance
information for health digital content supported by the platform.

Report / Track Service: Module in charge of reporting the operations done in
the system, especially those not authorized.

Search Service: Performs searches over medical information, providing extra
filtering features.

User Application: Web application that sends requests to the Workflow
Manager based on user actions. The communication between this application
and the rest of the architecture is done through a secure channel.

Workflow Manager: Intermediate module that acts as a unique entry point to
the system. It checks operation authorization before interacting with other
modules.
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Figure 1. HIPAMS Architecture.

It is worth noting that this architecture allows the use of different formats
representing medical information. The services managing these formats are Health
Content and Metadata. As it can be seen in Figure 1, we may have several submodules
inside Health Content and Metadata to support the different formats supported by the
system implementing this architecture. Another approach for HIPAMS modules
implementation could be using FHIR resources, such as Consents, or FHIR security
aspects [11].

3. Results

We have defined several use cases to illustrate for example how HIPAMS can be used
to register and search for medical information in a secure way. Figure 2 shows the
workflow diagram for a registration use case, when the medical content requires
encryption and privacy protection. The registered medical content may come from
different sources (medical records, patient devices, ...).

First of all, the user has to authenticate in front of the Authentication Service in order
to receive a valid token. This token will be used afterwards when invoking the rest of
services through the user application. Four services are used in this use case, Health
Content Service (HCS), Metadata Service (MS), Protection Service (PtS) and Policy
Service (PS). HCS is in charge of content creation. As protection is required, HCS calls
the PtS corresponding operation to encrypt the medical information stored. Then,
metadata is registered in MS. In this example, metadata does not need to be protected,
but it might happen in other cases, so the PtS would be also called in that case. Afterwards,
two privacy policies are created by the PS, to control later access to the protected medical
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content. Again, the policies are created to control access to the content, but, if metadata
also requires access control, one or more policies could be also created to control it.
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Figure 2. Protected medical content use case.

4. Discussion

HIPAMS is presented here as a possible way of facilitating Personalized Digital Health
to patients. The final objective is to give them the opportunity to combine medical
information coming from many different sources, like medical records coming from
medical institutions and measures taken from their personal medical devices, like smart
watches, mobile phones or any other medical device intended for being used at patients’
home. This information may be useful for both primary and secondary use.

To do so, different medical information formats should be supported, making use of
standardized formats as much as possible. As already shown in Figure 1, HCS and MS
may contain submodules to support different formats. Moreover, if new formats appear
in the future, they could be supported by implementing / integrating new submodules.

We would like to highlight that the architecture allows the inclusion of externally
implemented modules, by defining a REST Application Programming Interface (API)
that then calls to the module.

Providing this additional information to healthcare professionals facilitates a better
medical decision, but may imply the need of extra work for its processing. However,
HIPAMS provides tools, such as advanced search, that reduce this extra burden.
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5. Conclusions and Future Work

We have introduced HIPAMS as an architecture to facilitate sharing and integration of
health information coming from different sources with a special focus in patients’
personal information. This leads to PDH (Personalized Digital Health).

Nevertheless, some specific aspects need further development, such as the idea of
dynamic consents, which is implicit in the model, by jointly using Consent and
Authorization services. Another example is the Provenance service, which is also very
relevant.

On the other hand, HIPAMS could be used for the development of the PDH
Framework to be standardized by ISO/TC 215/WG 11 “Personalized digital health”. We
are currently contributing to this work. With this purpose in mind, APIs should be
defined for the different modules and more use cases identified.

Finally, and going further in the issues raised in the Discussion section, the concept
of a federation of HIPAMS could be considered in order to support different medical
institutions, as it is not realistic to store all this information in only one platform. The
definition of standardized interfaces is key to achieve this objective. An advantage of
having such a federation is that the communication between equivalent modules could
be done through the same operations.
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