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Abstract. Bar-Coded Medication Administration systems (BCMA) are often used 

with workarounds. These workarounds are usually judged against standard 

operating procedures or the use of the technology as ‘designers’ intended’. However, 
some workarounds may be reasonable and justified to prevent safety errors. In this 

conceptual paper, we clarify BCMA safety mechanisms and provide a framework 

to identify workarounds with BCMA that nullify the error prevention mechanisms 
inherent in the technology design and process. We also highlight the importance of 

understanding the purpose behind a nurse’s workaround in BCMA, focusing on the 

notion of mindful (thoughtful) workarounds that have the potential to improve 
patient safety. 
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1. Introduction 

Bar-Coded Medication Administration systems (BCMA) are implemented in hospitals 

to reduce preventable medication errors and improve medication safety [1, 2]. Research 

suggests that for BCMA to contribute to safety, BCMA must be used as designers’ 

intended, without workarounds, as these may lead to medication administration errors [1, 

3, 4]. Nurses are the main users of BCMA and also considered the last line of defense in 

preventing medication errors reaching the patient.  

However, research in high-risk organizations has shown how safety is sometimes 

achieved by operators not using technology as designers intended [8]. In circumstances 

of danger unplanned for by designers, staff resourcefulness and deviations from 

protocols are mechanisms for resilience and contain potential harm. This contribution to 

safety should be considered when approaching the implementation of BCMA technology 

and assessing its impact. Some violations to BCMA procedures may be due to nurses’ 

‘good judgement’ [5] and enable safe care. It is therefore necessary to distinguish 

between workarounds of different quality – those that introduce risks to patient safety, 

those that do not introduce risks, and those that prevent or contain risks (also potentially 

created by the technology). An understanding of the mechanisms conducive to safety (or 

errors) may inform this distinction. 

In this conceptual paper, we wish to distinguish between workarounds with BCMA 

that nullify the technology’s safety mechanisms, and those that do not. We believe this 

would lead to a better understanding of the contribution of BCMA to medication safety. 
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2. Methods 

We sought to identify the mechanisms that may be conducive of safety in nurses’ 

administration of medications to hospital patients with BCMA [6, 7]. 

We analyzed conceptually the typical BCMA functionalities to verify that the right 

medication (including right dose, route, and time) is being administered to the right 

patient, by scanning barcodes of both the patient and the medications against an 

electronic record. With such a system, the patient is associated to a machine readable 

barcode, typically by wearing a wristband; the medication’s packaging (possibly in 

single dose) also bears a barcode that identifies the item. We analyzed and modelled the 

intended high-level workflow of such a BCMA (Figure 1) to identify the mechanisms of 

error prevention and underlying assumptions. We then hypothesized how workarounds 

in BCMA use could nullify (or not) each of the mechanisms we identified and how errors 

may then occur.   

 

 

Figure 1. Bar-Coded Medication Administration (BCMA) high-level workflow for error prevention 

3. Results 

3.1. Mechanisms of error prevention 

BCMA prevents medication errors by a three way match verification process involving 

four steps, performed at each administration, possibly in any order: 

I. Verification that the correct barcode is associated with the intended patient, e.g. 

by asking the patient to confirm their name and date of birth, and matching this 

information with patient details indicated on the wristband (right patient). 

II. Verification that the correct medication record has been selected, by scanning 

the patient barcode with the electronic medication system (right record). The 

system automatically opens the record, or alerts the nurse if a record cannot be 

found.  

III. Verification that the correct medication has been prepared for administration, 

as prescribed in the patient record, by scanning the medication barcode with the 

electronic medication system. The system alerts the nurse if the medication does 

not match what has been prescribed (right medication – item, dose, time, route).  

IV. The three verifications steps are performed for each patient and their 

medications separately, not in batches over multiple patients. Nurses will 

prepare, verify and give medications to each patient one at a time. The risk 
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otherwise is that the medications may be mixed-up between patients (right 
patient, right medication).   

In addition, only if all three verification steps have been completed before (and not 

after) administration of the medication for each single patient (not in batches), the system 

may prevent administration errors. It is also necessary that the nurse does not disregard 

any alerts generated in these verification steps [8]. However, for safety to be achieved, 

this set of mechanisms also assumes that the right medications have been prescribed to 

the patient, in the correct patient record; otherwise the wrong (unintended) medication 

may be administered to the (unintended) patient. 

3.2. Nullifying and not-nullifying workarounds 

We propose that workarounds that nullify BCMA’s error prevention mechanisms are 

those where only some, but not all, of the steps are completed. For example, when the 

nurse assumes that the barcode on the patient’s wristband is correct and does not 

complete step I in the process; when the nurse does not use the patient wristband to open 

the record (step II), and instead selects the record on screen; when the nurse scans the 

medications after (instead of before) giving it to the patient; when the nurse scans 

multiple patients, and/or medications intended for different patients at the same time 

(processing the task in batches – IV). It is also possible that the steps are completed but 

without paying attention to alerts [8] or to ‘what happened on the computer’ [9] at the 

time of scanning barcodes. 

Instead, not-nullifying workarounds are those where nurses adapt the use of BCMA 

to contextual aspects of the medication administration process, but still enable the nurse 

to complete all verification steps. For example, the patient wristband may not be 

physically on the patient, but the nurse still checks with the patient that the barcode on 

the wristband is correct (step I). These workarounds are not nullifying the error 

prevention mechanisms of the BCMA as intended by its design, and suggest that the 

nurse is ‘mindful’ (thoughtful) in their approach to the use of BCMA.  

3.3. When the underlying assumptions do not hold true – the wrong order 

A major risk introduced by the use of BCMA is the medication being given to an 

unintended patient when the order has been entered in the wrong patient record.  

If doctors have prescribed a medication in the wrong record, BCMA may not prevent 

administration, or alert the nurse of the error. This was noted in a study [10], where a 

nurse explained: ‘I know my patient and then an order will pop up, “Give Lopressor or 
give whatever to this patient” and I know that can’t be for my patient. Sometimes 
physicians inadvertently make a wrong order on a patient’ (p85).   

Instead, BCMA introduces the risk that nurses will rely on the technology and give 

to the patient what has been ordered without questioning it, as the technology ‘says so’ 

(non-mindful use of the BCMA). The main barrier to such errors is the nurse’s quality 

of attention, as well as their knowledge of the patients, highlighting again the importance 

of ‘mindful’ approaches to the use of BCMA. In the context of reliability and safety, 

mindfulness indicates a critical stance [11, 12], such as nurses’ asking questions of the 

technology and of the prescription.  

Different combinations of nullifying and not-nullifying workarounds, and their 

relationship to ‘mindful’ use of the BCMA are summarized in Table 1.  
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Table 1. Examples of safety mechanisms of barcoded medication administration (BCMA), the nullifying/not 

nullifying effects of workarounds in combination across the different mechanisms and nurses’ mindful 

(thoughtful) or non-mindful (over-reliance on technology) use of BCMA 

Effect of 
combination 

of 
workarounds 

Safety mechanisms 

Description Mindful use of 
BCMA I II III IV 

Not-nullifying Y Y Y Y Despite BCMA not used to the rule, 
nurses’ actions still enabled to confirm 

right patient, right record and right 

medication 

Mindful 

Nullifying Y N ? ?  Despite BCMA use, and confirmation 

of the right patient, there has been no 
check on whether the record is right 

for this patient, thus a risk the 

medications are not right 

Non-Mindful 

Nullifying N ? ? ? Despite BCMA use, and a match on 

the record, there has been no check on 

whether the patient barcode is right, 
thus a risk that record and medications 

are not right  

Non-Mindful 

Nullifying Y Y N ? Despite BCMA use, and confirmation 
of the right patient, and check that the 

record is right for this patient, there 

has been no check on whether the 
medications are right 

Non-Mindful 

Nullifying Y Y Y N Despite BCMA use, by processing 

medications across patients in batches 
there is a risk of medication mix-ups 

Non-Mindful 

No 

workarounds 

Y Y Y Y Compliance with BCMA intended use 

may not detect orders written in the 
wrong record (unless mindful use) 

Mindful/Non-

mindful 

Note: I = verifying patient with patient barcode; II = matching medication record with patient barcode;  
III = matching medication barcode with medication record; IV = verification one patient at a time, and with 

attention to alerts; Y/N = yes/no to performing each verification step; ? = either Y or N. The table does not 

include all possible alternatives; it does not intend to suggest a direct correspondence between (not-)nullifying 
workarounds and mindful attention; e.g. nullifying workarounds by nurses mindfully asking questions of the 

prescription are possible.  

4. Discussion and conclusion 

Workarounds are a difference between work as done and work as prescribed or imagined, 

explainable by a variety of sociotechnical factors (e.g. [13, 14]). In use of clinical systems, 

‘dangerous workarounds exist that should be reduced to improve safety’ [7]. In using 

BCMA to reduce medication errors, the question is which workarounds are dangerous 

and should be reduced, and which ones contribute to safety. To answer this question, we 

propose that workarounds may be ‘nullifying’ and ‘not nullifying’ BCMA safety 

mechanisms, and nurses’ attention with BCMA may be of mindful or mindless quality. 

Given that BCMA systems have been implemented across health care systems 

worldwide; having a more detailed and nuanced analysis of the types of workarounds 

used by nurses, including where they may actually be justified to enhance patient safety 

is crucial for our future understanding of technology development and usability.  

We believe that understanding BCMA technology’s safety mechanisms, may inform 

interventions to improve the safety of BCMA use. The set of mechanisms we have 

V. Lichtner and D. Dowding / Mindful Workarounds in Bar Code Medication Administration 743



identified can provide a framework for evaluating the adoption/use of BCMA. The 

framework may also be part of nurses’ training in the use of BCMA. It is essential that 

nurses understand how and why this technology may improve safety, including its 

limitations, as understanding why may encourage mindful attention in using BCMA, and 

prevent them engaging in nullifying workarounds. Future research may empirically 

investigate what are the most common types of workarounds for each mechanism, which 

ones are nullifying/not-nullifying, what are the contexts that may influence these 

workarounds, and propose interventions focused on nullifying workarounds.  

To conclude, we stress that in using BCMA, what is important is not necessarily 

compliance with designers’ intentions (i.e. absence of workarounds), but the ‘quality of 

workarounds’ and the quality of attention nurses pay to the activity and the technology. 

There is a real risk of nurses’ ‘reduced critical thinking and [reduced] situational 

awareness’ with BCMA [15]. The potential of nurses’ over-reliance on technology is one 

of the most difficult challenges to address in pursuing medication safety.  
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