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Abstract 

This paper investigates consistency of ISO/IEC-standards on 
quality and safety of telehealth services and mobile medical 
apps. 

Since mobile medical apps are ‘software as a medical device’, 
requirements for these apps are in software standards, in 
particular health software standards, as well as in medical 
device standards. 

These requirements were analyzed within an analysis model 
that has three domains: quality and safety management, core 
healthcare processes and resources. Telehealth services are 
healthcare processes and mobile medical apps are resources. 

There is good alignment of the standards that pertain to 
quality and safety management, the healthcare processes and 
medical devices. However, there is a lack of alignment, 
consistency and transparency of the ISO/IEC-standards on 
quality and safety of telehealth services and mobile medical 
apps.  

An international effort to address these issues is 
recommended. 
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Introduction 

The importance of telehealth services and mobile medical 

apps has become very clear in the Covid-19 pandemic. Tele-

health enables healthcare workers and patients to communi-

cate at a distance.  

For the quality and safety of telehealth services and mobile 

medical apps, there is a wide variety of international and na-

tional standards, both from standardization organizations and 

regulatory bodies. This paper focuses on use-related require-

ments. Information management, security and financial man-

agement are outside the scope of this paper. 

This paper focuses on ISO/IEC-standards, but we are aware of 

other international and national documents of high quality that 

addresses same issues. For instance: International Medical 

Device Forum of Regulators (IMDFR), regional regulations 

(European Union: Medical Device Regulation) and national 

regulations in Australia, USA (FDA). It is desirable that ex-

pertise and knowledge are combined in a future collaborative 

effort. 

While ISO/IEC-standards are widely accepted as authoritative, 

a thorough analysis in 2013 (ISO/TR 17791:2013) concluded 

that the ISO/IEC standards for enabling safety and health 

software lack a strong patient-safety focus and do not fully 

align with one another. 

The objective of this paper is to investigate whether this con-

clusion is still valid 8 years after that publication. This paper 

investigates the consistency of the main ISO/IEC-standards on 

quality and safety of telehealth services and mobile medical 

apps.  

Medical apps are also referred to as ‘Software as a medical 

device’. Accordingly, requirements for mobile medical apps 

are related to the fact that they are software, but also medical 

devices. So, the research questions are: 

1. which conceptual framework, that covers medical 

devices and software, is appropriate to review the 

significance of ISO/IEC standards on quality and 

safety of mobile medical apps 

2. which ISO/IEC standards on medical devices are 

relevant to mobile medical apps 

3. which ISO/IEC standards on software are relevant to 

mobile medical apps 

4. do the publicly available ISO/IEC-standards, that are 

relevant to telehealth services, constitute a consistent 

and transparent set of standards that is easy to use for 

the participants in telehealth services. 

Methods 

For the first research question a conceptual framework was 

constructed by adapting the domain model of ISO 13940:2015 

to the area of quality and safety management. Within this 

framework, a key-system of concepts was identified, based on 

an analysis of relevant ISO/IEC-standards. 

The second and third research question were investigated by 

literature search in ISO/IEC-standards. In the literature there is 

consensus on which standards are central, such as the generic 

standards for quality management systems (ISO 9001) and 

risk management (ISO 31000). Also, in the domains of 

healthcare processes, medical devices and health software, the 

ISO/IEC-standards are clear about which standards are central. 

The fourth research question was investigated in two steps. 

Firstly, key-concepts and interrelationships between standards 

were identified by using the ISO-standard on concepts of qual-

ity of care (ISO 13940) and analyzing the standards. Secondly, 

the selected ISO/IEC-standards were positioned in the 3 do-

mains of the conceptual model and interrelationships were 

evaluated. Based on the functional relationships, in the second 

step the strength of interrelationships between standards was 

assessed. Indications for a strong relation was reference to 
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another standard as a normative reference, as well as strong 

similarity in the structure of the standard. 

Results 

Concerning the three first-mentioned research questions, we 

adapted the conceptual framework that is provided by ISO 

13940, the ISO-standard on concepts to support continuity in 

healthcare, leading to 3 domains (Figure 1): 

1. quality and safety management 

2. clinical processes; a clinical process is a set of 

interrelated or interacting healthcare activities, which 

are performed for a subject of care with one or more 

health issues. 

3. resources. 
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Figure 1 Conceptual model of quality and safety of telehealth 
services and medical apps 

The upper domain (quality and safety) contains the two gener-

ic quality and management systems (ISO 9001 and ISO 

31000) that are basic to all quality and safety standards. 

In the healthcare domain, intended use and performance are 

primary. In this system, the term ‘use’ relates to the process of 

using the device while the term ‘performance’ means the re-

sult of using the device (definitions according to ISO 

9001:2015). 

In the healthcare and resources domain, Figure 1 shows: 

� the intended use and performance that the 

manufacturer defines in the design phase; based upon 

determined health needs, the manufacturer claims 

benefits of the device (ISO 13940:2015). For 

telehealth services, the wide variety of use cases is 

presented in ISO 13131:2021.  

� privacy protection; a contributing factor for privacy 

protection can be a system of role-based access 

control; such a system requires the definition and 

implementation of roles to describe mandates; the 

framework for establishing roles is provided by ISO 

21298:2017 

� safety of the medical device (ISO 14971:2019) 

� laboratory evidence that is obtained by testing 

(verification) in the laboratory setting; a prerequisite 

to the laboratory evidence is that the quality of 

manufacturing the device must be ensured by 

appropriate documentation (ISO 13485:2016) 

� clinical evidence that results from the pre-market 

clinical investigation to validate the usability and 

performance of the device (ISO 14155:2020) 

� post-market surveillance (ISO 20416:2020). 

The quality of telehealth services depends on the quality and 

safety of employed apps, such as mobile medical apps. 

 To answer the 4th research question, Figure 2 shows the inter-

relationships between the standards. 
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Figure 2 Interrelationships between the standards 

Explanation of Figure 2 

The solid lines/arrows represent a strong relation while the 

dashed lines/arrows represent a weaker relation.  

The inter-relationship of ISO/TR 20416 with ISO 13485 and 

ISO 14971 standards is explained in ISO/TR 20416:2020, as 

follows. The double arrows mean that ISO 13485 sets re-

quirements for ISO/TR 20416 and that inversely, ISO/TR 

20416 provides the deliverables for ISO 13485. The same 

relations exist between ISO/TR 20416 and ISO 1971. 

The alignment and consistency of standards is illustrated by 

the quality characteristics. Quality characteristics describe 

properties that correspond to basic and ethical values. Exam-

ples of basic and ethical values are good health, safety and 

inclusiveness. Also, effectiveness of a medical device (in the 

sense of benefiting the health state of a patient) is a value.  

According to ISO 13940, the upper domain (quality and risk 

management) contains basic and ethical values.  

For good governance, requirements should be the (direct or 

indirect) expression of basic and ethical values. 

In ISO 13131:2021 (quality planning for telehealth services) 

basic and ethical values are fundamental to the applied quality 

characteristics (such as patient safety). ISO 13131 translates 

these quality characteristics into quality objectives (e.g. im-

proved care recipient safety) and quality procedures(e.g. iden-

tify care recipients at an increased risk of harm). A quality 

procedure includes who should be responsible for implement-
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ing, monitoring and reviewing the quality plan. In scheme: 

basic and ethical values � quality characteristics � quality 

objectives � quality procedures. This scheme has been sys-

tematically applied in ISO 13131:2021 for the various do-

mains in the High Level Structure (ISO 9001:2015), leading to 

a consistent and transparent set of requirements for telehealth 

services. 

The standards that relate to the software, are further described 

in Figure 3. 

Other health useMedical device use

For specific
hardware

For general
computing 
platform

Medical purpose
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"Embedded"

Mobile app
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Software as part 
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Software-only 
medical device

(mobile medical app)

Software as part 
of health specific 

hardware

Software-only 
product for other 

health use

 

Figure 3 Health software application domains and IEC 62304 
and IEC 82304 

Figure 3 (adopted from IEC 82304) shows that software with a 

medical purpose is in the application domain of IEC 62304. 

Mobile health software is governed by IEC 82304-1. Mobile 

medical apps fall in the application domains of both standards. 

Accordingly, for mobile medical apps the requirements are 

provided by both IEC 62304 and IEC 82304-1. 

These health software standards provide requirements with 

regard to product safety and quality of the manufacturing pro-

cess. 

The health software standards and product safety 

For assessing product safety, the validation phase in the de-

velopment of software and/or medical devices is crucial. In the 

validation phase the product is compared to the product and 

patient safety requirements. ISO 14971 contains generic safety 

requirements for medical devices. 

However, validation is outside the scope of ISO 62304 . And 

ISO 82304-1 states that it does not require a formal and full 

risk management as, for example, per ISO 14971 (ISO 82304-

1,4.1, Note 1). 

Conclusion: in the health software standards (IC 62304, IEC 

82304-1), the safety requirements are less strict than the safety 

requirements in ISO 14971. 

The health software standards and the quality of the 
manufacturer’s processes 

The processes by which the manufacturer design and develop 

a mobile device, are governed by ISO 13485. That standard 

prescribes the manufacturer’s quality management system. 

Since a medical app is, by definition, a medical device (ISO 

13485), ISO 13485 also applies to these apps. 

However, ISO 62304 states concerning ‘quality management 

system’ that the ability to consistently meet customer require-

ments and applicable regulatory requirements can also be 

demonstrated by the use of a quality management system that 

complies with a national quality management system standard 

or a quality management system that is required for national 

regulation. This phrase seems to suggest that compliance with 

ISO 13485 is not necessary for the manufacturer’s quality 

management system. 

Discussion 

It was found that the safety requirements in the health soft-

ware standards (IC 62304, IEC 82304-1) are less strict than 

the safety requirements in ISO 14971. 

As a consequence, for mobile medical apps the safety re-

quirements from the health software standards (ISO 62304 and 

ISO 82304-1) lead to less guarantees for patient safety, com-

pared to the medical device standards. It can be anticipated 

that hazards, that are systematically described in ISO 14971, 

will be overlooked or not appropriately managed, when such a 

laxity of method is allowed.  

It has also been found that ISO 62304 suggests that compli-

ance with ISO 13485 is not necessary for the manufacturer’s 

quality management system because an alternative to compli-

ance with ISO 13485 is compliance with a national quality 

management system standard or the quality management sys-

tem required for national regulation. So, ISO 62304 allows a 

manufacturer to use another standard, irrespective of whether 

it ensures the same level of quality and safety as ISO 13485. 

In sum, the health software standards ISO 62304 and ISO 

82304-1 lead to less guarantees for safety, compared to the 

medical device standards. 

This is a concern because software has been found to be a ma-

jor source of incidents in healthcare and for that reason, soft-

ware had been included in the definition of medical device. 

Conclusions 

ISO/TR 17791:2013 concluded that the ISO/IEC-standards for 

enabling safety and health software lack strong patient-safety 

focus and do not fully align with one another. Our findings 

indicate that the relevant ISO/IEC-standards on health soft-

ware do not fully align with the medical device standards. The 

medical device standards are well aligned and offer a con-

sistent whole of standards, but they have not been systemati-

cally translated to the subset of medical apps. 

The challenge is to develop a guidance, possibly in the form of 

one or more standards, to combine the strengths of the differ-

ent groups of standards and to overcome the issues that arise 

from insufficient alignment. 

Considering the scope and complexity of these issues, an in-

ternational collaboration is recommended that could include 

members from international organizations (such as ISO, IEC, 

IMIA, IMDFR), national regulatory bodies and organizations 

and persons with specific expertise. 
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