
Improving Emergency Medical Services 

Information Exchange: Methods for 

Automating Entity Resolution 

Robert W. TURERa,b,1, Graham C. SMITHc, Faroukh MEHKRI DOa, Andrew CHOU a, 

Ray FOWLERa, Ahamed H. IDRISa, Christoph U. LEHMANNb,d, and Samuel A. 

MCDONALDa,b 

 

aUniversity of Texas Southwestern Medical Center, Department of Emergency 

Medicine. Dallas, TX, USA. 
bUniversity of Texas Southwestern Medical Center, Clinical Informatics Center. 

Dallas, TX, USA. 
cUniversity of Michigan Medical School, Department of Emergency Medicine. Ann 

Arbor, MI, USA. 
dUniversity of Texas Southwestern Medical Center, Department of Pediatrics. Dallas, 

TX, USA. 

Abstract. The 21st century has seen an enormous growth in emergency medical 
services (EMS) information technology systems, with corresponding accumulation 
of large volumes of data. Despite this growth, integration efforts between EMS-
based systems and electronic health records, and public-sector databases have been 
limited due to inconsistent data structure, data missingness, and policy and 
regulatory obstacles. Efforts to integrate EMS systems have benefited from the 
evolving science of entity resolution and record linkage. In this chapter, we present 
the history and fundamentals of record linkage techniques, an overview of past uses 
of this technology in EMS, and a look into the future of record linkage techniques 
for integrating EMS data systems including the use of machine learning-based 
techniques. 
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1. Introduction 

High-quality prehospital care relies on the ability to quickly and accurately retrieve and 

document data into a patient’s medical record. Emergency medical services (EMS) often 

interface with multiple hospital systems and individual EMS agencies. The challenge of 

obtaining and synthesizing multiple sources of medical information for patients is 

heightened by the unpredictable, emergent nature of EMS care. These challenges are 

exacerbated further by the need to utilize accurate, standardized, and complete data in 
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broader systems-of-care. Overcoming these obstacles requires rigorous entity resolution 

methods. 

During pre-hospital care, patients and their data first encounter EMS clinical 

information systems, which record and document the patient’s history, condition, vital 

signs, presumptive diagnoses, treatments received, and their disposition. Subsequently, 

downstream clinical systems involved in real-time clinical care, quality assurance, public 

health, disaster planning and response, and/or research perform better when EMS clinical 

systems communicate with electronic health records (EHRs), clinical registries, and 

public databases. Bidirectional data exchange allows downstream systems to be primed 

with important patient information, improving accuracy and reducing duplicate therapies 

and documentation, and can provide valuable outcome data to EMS information systems. 

However, to date, information exchange of health information technology systems with 

EMS systems remains woefully underutilized.  

Patient handoffs between EMS and emergency department (ED) teams stand to 

benefit from better interoperability between EMS and hospital-based information 

systems [1]. In an ideal environment, EMS information systems would be prospectively 

interoperable with one another and with hospital systems. This would include end-to-end 

integration of emergency-call management, computer-aided dispatch systems, EMS 

patient care records, and hospital charting to facilitate improved real-time handoff of 

information as proposed by Schooley and Hikmet in Santa Clara County, California [2] 

or as proposed by Park et al. after a formal needs assessment [3]. The ability to uniquely 

identify a patient is a requisite first step in this process which utilizes record linkage 

methods, defined by Shah et al. as “the ability to compare and match data records from 

multiple sources in order to determine which sets of records belong to the same person, 

object or event” [4].  However, given the chaotic nature of pre-hospital care and the 

challenges of achieving agreement across systems and organizations, data in EMS 

systems and other relevant data repositories suffer from missingness, inaccuracy, and 

inconsistency in representation, thus creating challenges in record linkage. 

An exponentially increasing number of publications on record linkage since the 

early 2000s demonstrates the importance of the field [5]. In this chapter, we introduce 

fundamental concepts in record linkage, provide examples of record linkage involving 

EMS systems, and summarize the current and future state of the field. We do not explore 

EMS integration with health information exchanges. The current state of EMS health 

information exchange was recently reviewed by Martin et al [6] and current barriers to 

implementation were articulated by the National EMS Management Association [7]. We 

similarly do not discuss hardware, network, or EMS vehicle related architectural 

concerns. These challenges were well summarized by Landman and colleagues [8]. 

2. Fundamental Concepts in Record Linkage 

The literature describing probabilistic algorithm development for linking records with 

imperfect identifiers or keys dates back to the 1950s [4]. Shah and colleagues provided 

an excellent review of the basics of record linkage techniques [4]. There are three 

overarching classes of techniques used in record linkage systems: deterministic 

(direct/exact), probabilistic record linkage, and machine learning (ML)-based linkage.  

Because of its accuracy, deterministic or rules-based link linkage is the preferred 

method when uniquely identifying information is uniformly available, which 

unfortunately is rarely the case in real-world EMS systems. Deterministic record linkage 
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traditionally requires an exact match for each linked data element. Various methods 

attempt to improve matching performance by normalizing data elements based on 

spelling variances or common data entry errors, but these methods ultimately return a 

dichotomous outcome (matched or not matched) [9]. Most commercial and open-source 

database applications can perform deterministic linkages between data sets. Semi-

deterministic approaches include the use of truth-tables, which create unique identifiers 

from several variables (name, date of birth, address, etc.) when a truly unique key is 

unavailable. A “master patient identifier” has been proposed both in the US and the 

European Union, though has not been universally implemented. Denmark’s efforts to 

unify its EMS systems with other medical systems using a civil registration number 

provide a representative example of what is possible using deterministic linkage when 

political and administrative will and privacy concerns align to make such a process 

feasible [10]. 

Probabilistic record linkage was introduced by Newcombe et al. in 1959 [11]. In 

their work, which linked birth and marriage records to explore connections between 

family fertility and the presence or absence of genetically inherited diseases, the authors 

used an array of error handling methods to account for spelling mistakes. To prepare for 

linkage, they included phonetic encoding of surnames and the inclusion of maternal and 

paternal surnames, provinces or countries of birth, and first initials, which were available 

on all births and most marriage records. Probabilities of appropriate record matching 

were then calculated using probabilities of matching in a target population either via 

previously published statistics or based on the characteristics of the population itself. The 

probabilities by different predictors were then logged and combined to generate the odds 

of a match. Fellegi and Sunter built on this work in 1969 to establish the mathematical 

theory behind modern probabilistic record linkage, which remains foundational in the 

field [12]. Their paper first established that an empiric approach using likelihood ratios 

was in accordance with classical inferential hypothesis testing. Later work showed that 

this technique could be derived using Bayes theorem [13]. For these techniques and those 

that followed, probabilistic linkage techniques required manual calibration of parameters, 

match thresholds, and linkage weights. These techniques typically require human 

adjudication when the probabilistic linkage system fails to classify with adequate 

confidence.  

Several studies have compared deterministic and probabilistic approaches. 

Gomatam et al. explicitly compared deterministic and probabilistic approaches in linking 

records between a Florida intensive care registry with educational records from the 

Florida Department of Education database, using social security numbers (present in both 

databases) as the gold standard [14]. Specifically, they compared a stepwise 

deterministic method with the AUTOMATCH algorithm previously described by Jaro 

[15] and determined that the probabilistic method had a far greater match rate and 

sensitivity at the expense of a slightly lower positive predictive value, since deterministic 

methods are less susceptible to false positives given their more exact nature. Jamieson 

and colleagues compared a deterministic strategy, a probabilistic strategy, and a mixed 

strategy for linking Public Health Nursing Services with income assistance and found 

the mixed approach most effective with specificity of 0.98 and sensitivity of 0.94 [16]. 

Roos et al. linked 96.6% of records between Manitoba hospital encounters and physician 

claims using a staged approach with a deterministic stage followed by multiple 

probabilistic stages on several identifiers [17]. Many open source and commercially 

available software packages implement these record linkage techniques for commonly 

used statistical and analytics packages [4,18]. 
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The third category of record linkage systems uses machine learning. The parallels 

between the Fellegri-Sunder probabilistic approach and ML-based classifiers such as 

naïve Bayes alongside the increasing availability of adequate computing power for 

handling large data sets have contributed to a rapid expansion of these alternate 

techniques for record linkage [5]. Supervised classification approaches, including 

decision trees, support vector machines, ensemble methods (e.g. random forests), or 

conditional random fields; and unsupervised methods, including k-means clustering, 

have been applied [4,5]. The literature is still emerging on the optimal approach for 

healthcare-based record linkage systems using machine learning [19]. 

Machine learning based approaches, which historically were only available to expert 

statisticians and data scientists, are becoming more approachable with the use of freely 

available packages such as RecordLinkage, an open source R package, which allows 

users to choose between traditional Fellegri-Sunder typed probabilistic, supervised ML-

based, and unsupervised ML-based approaches [20]. Future techniques seeking to handle 

language translation, sound or video-based information, visual representations, and 

multiple-dimensional surfaces might also prove useful someday to projects integrating 

audio or video footage from EMS providers or surveillance cameras. 

In practical use, many projects combine manual, deterministic, and probabilistic 

approaches, especially in stratified probabilistic approaches, where a deterministic match 

facilitates stratification or blocking to split a large population into smaller subgroups for 

probabilistic assessment [13]. Often, non-technical practical challenges represent the 

greatest barriers to successful record linkage, including the need for extensive data 

cleaning and standardization, imputation for data missingness, and ethical/privacy 

concerns [5]. 

2.1. Examples of Record Linkage Projects Involving EMS Information Systems 

One of the earliest examples linking EMS data to hospital outcomes using modern 

probabilistic methods was presented by Dean et al., who used probabilistic linking 

methods in Utah between EMS and hospital discharge records [21]. Since, there have 

been a wide array of specific uses of record linkage involving EMS data that we will 

discuss here. 

2.1.1. Cardiac Arrest and Acute Coronary Syndrome 

An early applied example of probabilistic record linkage techniques for EMS usage was 

conducted by investigators in Toronto, who were able to compare rates and survival 

outcomes of cardiac arrest survivors from different area hospitals by linking three 

databases: the Metro Toronto Ambulance database, the Canadian Institute of Health 

database, and the provincial Vital Statistics Information System database [22]. Their 

manuscript provides an excellent account of how to handle many of the data cleaning 

tasks that arise during record linkage. Another team working with the California EMS 

Information Systems database attempted to link EMS data to California’s Office of 

Statewide Health Planning and Development Inpatient and Emergency Outcomes 

database using probabilistic linkage. This attempt demonstrated the challenges with very 

high degrees of missingness often found in EMS data sets [23]. A United Kingdom-based 

study used deterministic record linkages between EMS, ED, intensive care, and 

administrative data sets to evaluate the feasibility of registry-based follow-up on cardiac 
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arrest patients, who had been cluster randomized to receive mechanical assisted chest 

compressions vs. usual therapy [24]. 

In North Carolina, deterministic matching was used to link a Pre-Hospital Medical 

Information System with the Acute Coronary Treatment and Intervention Outcomes 

Network Registry. The goal was to assess if hospitals participating in the Regional 

Approach to Cardiovascular Emergencies (RACE) quality improvement program 

achieved an adequate performance in guideline suggested timeliness for percutaneous 

coronary intervention [25]. 

A mixed probabilistic and deterministic record linkage study in New Jersey 

facilitated the joining of patient-level EMS data, hospital utilization, and death 

information to evaluate outcomes between centers adopting therapeutic hypothermia and 

those who did not using a wide array of process and clinical outcomes [26]. 

2.1.2. Trauma and Traffic Safety 

Cook et al. in 2000 probabilistically linked Utah hospital discharge databases with Utah 

Department of Transportation data on reportable motor vehicle crashes to facilitate a 

logistic regression analysis comparing outcomes by age adjusted for alcohol or drug 

involvement and features related to the crash itself, yielding valuable insight into 

accident patterns and predictors of morbidity and mortality [27]. Subsequently, the same 

team, working with the US National Highway Traffic Safety Administration (NHTSA) 

between 1993 and 2013, created the Crash Outcomes Data Evaluation System (CODES), 

which linked crash, vehicle, and behavior characteristics to medical and financial 

outcomes by collaborating with States to develop data linkage programs, with systems 

becoming autonomous in 2013 [28]. This system used an augmented probabilistic 

approach that included multiple imputation steps for missing data with a Markov Chain 

Monte Carlo step to ensure sample independence [29]. Ultimately, they used this system 

with data from 11 States to evaluate medical outcomes based on motor vehicle collision 

circumstances, including the impact of age on clinical outcomes, the impact of safety 

restraints on children, the impact of helmets on motorcycle head injuries, and the impact 

of differences in driver’s education program rating on teen injuries. This project also 

yielded new techniques for generating test data for assessing record linkage algorithms 

and for Bayesian record linkage approaches for multiple imputation of missing links 

[30,31]. 

A Massachusetts team used rule-based deterministic linking to match the 

Massachusetts Crash Data System (CDS) and Massachusetts Ambulance Trip Record 

Information System (MATRIS), facilitating evaluation of the relationships between 

crash characteristics and injury patterns [32].  

Bianchi Santiago et al. compared deterministic to probabilistic matching algorithms 

when working to link the Puerto Rican CRASH database to data from a state-run personal 

injury insurance company [33]. They found a 20% improvement using probabilistic 

matching and used the linked records to develop a crash-cost estimation model for traffic-

related personal injuries. 

A study in Alabama, USA, demonstrated that deterministic linkage can facilitate the 

comparison of Glasgow coma scale (GCS) scores between EMS and trauma center 

clinicians [34]. Differences between EMS and hospital staff assigned GCS scores were 

seen in the patient population with moderate to severe head injury, suggesting some 

improvement in the patient's condition during transport. 
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Newgard combined deterministic matching of a unique identifier with probabilistic 

matching of secondary data to link a community EMS service database with a state 

trauma registry with high accuracy [35]. He concluded that matching ambulance records 

to a trauma registry without the use of patient identifiers is possible using probabilistic 

linkage. However, sensitivity of identifying true matches depends on the number and 

type of common variables (e.g., age, gender, race, county, hospital, date, rural setting, 

call and arrival times, mechanism, penetrating injury, vital signs, intubation, and 

intoxication) included in the analysis. Subsequently his team expanded these efforts to 

include multiple imputation, ultimately generalizing the process across 11 trauma 

registries and 94 EMS agency databases [36]. 

2.1.3. Mental Health and Substance Abuse 

A team in Melbourne, Australia used deterministic linking techniques to match records 

from the Melbourne Metropolitan Ambulance Service with National Death Index data, 

yielding actionable knowledge about the association between non-fatal opioid overdoses 

attended by EMS teams and subsequent fatal overdose, providing an opportunity for 

outreach and prevention [37]. More recently, an iterative deterministic approach with 

substantial clerical review facilitated improved linkage of EMS runs with emergency 

department data in patients receiving naloxone for presumed opioid overdose over prior 

efforts, facilitating outcome studies [38]. 

In Scotland, researchers used the National Health Service Information Systems 

Division Unscheduled Care Data Mart, which is created via a mixed probabilistic and 

deterministic approach to integrate Scottish EMS data, EDs, inpatient and psychiatric 

admission data, and death records – providing insight into the frequency of patient 

medical contact prior to a self-harm event or a suicide attempt [39]. 

2.1.4. Stroke Care 

A team striving to build a better registry for evaluating stroke care quality compared 

deterministic and probabilistic matching when linking Michigan’s EMS Information 

System with the Michigan Coverdell Acute Stroke Registry – matching 46% of records 

using deterministic matches and 68% using probabilistic matches [40]. Another effort in 

North Carolina using deterministic linkage to match the North Carolina Emergency 

Medical Services Data System to the North Carolina Stroke Care Collaborative database 

yielded a 63% potential match rate with a positive predictive value of 89% [41].  

2.1.5. EMS Protocol Safety and Quality Improvement 

A Western Australian team used probabilistic matching techniques with multiple passes 

followed by clerical review of doubtful matches to match EMS data to hospital morbidity, 

emergency department, and death register data to facilitate a safety evaluation of patients 

receiving methoxyflurane in the pre-hospital setting [42,43].  

The University of Rochester linked EMS dispatch data to hospital records using 

probabilistic matching, which revealed a small subset of dispatch codes that were highly 

associated with admission or mortality, facilitating better allocation of resources using 

dispatch codes [44]. 
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2.1.6. Disease Severity Prediction 

In King County, Washington, probabilistic linkage techniques were used to match EMS 

records to the Washington State Comprehensive Hospital Abstract Reporting System 

(CHARS), facilitating the derivation of a generalized non-traumatic, non-cardiac arrest 

disease severity prediction score for deployment by EMS services [45]. A similar illness 

severity score for the elderly was derived for seven counties in Oregon, Washington, 

Colorado, California, and Utah using EMS records probabilistically linked to hospital 

records [46]. 

2.1.7. Integrated Systems 

An Oregon team successfully linked all EMS agencies in the state to state hospitalization 

and motor vehicle collision registry data using probabilistic matching, which required an 

immense effort to normalize and link data from 14 distinct electronic patient care record 

(ePCR) systems [47]. The same team worked in Oregon and Washington States to link 

nine databases, including EMS ePCR systems, state trauma registries, discharge 

registries, vital statistics registries, a Medicare claims database, and the Oregon 

Physician Order for Life-Sustaining Treatment registry [48]. They used probabilistic 

linkage and multiple imputation to match these data and handle missingness, which 

allowed for one year follow-up of this large cohort. 

2.1.8. Machine Learning for Record Linkage in EMS 

Several studies have demonstrated the feasibility of various supervised and unsupervised 

algorithms for record linking with EMS systems. A team from Beth Israel Deaconess in 

Boston used logistic regression with 5-fold cross-validation and L2 regularization to link 

Boston’s EMS ePCR with their hospital’s electronic health record (EHR) [49]. The 

coming years will likely reveal expansion in the use of these techniques in novel ways. 

2.2. Future Steps 

The prior sections demonstrate the myriad record linkage techniques investigators have 

harnessed to solve a multitude of problems and develop novel knowledge only possible 

by “marrying” various data sets with EMS data. The biggest challenges with current 

techniques are the extensive data cleaning and validation efforts required to facilitate 

entity resolution. As a result, real-time record linkage to date has required pre-defined 

unique fields that can be deterministically linked (as are used in most health information 

exchanges). Advances in matching techniques, especially unsupervised classifiers that 

can be iteratively updated with new data, may reduce the need for data cleaning and 

supervised turning. However, there remain privacy, information standard, and cultural 

barriers that make this process challenging. The United States National EMS Information 

System (NEMSIS) – one of the many projects of the NHTSA (National Highway Traffic 

Safety Administration) – was designed as “a standardized system for electronic 

documentation and sharing of EMS data [that] allows local agencies to measure 

performance and support more effective quality improvement programs. Standardized 

national data have also facilitated a growth in EMS research, which is essential to 

ensuring EMS continues to provide the best care to patients across the country” [50]. The 

development of NEMSIS has provided a road map for the design of ePCR software that 

specifically accounts for the challenges in data collection during pre-hospital care while 
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integrating nationally and internationally scalable EMS data standards. Many hoped that 

NEMSIS would facilitate tight integration between EMS and hospital systems. While 

integration efforts continue, most EMS ePCR systems remain uncoordinated with 

hospital systems, resulting in data silos that will require joining via the use of record 

linkage techniques for the foreseeable future. 

Ample opportunity awaits to optimize the care and outcomes of patients managed in 

the pre-hospital arena with improved entity resolution. Incentives must arise to compel 

system designers to link data, in the interest of assuring quality of care while providing 

valuable sources of data to public health professions. We want to leave you here with a 

scenario that demonstrates the potential for the future – a patient with heart failure is 

managed by a small community health care system and occasionally receives specialty 

care at an academic medical center. The community paramedics are dispatched to a post-

discharge follow-up visit entailing history taking, physical examination, 12-lead 

electrocardiography, vital sign and weight checks, and a medication reconciliation. 

While on scene, the paramedics seamlessly connect with both the local community health 

system and the academic medical center to review the recent clinical course. They 

document their findings so that the patient’s on-campus providers can review the visit. 

The patient’s medications are adjusted in real-time, keeping the patient safely at home. 
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