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Abstract. The internet has become an important resource for health information and
for interactions with healthcare providers. However, information of all types can go
through many servers and networks before reaching its intended destination and any
of these has the potential to intercept or even manipulate the exchanged information
if data’s transfer is not adequately protected. As trust is a fundamental concept in
healthcare relationships, it is crucial to offer a secure medical website to maintain
the same level of trust as provided in a face-to-face meeting. This study provides a
first analysis of the SSL/TLS security of and the security headers used within the
health-related web limited to web pages in German, the German health web (GHW).
Methods: festssl.sh and TLS-Scanner were used to analyze the URLs of the 1,000
top-ranked health-related web sites (according to PageRank) for each of the country-
code top level domains: “.de”, “.at” and “.ch”. Results: Our study revealed that most
websites in the GHW are potentially vulnerable to common SSL/TLS security
vulnerabilities, offer deprecated SSL/TLS protocol versions and mostly do not
implement HTTP security headers at all. Conclusions: These findings question the
concept of trust within the GHW. Website owners should reconsider the use of
outdated SSL/TLS protocol versions for compatibility reasons. Additionally, HTTP
security headers should be implemented more consequently to provide additional
security aspects. In future work, the authors intend to repeat this study and to
incorporate a website’s category, i.e. governmental or public health, to get a more
detailed view of the GHW’s security.
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1. Introduction

The internet has become an important resource for health information and for interactions
with healthcare providers [1,2]. However, information of all types can go through many
servers and networks before reaching its intended target destination. Along the
communication path, attackers may eavesdrop, intercept or even manipulate the
exchanged information if data’s transfer is not adequately protected as the Snowden
revelations showed [3]. As trust is a fundamental concept in healthcare relationships [1],
it is crucial to offer a secure medical website to maintain the same level of trust as
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provided in a face-to-face meeting. Therefore, Transport Layer Security (TLS) [4] is used
to protect the confidentiality, integrity, and authenticity of the data transferred’. Duly
deployed and accompanied with the usage of HTTP security headers [5], an adequate
level of security may be achieved. While large-scale analyses of SSL/TLS deployments
have already been made [6,7], to the best of the authors’ knowledge, no study has been
published about the security of the health-related web. We provide a first analysis of the
SSL/TLS security of and the security headers used within the health-related web limited
to web pages in German, the German health web (GHW) [8].

2. Methods and Material

Automated open-source security scanners, such as testssl.sh [9] or TLS-Scanner [10], are
used by security researchers, penetration testers or administrators to perform a deep
analysis of a given web server’s configuration. These tools also allow for a subsequent
analysis of SSL/TLS configuration and provided HTTP security headers. In addition,
they are capable to detect common SSL/TLS vulnerabilities such as Luckyl3 [11],
Sweet32 [12] or Breach [13].
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Figure 1. Workflow and architecture of the analysis software: URLs are provided via a TXT file. The nis a
user-defined input parameter and specifies the amount of processing threads used for the 7LS-Scanner analysis.
Black lines indicate the data flow related to unprocessed URLs; Blue lines indicate the result data flow.

In this study, we relied on testssl.sh (v3.0) and TLS-Scanner (v4.0.0) to mitigate a
potential bias towards a certain scanner. These tools are used from a command line and
perform a scan for only one URL at the time. Even in case they support bulk processing
(testssl.sh), the resulting reports are difficult to interpret. For this reason, we decided to
implement a software component written in Java, which is capable of processing and
analyzing the information received from a scanner and to give a TLS/SSL security
estimation of a given website. Based on the chosen scanner, the workflow differs in the
early stages: In case of festssl.sh, the scanning is conducted in bulk processing mode and

3 Secure Socket Layer (SSL) is the predecessor of TLS. Today, all SSL protocol versions are inherently
insecure and must not be used.
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is run independently. In contrast, TLS-Scanner does not offer out-of-the-box bulk
processing.

For this reason, we added a component, which executes TLS-Scanner for multiple
URLs in parallel. The results for each URL are then collected and analyzed by our
software. For further analyses the results of both scanners are stored in a PostgreSQL
(v10.6) database. Figure 1 depicts the system’s workflow for the scanning and analysis
process. For this study, we obtained the URLSs of the 1,000 top-ranked health-related web
sites (according to PageRank) for each of the country-code top level domains: “.de”, “.at”
and “.ch” from a crawl of the GHW conducted in 2020 [6]. The PageRank was computed
on the graph representation of the GHW. The methodology used to obtain the GHW
graph is described in detail in [6].

3. Results

The scans for all 3,000 URLs (n=1,000 per ccTLD) were run from December 17, 2020
to December 30, 2020 on a Ubuntu 20.04 LTS 64-bit virtual machine hosted in the
university’s datacenter. The testss/.sh scan took 13 hours and 40 minutes while 7LS-
Scanner took 7 days, 17 hours and 39 minutes to complete. In total, both scans contain
231 features per URL, ie certificates, signature algorithms, cipher suites and common
security mechanisms, and extensions such as perfect forward secrecy, certificate
transparency or DNS Certification Authority Authorization (CAA).

3.1. SSL/TLS configuration

Tables 1 depicts the distribution of offered SSL/TLS protocol versions. One web server
usually supports several protocol versions for compatibility reasons. Interestingly, some
websites offer deprecated protocol versions: SSLv2, SSLv3, TLS1.0, TLS1.1 [14,15].

Table 1. SSL/TLS protocol versions offered by the web servers for each ccTLD. * Unknown: URLs, which
were (a) not reachable, (b) did offer SSL/TLS only after a temporary or permanent redirect to another domain,
or (c¢) the scanners couldn’t test SSL/TLS protocols for unknown reasons.

testssl.sh (%) TLS-Scanner (%)
:’crz:;)]zol de at ch de at ch
No 31 63 34 17 49 22
SSL/TLS 3.1) (6.3) 3.4) (1.7) 4.9) 2.2)
0 0 0 1 0 0
SSLv2 (0.0) (0.0) (0.0) (0.1) (0.0) (0.0)
4 8 4 6 9 3
SSLv3 0.4) (0.8) 0.4) (0.6) (0.9) (0.3)
TLS 1.0 338 385 325 345 362 328
(33.8) (38.5) (32.5) (34.5) (36.2) (32.8)
TLS 1.1 354 429 345 357 401 350
(35.4) (42.9) (34.5) (35.7) (40.1) (35)
TLS 1.2 954 913 936 960 888 955
(95.4) (91.3) (93.6) (96) (88.8) (95.5)
TLS 1.3 433 441 534 443 443 549
(43.3) (44.1) (53.4) (44.3) (44.3) (54.9)
Unknown® 15 23 30 16 46 23

1.5 23) 3 (1,6) (4.6) 23)
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3.2. HTTP Security Headers

Table 2 depicts the distribution of important and well-known HTTP security headers,
which were not used on a given website. Although, implementing these headers is
typically a trivial and well-proven task.

Table 2. Results of the HTTP security headers analysis: An entry means, that the given security header is not
set for the given web site. * Unknown: URLs, which were (a) not reachable (b) did not offer SSL/TLS, (c) did
offer SSL/TLS only after a temporary or permanent redirect to another domain, or (d) the scanners couldn’t
extract any security header at all.

testssl.sh (%) TLS-Scanner (%)
¢cTLD Security de at ch de at ch
Header
X-Frame-Options 716 740 795 758 740 822
(71.6) (74) (79.5) (75.8) 74 (82.2)
. 770 786 807 823 793 843
X-XSS-Protection a7 (78.6) (80.7) (82.3) (79.3) (84.3)
X-Content-Type- 639 710 750 667 705 776
Options (63.9) (71) (75) (66.7) (70.5) (77.6)
Referrer Policy 868 848 388 900 845 916
(86.8) (84.8) (88.8) (90) (84.5) (91.6)
Strict-Transport- 692 675 711 718 698 742
Security (69.2) (67.5) (71.1) (71.8) (69.8) (74.2)
Content-Security- 922 822 874 879 846 925
Policy 92.2) (82.2) (87.4) (87.9) (84.6) (92.5)
Unknown® 47 84 65 33 95 45
(4.7) (8.4) (6.5) (3.3) 9.5) (4.5)

3.3. Vulnerabilities

In addition, each URL was automatically tested for known SSL/TLS vulnerabilities.
Please note, that both scanners test slightly different and thus, the vulnerabilities tested
differ between both scanners. According to festssl.sh, the following potential
vulnerabilities were found in the given data set: Luckyl3 (ns=837 (83.7%); n=791
(79.1%); nw=778 (77.8%)), Breach (ng=671 (67.1%); na=577 (57.7%); nx=543
(54.3%)), Beast (na=337 (33.7%); n.=385 (38.5%); ns=323 (32.3%)), Sweet32
(nge=152 (15.2%); n,=172 (17.2%); n=181 (18.1%)). TLS-Scanner revealed the
following potential vulnerabilities in the given data set: Breach (nge= 668 (66.8%); ny=
550 (55%); ne= 559 (55.9%)), Robot (nge= 85 (8.5%); ny= 102 (10.2%); ns= 176
(17.6%)).

Overall, 2,406/3,000 (80.2%) websites are potentially vulnerable to Luckyl3.
According to festssl.sh, 1,791/3,000 (59.7%) websites (TLS-Scanner: 1,777/3,000
(59.23%)) are potentially vulnerable to the Breach attack. In addition, 1,045/3,000
(34.83%) websites are potentially vulnerable to Beast, 505/3,000 (16.83%) to Sweet32,
and 362/3,000 (12.1%) to Robot.
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4. Discussion

Our study revealed that most websites in the GHW are potentially vulnerable to common
SSL/TLS security vulnerabilities, offer deprecated SSL/TLS protocol versions and
mostly do not implement HTTP security headers at all. Consequently, these findings
question the concept of trust within the GHW. Website owners should reconsider the use
of outdated SSL/TLS protocol versions for compatibility reasons. Additionally, HTTP
security headers should be implemented to provide additional security aspects.

Several limitations apply for this study. First, a website’s security cannot solely be
judged on its SSL/TLS configuration and the HTTP security headers used. For example,
factors such as the libraries used to build a certain website or a security-aware software
development process also contribute to the overall security of a website. Second, the
scanners may have produced some false positives. Finally, a website providing health-
related information material may not have the same security needs as a website, which
processes personal health-related data such as health insurance companies or online
consultation services.

In future work, the authors intend to repeat this study and to incorporate a website’s
category, i.e. governmental or public health, to get a more detailed view of the GHW’s
security. Moreover, the level of protection for each individual website should be assessed
in order to evaluate the criticality of a given vulnerability and to estimate the related
impact. In addition, analyzing health-related websites regarding the software libraries
and versions used could also shed light on the security state of the GHW. Moreover, only
a fraction of the features captured by both scanners were analyzed in this paper. Due to
this variety of available features, there exists a lot of potential data that can additionally
be used to analyze further security aspects of a given website such as certificate chains
as well as additional security mechanisms, e.g. perfect forward secrecy or DNS CAA.

Finally, the prevalence and usage of third-party cookies provided by such websites
can give additional insights regarding privacy aspects.
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