Public Health and Informatics 679
J. Mantas et al. (Eds.)

© 2021 European Federation for Medical Informatics (EFMI) and 1OS Press.

This article is published online with Open Access by 10S Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/SHTI210258

Development of a Role Model for the Use
of Smart Home Based Data in Medical
Care

Isabel RICHTER®!, Corinna MIELKE® and Reinhold HAUX?
Peter L. Reichertz Institute for Medical Informatics of TU Braunschweig and
Hannover Medical School, Braunschweig, Germany

Abstract. Smart home systems create new opportunities for patient care. In this
paper, a role model is created for the different groups of people involved in the care
process of an occupant. Based on a systematic literature review seven roles were
identified. A second literature review deals with the topic Feedback of Smart Home
Systems. Combining both reviews visualization proposals were created and are
presented for two of the roles. The role model is adapted to German health system
but could be transformed for different countries. To confirm the results an evaluation
of role model and visualization proposal should be done in collaboration with
possible users of smart homes.
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1. Introduction

“Smart homes can help people monitor their health status and overall mobility.” [1]
Combining this statement by van Hoof et al. with the interest in data of smart home
systems for different groups of people who are involved in care of an occupant [2] the
implementation of a role model seems to be reasonable. This work refers to a research
flat called Halberstadtstrale in Braunschweig, Germany implemented by the Peter L.
Reichertz Institute [3]. Therefore, groups of people who are potential users of such smart
home systems are identified conducting a systematic literature review about the topic
Role Models in Medicine (RM). Subsequently roles are considered in detail to include
or exclude them to the role model.

In order for conclusions to be drawn from the data, they must first be presented
appropriately for the viewer [4]. To get an overview, which type of presentation of smart
home data could be appropriate for different roles, a systematic literature review about
the topic Feedback from Smart Home Systems (FSH) is conducted additionally. Based
on these results a proposal for visualization is created. The aim of this paper is to
introduce the developed role model together with corresponding visualization proposals.
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2. Methods

Two independent literature reviews oriented by PRISMA-Statement [5] were conducted
because a combination of both topics led to no results. After a few test researches
PubMed [6] and IEEE Xplore [7] were searched in May 2020 using (“access control”
OR authentication OR authorization OR privacy) AND (medicine OR medical OR
health$care OR health) AND (“role based” OR RBAC OR “role definition” OR “role
specific’) AND (FROM 2005 TO 2020) AND IN (English OR German) as search term
for the topic RM and (feedback OR visuali* OR monitoring [Title] OR “web based” OR
smartphone OR tablet OR “mobile application”) AND (“smart home” OR “ambient
assisted living”) AND (FROM 2005 TO 2020) AND IN (English OR German) as search
term for the topic FSH.

Searching literature about RM and FSH resulted in 583 (RM: 105 / FSH: 478) papers
in PubMed and 295 (RM: 151 / FSH: 144) in IEEE. After removing duplicates 867
(RM: 252 / FSH: 615) papers were screened in three steps: by title, by abstract and by
full text. Thereby 820 (RM: 237 / FSH: 583) papers were excluded by means of exclusion
criteria (RM: no human medicine, no role model, technical roles, and no role definition /
FSH: no feedback, no smart home, control unit, user feedback, alarm, presentation for
study purposes, and presentation not described). Thus 47 (RM: 15 / FSH: 32) papers
were identified for further consideration. The related references can be found in [8].

3. Results
3.1. Role Model

Screening these papers with respect to RM, no general role model could be identified for
human medicine, only different roles. Generalizing these roles results in the following
list of potential user groups: administrator, patient, relative, nurse, physician, emergency
staff, insurance, administrative staff, healthcare institution, and pharmacist.

The focus of data of smart home systems is in living ambient of occupants. A requirement
of roles is that data from the smart home system contribute to decision-making and
realization in specific task areas of the roles.

A role model including seven roles was developed based on literature results: occupant,
relative, nurse, physician, emergency staff, administrator, and support and maintenance
service.

In Germany, a right to self-determination with regard to information and personal
data is constitutional [9]. With this respect a role occupant is necessary. In addition, there
could be a personal interest. In a study by Doyle et al. [2], all subjects showed interest in
the data the smart home system recorded about them.

Because relatives are involved in the care of three quarters of people in need of care
in Germany (2017) [10] and occupants are willing to share their data with them [2], it
seems sensible to assign them the role relatives. Less than seven percent of German
population is working in health professions (2017) [10]. Therefore, no medical expertise
is assumed for users of the roles occupant and relative.

Additionally, in Germany 2017 relatives were supported by outpatient nursing
services in one third cases of people cared at home [10]. Hygiene aspects can be derived
from data of a smart home system, which could be helpful for nursing service [3]. Thus,
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a role nurse is also necessary. For this role medical expertise is assumed justified by
education as a nurse.

The role physician is a result of the fact that the behavior in everyday life can bring
up important information for medical care of an occupant. For example, it is known that
abnormal sleep-wake rhythm can be related to psychiatric diseases like depression and
schizophrenia [11,12]. Therefore, information by a smart home system about sleeping
behavior could assist the physician to diagnose psychiatric diseases. Medical expertise
is assumed justified by license to practice medicine.

Normally emergency staff does not need information about the occupant on a regular
basis. In some cases, however, it could be helpful for staff to get access to data of the
smart home system. For example, the onset of symptoms is relevant for stroke treatment
[13]. Hence, emergency staff could narrow down the onset time via last recorded activity
of the occupant. Thus, a role emergency staff seems reasonable. In this case intuitive
visualization is especially important because time is a factor which can make the
difference between life and death in the care of emergency patients [14]. Basic medical
expertise is assumed.

Many older people are not used to using technology [15] and sick people have not
always the opportunity to act by themselves [16]. Thus, a role administrator seems to be
important. This may especially be useful in transition between self-reliance and increased
need for assistance.

For the possibility to make changes to the smart home system a role with access
rights which allow changes to the system is essential. For this purpose, the role model is
supplemented by a role support and maintenance service.

The other roles were not included due to different reasons:

German health insurances just need limited scope of medical information of patients
to perform their statutory tasks [17]. Billing of medical services are based on diagnosis
and rendered services in Germany [18,19]. The administration staff does not need any
direct information from the smart home system for this.

The term healthcare institution is very broadly formulated. It is not possible to look
at a general role healthcare institution at this point because conditions and requirements
depend on concrete institution.

There are smart home systems which collect data about taking medication, but they
collect data via active input of the resident. As example via speech assistance systems
like Amazon Alexa or apps [20]. This work focuses on systems with passive monitoring
like motion or brightness sensors thus this use case is not considered. The smart home
system itself does not detect parameters about medication taken and prescribed, which
could be helpful for pharmacists. Systems with active input could make this possible.

3.2. Visualization

Screening of papers about FSH results in an overview, which types of representation of
smart home data could be found in literature. A preferred use of line charts (28 papers),
bar/column diagrams (9 papers), and text (7 papers) could be identified. There are also
some special representations like clock plots [2] or garden mappings [21]. Connecting
representation types with the individual requirements of different roles lead to a concept
of a smart home system which has different interfaces for the roles. In this paper only
the interfaces for emergency staff and occupant are described. During the review no
paper could be found which deals with the role emergency staff and occupant is a main
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role of the role model. Considering these roles and their backgrounds, a visualization of
smart home data may look like displayed in Figure 1.
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Figure 1. Visualization proposal for app based main screens for role occupant (left) and emergency staff
(right) as well as a detailed screen for role occupant (middle).

4. Discussion

The development of the role model is based on information from a systematic literature
review. This review was conducted oriented by PRISMA-Statement thus a research
standard was applied. A limitation is the conduction with just one reviewer, but a
consistent inclusion and exclusion should be ensured by using inclusion and exclusion
criteria.

Another limitation is that representatives of the different potential user groups did
not take part in the development process of the role model. Maybe roles were forgotten
or wrongly included or excluded but the first version of the role model can now be used
as a base for a discussion in following studies together with potential user groups. A
detailed elaboration of the roles including their requirements, tasks and needed data as
well as further visualizations proposals can be found in [8]. In this work also a more
detailed list of references used can be found.

Inclusion and exclusion of user groups was conducted referring to German health
system. From our point of view the excluded roles in Germany do not rely on information
from the home environment to fulfill their respective tasks. Other countries have different
structures [22] thus an adaptation seems to be necessary. This corresponds with a
statement of Jayabalan and O’Daniel [23] saying that definition of a role model has to
take place in practical application. Thus, this role model should be seen as a core model
which can and probably has to be extended.

A defined role model could be used twice: first, for individual visualization of smart
home data for different groups as presented in this work, secondly to manage access
control [24].

5. Conclusion

In this paper a role model for medical use of smart home systems with seven roles -
administrator, support and maintenance service, patient, relative, nurse, physician, and
emergency staff - was developed. The role model is adapted to German health system
but can be used as a base for different countries. Next steps should be an evaluation of
the role model and proposal of visualizations with user involvement followed by a
prototypical implementation.
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