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Abstract. Patient incident reporting is an important way to promote safer health 
care. The barriers for reporting can be organizational (leadership, culture, lack of 
feedback, etc.) or individual (time pressure, perceived competence, attitude, etc.). 
In this study, we examined what kinds of ICT-related incidents health professionals 
observe in Finland, how they react to them and the reasons for non-reporting. Our 
data was collected using a nationwide survey during the Spring of 2020. The theory 
of planned behaviour by Ajzen served as our framework for explaining non-
reporting behaviour. While we found that attitudes, subjective norms and perceived 
behavioural control all explain non-reporting, our factor model based on our 
confirmatory factor analysis did not directly match Ajzen’s theory. 
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1. Introduction 

The importance of patient safety and the need for safer health care practices became 

apparent after a leading-edge report by the Institute of Medicine in 2000 [1]. Patient 

safety incidents are a major concern also in Finland, with varying consequences ranging 

from damage to an institution’s reputation to loss of lives. Finland introduced a national 

incident reporting system in 2007 and the current trend is a yearly increase in incident 

reporting by health professionals [2], indicating an increasing awareness of patient safety 

culture. However, there is still room for improvement, especially since new patient safety 

risks are emerging, many of which are related to information systems and 

communication [2]. 

There are organizational barriers to reporting patient safety incidents. Reporting very 

rarely leads to recommendations, let alone their implementation [2]. Lack of 

transparency and feedback decreases willingness to report incidents [3, 4, 5], as well as 

insufficient managerial support [3, 4] and uncertainty about what types of events and 

what level of severity should be reported [3, 4, 5]. A punitive culture and fear of 

consequences can also be barriers to incident reporting [4, 5]. 

 
1 Corresponding Author, Jouni Kouvo, University of Eastern Finland, P.O.BOX 1627, 70211 Kuopio, 

Finland. E-mail: jouni.kouvo@gmail.com 

 

Integrated Citizen Centered Digital Health and Social Care
A. Värri et al. (Eds.)

© 2020 The European Federation for Medical Informatics (EFMI) and IOS Press.
This article is published online with Open Access by IOS Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/SHTI200703

102



 

 

One of the most popular socio-cognitive theories to predict and explain behaviour is 

the theory of planned behaviour [6, 7]. According to the model, behavioural intention 

predicts actual behaviour and three factors affect behavioural intention: attitude (beliefs 

about the consequences and experiences of behaviour), subjective norms (beliefs about 

the expectations and behaviours of others) and perceived behavioural control (beliefs 

about resources and opportunities) [8]. While there is evidence that the model predicts 

patient incident reporting intentions quite well [9, 10], there is no clear understanding as 

to which factors have the greatest impact [11, 12]. The model has also been expanded 

with other psychological concepts, such as altruism [12], psychological safety [10] and 

self-efficacy [10]. 

Our research questions are: 1) What kind of ICT-related patient safety incidents do 

health professionals experience in their work? 2) What kinds of actions do they take 

when they are noticed? 3) What are the reasons for not reporting incidents? 4) Do 

attitude, subjective norms and perceived behavioural control explain behaviour, as 

predicted by the theory of planned behaviour? 

2. Methods 

In Spring 2020, the Finnish Institute for Health and Welfare conducted a nationwide 

survey (STePS 3.0) on information system services in health care. An anonymous web 

questionnaire was sent to 58 276 health care professionals, of whom 10 094 opened the 

link and 3912 completed the survey. The 3610 replies were sufficient for the analysis, 

representing 35.8% of those who opened the link. The survey was designed to assess 

how users experience information systems’ functionality, usability, and support for daily 

practice, as well as to describe the current status and needs for improvements of the 

electronic health care system [13]. 

As some of the questions were directly related to patient safety incidents and their 

reporting, the following variables were included in this study: 

 “If during the last 12 months you have noticed patient safety incidents caused by 

use of information systems, what kinds of errors occurred?” (See options in Figure 

1). 

 “What did you do when you noticed incidents?” (Figure 2). 

 “If you didn’t report incidents, what caused you to make that decision?” (Figure 3). 

Data analysis was carried out with SPSS (version 25.0) and Amos, and it included 

descriptive and inferential statistics. For inferential statistics, we used principal 

component analysis and confirmatory factor analysis. 

3. Results 

Altogether 92.5% of the participants were women, and most of them worked as a nurse 

or similar (78.1%) in a public-owned organization run by a municipality (85.2%). Age 

was more evenly spread, with a majority of the respondents being born in the 1960s 

(30.6%) or 1970s (28.2%). 
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Almost all the participants had experienced at least one ICT-related incident during 

the last 12 months (94.6%). A majority of incidents were caused by human errors, not 

system malfunctions. The most typical adverse findings were related to medication lists 

or patient registrations (Figure 1). 

 

Figure 1. ICT-related patient safety incidents observed by health professionals during the last 12 months 
(%). (T) = Technological issue, not human mistake. (N = 3610). 

When health professionals witnessed an incident, the most common action they took was 

to discuss it with their colleague or manager (Figure 2). In almost half of the cases 

(45.7%) they created a patient safety incident report. Principal component analysis 

showed that there were three different patterns of reactions (in order of popularity): 1) 

Discussing (with colleague, manager or patient), 2) Reporting (in the patient incident 

reporting system) and 3) Contacting (help desk or super user). A KMO measure of .612 

and Bartlett’s test p < .001 suggest that the model is appropriate. 

 

Figure 2. Actions taken with regards to ICT-related patient safety incidents (%). (N = 3158). 

The last questions covered health professionals’ explanations for not reporting (Figure 

3). About half of the respondents said that they did not have time to report or they did 

not report because no actual harm was done to the patient. Approximately 10% of the 

people felt that their organization did not expect them to report patient safety incidents 

or that they did not even have access to a reporting tool. 
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Figure 3. The reasons for not reporting ICT-related patient safety incidents (%). (N = 3022). 

Confirmatory factor analysis was conducted to see how the indicators loaded on 

predicted factors and how the factors were correlated. The following three dimensions 

were identified: 

 Subjective norm (perceived expectations of the organization)  

 Attitude (beliefs about the need to report incidents)  

 Costs vs. Benefits (the amount of time and effort needed for reporting vs. the 

expected benefits) 

 

Figure 4. The factors for not reporting ICT-related patient safety incidents (%). (N = 3022. RMSEA .067, 
NFI .967, IFI .969, CFI .969). 

4. Discussion and Conclusion 

Practically all participants (N=3610) had observed ICT patient safety incidents during 

the last 12 months. Incidents were mainly caused by human mistakes, so it is 

understandable that the most typical reaction was to discuss the matter with a colleague 

or manager. However, in almost half of the cases respondents created an incident report, 

which confirms the findings that reporting in Finland is at a quite good level [2]. 
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For non-reporting, we could not find all three factors predicted by Ajzen’s theory. 

Instead of perceived behavioural control, we found a factor which could be called costs 

vs. benefits. Literature has shown that a lack of feedback and recommendations decrease 

reporting willingness [2-5]. It is interesting that in our study, respondents seemed to have 

considered available resources (time, competence) and expected outcomes together. 

We did find a component representing a subjective norm, i.e. insufficient managerial 

support, which is known to negatively affect reporting [3,4]. Our data also confirmed 

that people sometimes skip reporting because they consider events as not severe enough 

[3-5]. That may indicate an attitude issue or lack of proper instructions. 

The three components of the theory of planned behaviour are known to covary and 

their exact impact is still unclear [7,11,12], so further research is needed. It would also 

be interesting to compare how the model works for different groups of people in health 

care: public vs. private sector staff, nurses vs. physicians, etc. 

Our questionnaire was crafted and reviewed by scholars from various Finnish 

research organizations, and our sample size was quite large (3610), so we can assume 

adequate reliability of this study. However, external validity of our results is limited: 

they cannot be directly generalized outside the (mainly public) nursing community in 

Finland. Lastly, we did not use pre-existing scales from the literature to measure some 

of our key concepts, such as attitudes or subjective norms, which might compromise our 

study’s internal validity. 
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