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Abstract. The integration of health data systems is an open problem. Most of the
active initiatives are based on the use of standards, each one proposed for a concrete
use, without integrating other needs or standards allowing on homogenous use. We
propose an alternative to get an unified view of health related data, valid for several
uses, that can integrate heterogeneous sources. The proposal set the framework to
integrate the developments made so far to automatically learn the extraction and
conversion of the data. All the sources are integrated under a single access point.
We present the main concepts of EHRagg as a middleware between systems that can
incorporate several sources giving an unified access following the FAIR principles.
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1. Introduction

Nowadays the need for interoperability between Hospital Information Systems is obvi-
ous, as it enables patient mobility, not only geographically, but also between medical
services and health care providers.

Many efforts have been made to achieve this interoperability, starting with standard-
ization initiatives (e.g. [9,10]). The main issues with these standards are two: first, there
is no agreement about which one to choose; and second, it is going to take long before
all the systems comply with these standards and become effectively interoperable, due to
the huge efforts required to adapt current ad hoc hospital information systems.

This is a problem that also affects data accessibility, especially in health research,
where data science offers very promising and useful tools ([1,2,3]), but has limited data
to work with. This is due to the lack of integrated and standardized datasets for health
data. Many initiatives to improve the quality and number of sources for research have
been proposed (e.g [4,5,6]). For example, both USA ([7]) and Europe ([5]), have devel-
oped catalogues where researchers can add references to datasets and look for others, but
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Figure 1. Architecture for EHRagg systems

they need to adapt the data or methods to work with each of the datasets. As Schulz et
al. indicate ([8]), although several standards have been developed, they are not generic
enough to be valid for different uses.

Moreover, there is a third variable to add to the current landscape. New personal de-
vices are emerging every day, which gather very useful information about people’s way
of life, but they are developed by private companies under different ad-hoc implementa-
tions, and completely disconnected from the rest of the systems and datasets.

In sum, we are faced with the following circumstances: (1) several sources of infor-
mation, not only from medical institutions, that should be integrated; (2) different access
needs with distinct requirements (personal use, medical use, research purposes,...), espe-
cially regarding privacy protection; and (3) the need for a homogeneous access point for
all this data, with adaptation capabilities (to fit new systems, standards and needs), but
without the need to transfer the ownership of the data.

The main idea is to build what we call an EHR Aggregator (EHRagg) that integrates
the developments made so far (and upcoming ones) to automatically learn how to convert
current information systems into standard systems. This system also includes a layer
that operates as a homogeneous access point to the information stored in all the sources,
without necessarily having to transfer the data, but enabling its processing.

Here we present the concept of EHR Aggregator and the conditions that each ele-
ment should comply with in section 2. Our purpose here is to present the general struc-
ture. In section 3 we put forward our conclusions about how it aims to solve these issues.

2. General Structure

In this section we cover the concept of Electronic Health Record Aggregator. We first
present the idea and the general structure, while the following subsections are dedicated
to describing each of the elements in the structure.

An EHR aggregator (EHRagg), in Figure 1, is a system that acts as middleware be-
tween EHR systems and others with health-related data (e.g. activity, sleep analytics,
etc.) and the users that want to access the information (which can be people or other
systems). It provides a unified view of the underlying Health Data Systems, in the Data
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Layer, by learning automatically, and in the Extraction Layer, by converting the infor-
mation stored within. This uniform access point allows the user to query and retrieve
information from all of the systems without adapting the access to the architecture of
each one, which is possible through the Integration Layer. This layer acts as a unique
access point to all the collected data for external applications. To improve reusability,
there are platforms in this Access Layer that collect and update the generic functions to
facilitate the implementation of external applications. Each of these layers are discussed
in the following sections.

2.1. Data Layer (DL)

One of the main elements of the structure are the sources of information. From each one
we have to obtain not only the data, but also the metadata. We then need to convert or
translate this information in order to integrate it into the aggregator.

Depending on the type of data, we can use different functions to perform this con-
version. For example, the functions to convert metadata may be different from those to
convert data, and those used for images may be different from those used for medical
analysis information. Each of these functions are called extraction function (e f ).

During this process it is essential to consider the quality of the conversion. In a
perfect situation, we will translate the information without any loss of data or metadata.
In this case we will consider a value ci

j = 1, indicating a perfect conversion. However,
in most of cases we will not have perfect conversions, so we shall indicate this using a
value in the [0,1] range. The nearer to 1 the value, the better the conversion is, and the
less information is lost.

2.2. Extraction Layer (EL)

The most critical part is to retrieve the data from the source systems and transform it so
that the API (application programming interface, see next section) can access all the in-
formation. The components in charge of this, called e f (extraction functions), transform
the information stored in the source systems, to allow the API to work with it.

If the source is based on a health standard (e.g. [9,10]), the conversion may be di-
rect but not always is so ([8]). Most of the current health data systems are not com-
pletely based on standards, so we need to adapt the data. So far, great advances have been
achieved in standards compliance. However, system standardization, in most situations,
is very complicated or, under the best circumstances, is costly in time and effort. This is
why we propose here to get the most of these advances by using methods that automat-
ically learn how to perform the conversion from any system to one of the standards and
between the standards themselves.

This automatic learning process allows us to (1) directly integrate systems that al-
ready comply with one standard; (2) reuse the learned transformations to apply them in
the integration of other non-standard compliance systems, and (3) keep open to future
standards, sources or advances in integration or interoperability.

Depending on the type of data, we may define different e f functions. For non-
standard systems, the e f need to learn the structure of the data (and metadata) and trans-
form it to be used by the EHRagg. Most EHR systems are based on semi-structured do-
cuments and we can find several proposals in the literature using Text Mining to extract
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data from EHR (see [11]). Other approaches are based on Natural Language Process-
ing (NLP) ([12,13,14]). These processes can be applied to extract not only data but also
metadata. In both cases, the proposed solutions can be tested to obtain information re-
garding confidence in the conversion, and the best algorithm for each concrete type of
data will be chosen. This value, normally in [0,1], provides the user with information
regarding the confidence of the data offered by the aggregator. We can define the e f
function combining several proposals according to the data to be transformed.

2.3. Integration Layer (IL)

The IL has three components. First, the API itself, with the methods to access and/or
retrieve the data from EL and providing access to the functions and the working environ-
ment. The authentication module, which controls and registers the accesses, configures
privacy restrictions, and ensures compliance with regulations. The last one is the working
environment, where the access platforms can process all the data without having to leave
the system, and avoiding the transfer of the data to other layers.

Through the API, the user has access to the information stored in each and all of the
data sources integrated in the EHRagg. It maximizes accessibility to information, with
the only restrictions being those imposed by regulations and privacy protection rules.
Using this API to develop their applications, users can run queries over all the data and
metadata available in a homogeneous way, regardless of where it comes from or how it
is stored. It is possible because the API makes use of the extraction functions to retrieve
the data.

The second element is the Authentication module. It has the following functions: To
register all of the data retrievals, regardless of the API used (authentication module in
Auth block (AB)); to control privacy protection restrictions imposed by the source that
provides the data or according to how the data will be used (privacy in AB); to adapt the
access point to different regulatory frameworks (regulation configuration in AB).

Finally, we have the working module, that enables direct processing of data without
really having the data. The idea is to offer a work space where, for example, researchers
can use the API to launch their methods and perform calculations on the data, without
retrieving the data or transferring it from the source institution.

2.4. Access Functions (AF)

The access layer is used to run queries in the system. Since we are referring to a large-
scale system, we have taken into account that there will be different access require-
ments, depending on how it will be used. For example, research activities may require
anonymized data and statistical methods, while a medical EHR system needs access to
detailed information of the EHR of a concrete patient homogeneously, when the data
in the original sources is spread out and fragmented. Therefore, as a starting point, we
have identified at least five types of data use with distinct needs. These are: personal use
of data, medical use, use for research, for management and governance purposes, and
industrial use. This is not a closed classification, since new needs may arise in the future.

Here we propose to build an access platform per use or purpose where, in a simi-
lar way to software as a service (SaaS) platforms, the most frequent operations will be
implemented for each given use. This way, as shown in figure 1, they can be reused by
external functions, applications and systems of users with similar needs.
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Finally, external functions can only access the system through the access platforms,
which in turn have access from the working module or directly through the API. Let us
remark that in any case, all of the access points pass through the authentication module.

3. Conclusions

With the EHRagg we propose to address the interoperabity and accessibility problem us-
ing the same pragmatic approach: instead of trying to have all the systems agree with
the same standard, we propose a translation between standards, and of systems to any
standard, reducing effort and time. It includes an integration layer that acts as a single
access point, offering an unified view of the underlying data sources. This layer also en-
sures access control, privacy protection and adaptation and compliance with regulations.
In addition, it has an access layer especially designed to facilitate the development of
external access functions, based on the principle of reusability.

It is an ambitious proposal that aims to centralize current efforts to accelerate un-
derstanding between health-related systems. Here we present the general structure of the
EHR aggregator, establishing the first steps to build a unified framework, but there is
still a lot of work to be done. Some of the current and future lines of work focus on the
study of access time requirements, feedback on the e f used to improve the system, the
classification of access functions and their assessment to be integrated in the access plat-
forms. Nevertheless, we believe this practical and open approach can give great results
in the short and medium term.
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