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Abstract

Even though Adverse Drug Reactions (ADRs) constitute a
significant public health issue, there is a lack of Information
& Communication Technologies (ICT) tools supporting
Pharmacovigilance activities at the point of care. In this pa-
per, we present the rationale of a Web-based platform to ad-
dress this need. The driving user scenario of the proposed
platform refers to a clinician who investigates information for
a possible ADR as part of a specific patient treatment. The
goal is to facilitate this assessment through appropriate tools
for searching various relevant data sources, analysing the
acquired data, aggregating the obtained evidence, and offer-
ing follow-up ADR monitoring over time in a systematic and
user-friendly way. In this regard, we describe the adopted
user requirements engineering methodology and illustrate the
use of Knowledge Engineering (KE) as the platform’s main
technical paradigm to enable heterogeneous data integration
and handle the complexity of the underlying information pro-
cessing workflow.
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Introduction

Pharmacovigilance (PV) is defined as “the science and
activities related to the detection, assessment, understanding
and prevention of adverse effects or any other possible drug-
related problems” [1]. As Adverse Drug Reactions (ADRs)
cause a significant social and financial burden [2], PV is
widely recognized as an important public health priority. An
estimation by the US Office of Disease Prevention and Health
Promotion has recently calculated that Adverse Drug Events
(ADEs)! are responsible for 1 in 3 of all hospital adverse
events, related to about 2 million hospital stays each year, and
increased hospitalization by 1.7 to 4.6 days®’. Thus, the
detection and prevention of ADRs at the point of care rise as a
major clinical issue as the probability of benefit should
balance the possibility and cost of potential harm [4].

! ADEs include side-effects that may or may not have a causal
relationship with the respective drug, also referring to cases of
adherence failure. ADRs refer only to side-effects caused after
legitimate drug use, therefore implying a possible causal rela-
tionship between the drug and the adverse effect [3].

2 https://health.gov/hcq/ade.asp

The assessment of potential new or incompletely documented
ADRs (called “signals”) is typically performed by national
and international drug monitoring/regulatory organizations
(e.g., the Food and Drug Administration [FDA] in the US, the
Uppsala Monitoring Centre [UMC], World Health
Organization collaborating centre for international dug
monitoring). These organizations perform statistical analysis
of individual case safety reports (ICSRs) gathered in
Spontaneous Reporting Systems (SRSs), in order to identify
indications of a causal relationship between the drug
administration and the adverse effect based on the measures of
disproportionality [5], taking also into account other sources
of evidence (e.g., scientific literature, clinical trial databases,
etc.).

While SRSs are the dominant data source for PV, recent
advances in Information and Communication Technologies
(ICT) enable the exploitation of new, emerging data sources
that can expand the real-world evidence base for PV (e.g.,
observational healthcare databases, social media, internet
search logs). Thus, the need for comprehensive and
knowledge-intensive ICT tools supporting the systematic and
efficient exploitation of diverse data sources for PV is evident,
in order to accommodate the entailed big data challenges [6].

To this end, we develop a Web-based platform aiming to
facilitate the early identification and assessment of potential
ADRs at the point of care. The main objective is to contribute
at “active”, post-marketing drug safety surveillance [7],
focusing on the timely assessment of potential drug safety
risks, supporting clinicians (as well as PV experts and
researchers) to explore diverse data sources of interest and
obtain actionable insights via knowledge-intensive analytics
[8]. The proposed platform is currently in its ‘“user
requirements analysis” and “design” phase, which is driven by
the real-life scenario according to which a clinician
investigates information for a possible ADR as part of a
specific patient treatment. The ultimate goal is to facilitate the
integration of ADR assessment in routine clinical practice
(Figure 1), by introducing tools that facilitate the search of
diverse data sources, the analysis of the acquired data, the
aggregation of the evidence to conclude with ADR
assessment, and follow-up ADR monitoring over time in a
systematic and user-friendly way.

In this paper, we present the methodology applied and the
main challenges identified during the “user requirements anal-
ysis” phase of our development, which were in turn mapped to
relevant user goals. We also illustrate the main elements of the
platform design through the respective information processing
workflow. In this regard, we elaborate on how a Knowledge
Engineering (KE) based approach can accommodate the re-
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Figure 1 - Integrating the ADR assessment process in the clinical context.

spective design and development challenges. We further dis-
cuss practical implications of our work and outline directions
for future work, aiming to support a comprehensive learning
health system for active, post-marketing drug safety surveil-
lance at the point of care [9].

Compared to relevant works, like the SALUS platform [10],
which focused on exploiting Electronic Health Records
(EHRs) for ADR detection, or the platform developed in Web-
RADR [11], which exploited social media for new insights on
drug safety, our work relies on multiple, diverse data sources,
increasing the search space for real-world evidence with an
explicit focus on the clinical environment.

Methods

The employed “user requirements analysis” process is an ad-
justed version of the methodology described in [12]. It can be
summarized as follows:

1. Analysis of the currently applied Business Processes
(BPs) based on the respective user scenarios.

2. Definition of User Goals upon the elaborated BPs based
on end-user input.

A Business Process (BP) is defined as a collection of relevant
and ordered structured activities/tasks aiming to produce a
specific outcome [13]. ADR assessment can also be consid-
ered as a BP conducted in the context of a hospital, as part of
other parallel BPs (e.g., patient treatment, administrative pro-
cesses). We envisage that the use of the proposed platform
could reform the current process of ADR assessment, typically
conducted manually and without systematic ICT support, to a
well-defined sequence of information processing steps, sup-
porting the overall clinical treatment processes. The ultimate
goal is to optimize this BP model by satisfying the so-called
User Goals. User goals are defined as “abstract user require-
ments, not directly referring to specific technical solutions or
components” [12], associated with specific user actors or roles
and facilitating timely identification and resolution of poten-
tial conflicts between actors. For the optimization of the ADR
assessment process, user goals were elaborated based on feed-
back provided by clinicians and PV experts in the “user re-
quirements analysis” and the “design” phases.

Regarding the presented platform design, the main BP of in-
terest refers to the assessment of a potential ADR by a clini-
cian. However, other BPs could also interact with it, e.g., con-
cerning the patient’s treatment. Given that patient treatment is

the topmost priority in the clinical environment and that it is a
personalized process, highly dependent on the local context
(e.g. the way the specific clinic/hospital is organized), the
modelling of these “interacting” BPs is very important and
could be rather complex. The proper modelling and early iden-
tification of such BP interactions could be critical as they may
substantially affect the identified goals and, thus, the platform
design.

We model the identified BPs using flowcharts based on a no-
tation similar to Business Process Management Notation
(BPMN), in order to identify decision points, possible infor-
mation processing bottlenecks, interactions with other BPs,
etc. These flowcharts are further refined collectively by ICT
experts, healthcare professionals (i.e., clinical doctors) and PV
professionals (i.e., scientists who investigate potential ADR
signals). Furthermore, interviews and workshops among re-
searchers and end users were conducted as part of the overall
“user requirements analysis” phase to analyse the established
BPs, identify the User Goals and refine the platform’s infor-
mation processing workflow accordingly. Meetings were also
held in the clinical environment (i.e., in the two hospitals
which will host the platform in its pilot phase) to validate
these goals and also address deployment issues in practice.

All types of current and emerging data sources considered in
PV [6], were found interesting to explore by the end users.
These include the local EHR systems, national and interna-
tional SRSs, reference bibliographic databases as well as so-
cial media. From a technical viewpoint, programmatic data
access is considered of high priority, as it enables systematic
data gathering (e.g., spontaneous reports from the FDA Ad-
verse Event Reporting System via openFDA [14], articles via
the PubMed Central Application Programming Interface).

In order to successfully accommodate the imposed challenges
regarding the synthesis and analysis of the vast data available,
Knowledge Engineering (KE) is adopted as the main technical
paradigm for our platform development. KE refers to methods,
tools and theories for developing knowledge-intensive appli-
cations [15], and includes knowledge extraction, knowledge
integration, knowledge representation, knowledge dissemina-
tion, and knowledge elicitation as its subdomains.

In the scope of our work, which concerns the systematic ex-
ploitation of all the available evidence from multiple PV data
sources for the assessment of possible ADRs, we employ two
technology artefacts tightly related with KE, namely, “Linked
Data” [16] and “Semantic Web” [17]. Linked Data refer to a
group of standards which facilitate the interconnection of data
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over the existing Internet infrastructure, while Semantic Web
refers to the vision of semantically annotated publicly availa-
ble data interlinked via Linked Data standards.

The use of Semantic Web and Linked Data standards provides
two main technical benefits: (a) Interoperability: The use of
the Linked Data paradigm provides syntactic and semantic
interoperability tools to interlink heterogeneous data sources
and unify them in one processing realm. (b) Reasoning capa-
bilities: The well-defined semantics upon a robust mathemati-
cal infrastructure, i.e., Description Logics [18], enable auto-
matic reasoning through specific software, a.k.a. “reasoners”.

Results

Based on this methodology and the choice of KE as the main
technical paradigm, several challenges were identified from
the end user perspective, leading to concrete user goals and
the design of the platform’s information processing workflow.
In particular, given the characteristics of the clinical environ-
ment, the following challenges (enumerated with Cx) regard-
ing the adoption of an ICT-based ADR assessment process
were identified:

C1 | Lack of time: While the assessment of potential ADRs is
identified as an important task, it is often neglected by clini-
cians due to lack of time.

C2 | Lack of expertise: PV entails specialized knowledge,
which may not be available in clinical settings. While this
argument supports the need for ICT-based support tools, it
could also be conceived as a barrier for their adoption as their
value might not be evident for the end-users.

C3 | Adaptation to the clinical workflow: Workflow diversity
among various clinical environments (different hospitals, or
even different clinics in the same hospital apply different BPs)
could hinder the definition and the adoption of a “one-size-
fits-all” workflow of PV information processing.

C4 | Inadequate evidence: While spontaneous reports are the
dominant source of evidence for PV, other data sources such
as EHRs, bibliographic databases, and even social media plat-
forms are interesting for clinicians during ADR assessment.
However, systematic access to multiple data sources shall be
facilitated through appropriate tools.

C5 | Coping with “big data”: Expanding the search space for
PV does not only provide a broader evidence space, but it also
imposes “big data” challenges.

Overall, challenges C1-C5 have been discussed in the con-
ducted workshops and the following user goals (enumerated
with Gx) were identified and mapped to the respective chal-
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Gl | Flexibility and Unobtrusiveness (mapped to C3): The
ADR assessment process should be flexible and tolerant to
interruptions by tasks directly related with patient treatment.
Thus, an important feature would be the ability to easily re-
cover from such interruptions. Practically, this can be inter-
preted as the need to “save” the ADR assessment workflow
and continue later. In addition, clinicians stressed that the pa-
tient’s treatment should not be disrupted. Thus, the designed
process should be as unobtrusive as possible, minimizing
“alerts”/ “warnings”.

G2 | Balance between assessment depth and speed (mapped to
C1 and C5): As the clinician’s time is valuable, the platform
should enable both “in depth” assessment capabilities, while
also supporting a “quick look” which could provide rigorous
information. Although the information provided this way
would obviously be more superficial than an “in depth” as-
sessment, it could still provide value for clinicians.

G3 | Semantic enhancement (mapped to Cl, C2 and CS5):
Since the expression of the drug and condition of interest can
be ambiguous (e.g., active substances, trade names, synonyms
etc., could be used as drug terms), the overall process should
be supported by curated standard terminologies and lexicons
(e.g., with automatic synonym matching) to accelerate and
facilitate information search and synthesis.

G4 | Heterogeneous data synthesis (mapped to C4 and C5):
Clinicians identified the need to synthesize various and heter-
ogeneous data sources (e.g., scientific literature, drug-
information databases, clinical trial information, SRS data,
observational healthcare databases). Overloading the end user
with incomprehensible data was identified as a major risk and,
thus, the need for knowledge-based analytics emerged.

G5 | Data sharing (mapped to C2): The need to share data to
further elaborate on the collected ADR information and as-
sessment results was also identified. Moreover, the value of
data provenance was highlighted, especially for the process of
reporting assessment outcomes to regulatory organizations.

G6 | Follow-up monitoring over time (mapped to C4): Typi-
cally, an ADR assessment produces a report with the conclu-
sion and the supporting evidence. However, the time dimen-
sion is critical in PV, especially regarding newly marketed
drugs. Thus, a follow-up mechanism for monitoring potential
ADRs over time is important and is currently missing.

The main information processing workflow supported by the
proposed platform (Figure 2) that was defined based on the
abovementioned challenges and user goals are organized in 5
steps. These steps are summarized next, describing the use of
the KE methods that are applicable in each case:
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Figure 2 — Outline of the main information processing workflow supported by the proposed platform (tasks related with Knowledge
Engineering are highglihted in red).
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Step 1 | Definition of “ADR assessment scenario”: When the
user launches an ADR assessment, the platform shall support
the definition of the drug and the condition of interest by au-
tomatic suggestions of synonyms and relevant terms obtained
from reference terminologies, e.g., the Anatomical Therapeu-
tic Chemical (ATC) classification for drugs, and the Medical
Dictionary for Regulatory Activities (MedDRA®) and the
International Classification of Diseases (ICD) for the condi-
tions of interest. The use of such well-defined knowledge
structures expands the search space, enables the semantic
normalization of the overall process, prevents ambiguities, and
facilitates automatic information interlinking in the next anal-
ysis steps.

Step 2 | Browse/analyse raw data from each data source: Each
raw data source has its own characteristics. For example, SRS
data could be used for disproportionality analysis, while EHR
data could be explored through observational healthcare data
analytics [14]. KE approaches will be exploited for the analy-
sis of each data source, e.g., text mining techniques can be
used to extract and semantically annotate information from
unstructured data sources such as the literature or social me-
dia. Thus, the end user can browse or analyse the respective
data source in a dedicated workspace, providing suitable fea-
tures and analysis capabilities.

Step 3 | Combine analysis results from raw data sources: The
results/analysis outcome obtained from each data source
workspace shall be integrated in one common processing
realm, where all the analysis results could be integrated, com-
pared and evaluated by the end user. Knowledge integration is
based on semantic annotations produced in the previous steps
and the use of Linked Data standards. Moreover, semantic
reasoning can be applied to further elucidate knowledge from
the already extracted analysis results.

Step 4 | Produce a consolidating assessment report: The over-
all analysis outcome shall be generated as a consolidated re-
port, facilitating further analysis in collaboration with other
clinicians, or even reporting to PV regulatory agencies. The
produced report shall be available in both human-readable
(e.g., in text form as a PDF document) and machine-readable
(e.g., an RDF document) formats. Knowledge dissemination
approaches can be used to facilitate the respective information
exchange in a way that could promote the automatic reuse of
this information. For example, the recently developed Open-
PVSignal model [19] could be used in this regard, to enable
compliance with the FAIR data principles [20].

Step 5 | Launch follow-up monitoring: The end user can
launch a monitoring follow-up process, in order to receive
potentially new information regarding the assessed ADR from
the available data sources. This process would notify the end-
user based on his/her notification preferences to avoid over-
alerting. Ontology models such as the Time Ontology [21] and
the PROV-O Ontology [22] can be used to enrich the obtained
information with semantically enhanced time and provenance
annotations, and thus, facilitate further processing/reasoning
regarding the time aspects and the origin of the information
collected regarding the ADR under assessment.

It should be noted that the presented workflow defines an in-
dependent BP, which can be adapted to each organizational
context. Furthermore, in each assessment process, the end-user
may decide the time spent on each BP step, either selecting to
use the automatically retrieved information, drill-down to in-
vestigate further or manually curate the produced outcomes,
and save or share his/her work with others at any time.

Discussion

Drug safety is an important issue in the clinical environment.
Among the common tasks that are routinely performed in PV
centres/departments in hospitals, the collection and review of
all the available data for a potential ADR of interest is vital.
However, there is a lack of comprehensive tools to support PV
activities, specifically tailored for use at the point of care. For
example, a clinician may ask for a timely evaluation of the
respective patient case after a new drug administration, and
the PV centre/department shall provide a documented answer
with a medical advice about the case, after assessing the even-
tuality of an ADR [8]. To respond to this challenge, current
available sources of information about the drug—event pair
have to be searched by PV experts separately and in many
cases without using appropriate support tools.

To address this need, we are currently developing a Web-
based, knowledge-intensive platform aiming to support the
assessment of potential ADRs, experienced during routine
patient treatment. In the current paper, we presented the en-
tailed challenges and the goals for such a development from
the user perspective. We also presented the platform’s main
information processing workflow (Figure 2). Its design relies
on exploiting various KE-based methods, employed in each
step of the workflow.

In particular, the use of Linked Data and Semantic Web tech-
nologies provides the following key benefits:

e [nformation linking can be improved and automated
by reducing the need for manual data exploration and
discovery as data could be automatically retrieved.

e  Rich semantics enhance information processing capa-
bilities, which are typically limited in the PV domain
to statistical measures of disproportionality. The al-
ready established statistical methods could be com-
bined with semantically-enhanced knowledge sources
to improve outcomes via automatic reasoning capabil-
ities (e.g. regarding causality assessment).

e Evidence can be strengthened through the knowledge-
intensive, concurrent exploitation of multiple data
sources, eliminating false positive findings [6].

e KE-based automatic information linking enables the
use of provenance information to annotate the gener-
ated analysis outcomes. This is important as full sup-
porting evidence shall be explicitly available, e.g.
when reporting results to regulatory organizations.

Despite the abovementioned benefits, the implementation of
KE-oriented techniques entails complex challenges, both in
methodological and technical terms, e.g.:

e  Automatic reasoning capabilities based on the De-
scription Logic defined semantics are one of the most
prominent features of Semantic Web technologies.
However, “reasoners” require significant computa-
tional resources and their efficient use in large da-
tasets remains a challenge.

e  Various reference knowledge sources (e.g. terminol-
ogies/thesauri/vocabularies) are available and can be
applicable in the scope of this work. However, since
these sources are constantly evolving and refined,
their alignment is a complex task as it can lead to
semantic inconsistencies.

e Integrating all the collected evidence under one uni-
fied knowledge model can be very challenging. This
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process engages many heterogeneous data sources,
which could be available via standard data exchange
interface or not. For example, using proprietary
EHRs to retrieve observational healthcare data would
typically require specific interface implementations.

To this end, besides the ultimate goal of delivering a robust
and evaluated ADR assessment platform, our mid-term goals
are: (a) the design of a unifying semantic model enabling the
integration of heterogeneous data sources in one information
processing realm, and (b) the modelling of ADRs in one
ontological model, facilitating advanced reasoning operations
upon the collected information.

Conclusions

There is a clear need for comprehensive tools to support PV
activities at the point of care. The proposed platform aims to
support the assessment of potential ADRs in routine clinical
practice, relying on the concurrent exploitation of multiple
data sources for appropriate evidence. This entails the analysis
of the acquired data, the aggregation of the obtained evidence,
and the support of follow-up ADR monitoring over time in a
systematic and user-friendly way. In this paper, we presented
the main challenges and the goals from the end-user perspec-
tive for such a development, identified during the “user re-
quirements analysis” phase of our development. We also pre-
sented the main elements of the platform design, i.e. its main
information processing workflow, and illustrated the use of
KE as the platform’s main technical paradigm. Our work con-
tributed to the development of a learning health system for
active, post-marketing drug safety surveillance at the point of
care.
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