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Abstract. Using physiological signals acquisition from wearable devices makes bi-
ometric identification more convenient and secure. Yet most of existing studies fo-
cus on Physiological signal-based biometric technology in a verification application
rather than an identification application. Actually, identification application is a
more general senior and there is an inevitable problem in discovering and identify-
ing a new user. Existing approaches can only identify trained users and fail to join a
new user into model conveniently, which limits identification application in human-
computer interaction. In this work, we propose a physiological signal-based method
for identifying both older users and new users. A deep network combining Trans-
form and LSTM is introduced to extract user-specific features. Then, one-vs-all clas-
sifier is used to identify old users and discover a new user, and the classifier is up-
dated to identify the new user without retraining whole model. Based on electrocar-
diogram (ECG) and photoplethysmography (PPG) signals in BIDMC dataset, our
method achieved an accuracy of 99.52% and 99.30% for old users, as well as
93.18% and 91.23% for a new user. Extensive experiments demonstrate the perfor-
mance in identifying old users and the effectiveness in discovering and identifying
a new user via physiological signals.
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1. Introduction

Traditional biometric identification as fingerprints [1], iris [2] and face biometric [3]
recognition technologies have been employed in identification application, but these
technologies have low recognition security and accuracy in some uncontrolled environ-
ments (such as non-frontal view face recognition). Physiological signals have high secu-
rity due to its advantages of good confidentially and inability to copy and forge. As well
as some physiological signals such as electrocardiogram (ECG) signal, photoplethys-
mography (PPG) signal, can be continuously acquired via small low-cost sensors. There-
fore, physiological signals acquisition from wearable devices provides a more secure and
efficient ways of biometric identification.

There are usually two applications for physiological signal-based biometric identi-
fication: (1) one-to-one matching: the verification is used to prove someone’s identity by
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matching the acquired features only by the person’s stored template; (2) one-to-many
matching: the identification is used to identify a user by comparing the acquired features
with all stored templates [4].

For biometric authentication based on physiological signals in real workplace, we
focus on ECG-based and PPG-based technology. For ECG biometric technique, S. I.
Safie et al.[5] proposed pulse active ratio as a feature extraction and I. Khalil et al.[6]
used Legendre polynomials based on QRS of ECG. PPG-based technology is also pro-
posed as a way for biometric identification. Fuzzy logic analysis [7] and linear discrimi-
nant analysis [8] were used to prove the feasibility of PPG-based authentication although
the accuracy is not actually well. To better identify, three features were obtained via the
autocorrelation coefficients of PPG and its derivatives in [9]. Polat K et al. [10] had even
extracted up to 40 features. Above all, template matching methods were adopted for au-
thentication by extracting designed features of these signals. However, the handcrafted
feature extraction process is complicated and tedious.

Table 1. A comprehensive comparison of some existing works. We denote the complexity of the method in
the tables as High(H), Middle(M) and Low(L). " Available Signal" denotes signals can use the method.

Ref Application Feature Extraction Expanding Available
Method Complex Method Complex Signal

[7] Verification | Handcrafted Features H Retrain M PPG
[8] Verification | Handcrafted Features H Retrain M PPG
[10] Verification | Handcrafted Features H Retrain M PPG
[11] Verification | Handcrafted Features H Retrain M ECG
[12][13] | Verification Deep Features M Retrain H PPG
[14] Verification Deep Features H Retrain H PPG
[9] Identification | Handcrafted Features H Retrain M PPG
[15] Identification Deep Features M Retrain M ECG
[16] Identification Deep Features M Retrain H ECG

Ours Identification Deep Features M Part Retrain M ECG, PPG

Recently, deep neural network has been used in classification applications since its
ability to feature self-extraction [12-13]. Dae Yon Hwang et al. [14] proposed PPSNet
for PPG-based biometric authentication. D. Jyotishi et al. [17] used HLSTM model to
the biometric representation based on ECG signal. Although these works benefit to move
away from the complexity and instability of extracting handcrafted feature, few ap-
proaches have been employed in the identification application. Distance similarity [18]
was used to discover new user, but it required setting the threshold manually. Conse-
quently, the model of most works must be retrained completely when a new user joins.
Comparison between our work and existing work is given in Table 1. Our method can
accurately identify old users and discover a new user both on ECG and PPG.
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Figure 1. Identification scenario for discovering a new user.

Therefore, this work focused on developing a method that can discover and identify
a new user without manual feature design and complete retaining for the identification
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application. Figure 1 shows the scenario of identification application. In this paper, we
propose to use Transformer-LSTM network as a feature extractor, combined with one-
vs-all classifier to discover and identify a new user, which reduce time cost of complete
retaining via updating classifier. The main contribution of this study is summarized as
follows.

e  We investigate identification application, in which discovering and identifying
anew user is taken into consideration. The problem setting is more general than
prior work and is more practical for human-computer interaction application.

e  For identification application with a new user, we introduce a deep network as
feature extractor that combine Transformer with LSTM and a one-vs-all classi-
fier identifying old users and discovering a new user. Besides, the new user can
be identified via updating classifier without retraining whole model.

e We conduct extensive experiments using both ECG and PPG signals, and the
results demonstrate the effectiveness in identification. Discovering and identi-
fying a new user is also verified with well performance.

2. Method

The overview of our proposed approach is given in Figure 2. Physiological signals are
preprocessed to eliminated noises. Then a deep network is trained based on k users’ sig-
nal data, and a one-vs-all classifier is used to identify. At the testing stage, features of
the remaining new user are extracted through feature extractor. They can be discovered
by one-vs-all classifier after inputting features. Finally, the classifier is updated by fea-
tures from a new user. More details are introduced below.
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Figure 2. Overview of our method for physiological signal-based identification. At training stage, physiolog-
ical signals are preprocessed and the feature extractor is trained. One-vs-all classifier is used to identify old
users and discover a new user. At testing stage, classifier is updated to identify the new user.

2.1. Preprocessing

To better extractor signal feature, we first preprocess physiological signals to remove
noises. For ECG signal, it is passed through a bandpass filter with a cutoff frequency
0.5Hz-40Hz to remove high frequency noise, baseline wander and power line interfer-
ence [17]. Then we follow the method in [15] to remove the noises that are present within
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0.5 Hz to 40 Hz frequency range. For PPG signal, we use the method in [19] to eliminate
noise. The training and testing sequences are extracted using a rectangular window. We
utilized cubic spline interpolation to scale it to 128 samples and form a unified input
format for deep neural networks.

2.2. Feature extraction

Inspired by works in [12-13,15], a completely data-driven approach based on Trans-
former in conjunction with LSTM was adopted to extract features from physiological
signals. Our idea is to train it as a feature extractor for identification which can be used
on multi physiological signals. The implementation details are introduced below:

1) Model Design: A signal with 128 samples is served as the input of the deep net.
Transformer layer consists of multi-head self-attention, feedforward network and skip
connecting. It is used to learn the important signal complexes for person identification.
Two LSTM layers are then used to capture the temporal features since they can address
sequential time series data and consider both the new input at the current time and the
output of the neural network in the previous time. Finally, a dense layer with 32 neurons
is used to retain the most discriminate features.

2) Optimization: We use the loss function L =L_+ AL, to train the model, where

L is center loss with parameter A [20]. And traditional softmax loss L_ is defined as:

M

where X, € |  is the i th feature, belonging to the ), th subject. d is dimension of

dxn

feature. W € | ¢ denotes the j th column of the weights IV € in the last fully

connected layer and b€ | " is the bias term. The size of minibatch and the number of

classis m and 7 . The center loss L, is given as:
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where ¢, denotes the ), th subject’s center of features.

2.3. Identification

We adopted one-vs-all classifier to transform the classification problem of multiple users
into multiple independent binary classification problems. Meanwhile, this also allows
new users to be discovered. After extracting deep feature from network, we create an
independent binary classifier for each user, where the identity label of that user is treated
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as the positive category, while the labels of other users are treated as the negative cate-
gory. Sklearn [21] is used to implement one-vs-all classifier.

When a new user joins the identification system, a new classifier is created and
trained based on the features of a new user and old users. Finally, this approach allows
us to do identification efficiently while being adaptive and able to cope with the joining
of new users.

3. Experiment and results

Two different physiological signals are discussed in experiments. The datasets used in
this work, which is called BIDMC [22-23]. BIDMC is a public dataset which was ac-
quired from critically-ill patients during hospital care at the Beth Israel Deaconess Med-
ical Centre (Boston, MA, USA). It contains 53 recording of ECG and PPG. For each user,
80% was randomly selected for training and the remaining 20% was used for testing. We
conducted the following experiments in Python using Pytorch.

Table 2. Compare identification results of old users based on ECG signals in BIDMC.

Method Subjects Application Average Accuracy (%)
[11] 12 verification 97.2
[17] 40 identification 97.4
[16] 15 identification 98.66
Ours 12 identification 99.52

Table 3. Compare identification results of old users based on PPG signals in BIDMC.

Method Subjects Application Average Accuracy (%)
[12] 12 verification 98
[9] 38 identification 89.48
[24] 50 identification 98.88
Ours 12 identification 99.30

Table 2 and Table 3 compares the results in old users among our method and other
works based on ECG and PPG signals. We trained the network to get the feature extractor
in the case of 12 subjects. We achieved the average accuracy of 99.52% based on ECG
and accuracy of 99.3% based on PPG. We also test the method on a new user’s discov-
ering and identification. Table 4 shows the average accuracy of discovering and identi-
fying a new user based on old users. In summary, our method achieves good results on
ECG and PPG signals.

Table 4. The test accuracies on discovering and identifying a new user. "Discover a New User" denotes the

percentage of an untrained user discovered as a new user. "Identify a New User" denotes the average accuracy
of reidentifying a new user after retrain classifier.

Signals Discover a New User Identify a New User
ECG 97.14 93.18
PPG 95.37 91.23

4. Conclusions

In this paper, we propose a physiological signal-based method to discover and identify a
new user. The Transformer-LSTM network is trained as the feature extractor, and one-
vs-all classifier is used to identify old users and discover a new user. Besides, we can
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update one-vs-all classifier by features of the new user to identify. We evaluated the
performance of discovering and identifying based on ECG signal and PPG signal. The
results demonstrate that our proposed method is applicable for multiple physiological
signals from wearable devices.
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