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Abstract. With the development of multi-element integration and high elastic power
grid construction, digital sensing of transmission, transformation and distribution
equipment in many new energy sources, virtual power plants and load aggregators
will be widely used. In this environment, it is urgent to build a reliable sensing
network to support its digital sensing applications such as operation state sensing,
data collection and demand management. However, due to the large number and
wide distribution of distribution equipment, there may be errors in the uploading
results of sensors. This paper proposes an efficient security detection strategy based
on K-Means algorithm, which greatly improves the information integration and
decision ability of the data center.
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1. Introduction

As the traditional transmission, transformation and distribution equipment is designed
and deployed with less consideration of upgrading and transformation needs, problems
such as inability to supply power for new modules, complex electromagnetic
environment and limited internal space of equipment appear in the process of
transformation and upgrading. As pointed out in the vision reference model IEEE smart
grid control vision: reference model for 2030 and beyond, in order to realize this vision,
research needs to be conducted to address all these challenges[1]. At present, there is an
urgent need for a communication means with extremely low power consumption, strong
anti-interference ability and flexible deployment to transform the traditional transmission,
transformation and distribution equipment and help improve the power system.
Wireless sensor network has been widely used in recent years. It can be applied to
military[2], environmental monitoring and forecasting[3], building state monitoring
[4]and other fields. At the same time, the new generation of living smart home system
developed based on smart home wireless technology makes the green home network
gradually form a complex system to handle various tasks[5]. Scientific research using
wireless sensor networks for habitat or animal monitoring is used to generate a large
amount of data that needs to be analyzed and normalized to help researchers and other
people interested in information. Managing these data and comparing it with information
from other sources and systems can help the decision-making process and trigger other
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experiments again[6]. A large number of wireless sensor networks are also used in the
fields of warehouse management, security monitoring of airports and large industrial
parks[7].

LPWAN (low power wide area network) with characteristics of low bandwidth, low
power consumption, long distance and large capacity meets the requirements of Internet
of things applications[8]. The two major LPWAN technology representatives, NB-IoT
and LoRa, are better known. Developing low-power wide area network (LPWAN)
solutions for efficient adoption, deployment and maintenance is crucial for smart
cities[9][10].

In [11], the author reviewed the rapid growth of research subjects using different
graph based deep learning models (such as graph convolution and graph attention
networks) in various problems of different types of communication networks (such as
wireless networks, wired networks and software defined networks). In [12], the author
proposes two new graph based intrusion detection solutions, which integrate the
remaining learning into GNN using the available graph information. In[13], the author
proposes a novel hierarchical adversarial attack (HAA) generation method for GNN
based intrusion detection in IoT system. An E-GraphSAGE algorithm is proposed for
network intrusion detection of the Internet of Things in[14].

This paper studies the efficient and accurate information collection of power
transmission and distribution equipment nodes based on LPWAN, and proposes an
efficient security detection strategy called ESDS based on K-Means algorithm, which
greatly improves the information integration and decision ability of the data center.

The chapter II of this paper briefly describes the network model of the proposed
algorithm strategy application, the chapter III describes the details of the algorithm in
detail, the chapter IV shows the simulation results of the algorithm, and the chapter V is
the summary of this paper.

2. System Model
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Figure 1. Schematic diagram of power Internet of things

Figure 1. is a basic schematic diagram of a city level power IoT network, which divides
different production work areas, deploys sensor network terminals respectively, and
plans technical coverage and human management according to the coverage radius of the
wireless gateway and the management area of the work area. The LPWAN wireless
gateway is connected to the LPWAN IoT core network through the internal transmission
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network of the power grid. In some remote areas, such as covering the edge suburbs,
where the internal transmission network cannot reach, the VPN network of the operator
can be connected to the LPWAN control network through 3G/4G wireless VPN tunnel
technology. And establish the [oT monitoring server to manage the data collected by the
IoT, and the information security server to manage all the data information to ensure the
information security of the monitoring network. The monitoring center accesses the
control network through the internal network to obtain the concerned equipment state
information and environment state information in real time.

The power system digital sensing network is composed of a large number of wireless
sensor nodes deployed in the monitoring area. It is a multi hop self-organizing network
system formed by wireless communication. Its purpose is to monitor, sense and collect
the information of various sensing objects in the network coverage area and process the
information. Because there are many nodes in the wireless sensor network and the setting
range is wide, in the power grid application, the data transmission needs to ensure the
accuracy of the data, and at the same time, considering the impact of security, the data
judgment center is designed at the central node to comprehensively judge the data
uploaded by each node, so as to eliminate the sensor nodes that have failed or been
attacked.

3. Data Fusion Algorithm Based on K-Means Introduction

Because there are many nodes in the power system digital sensor network, and the setting
range is wide, and it is necessary to maintain the long-term stable operation of the system.
At the same time, in power grid applications, the data transmission equipment is required
to work normally in extreme weather environments such as cold or hot weather, so the
accuracy of the new power system digital sensor network is extremely high, especially
in the case of equipment overheating, In order to ensure the efficiency and accuracy of
the system, the system classifies and eliminates the sensor terminals that have failed and
have low accuracy in the process of information collection and transmission.

3.1. Reputation value establishment

Firstly, the detection level of each sensor node is obtained by comparing the results
uploaded by each sensor node with the actual results, and the beta reputation system is
used to evaluate it. Beta reputation system allocates reputation to members through beta
distribution function. Use x to indicate that the sensor has correctly transmitted the
collected information, » to indicate that the sensor has not successfully collected the
information or transmitted the wrong collection results, let 7 denote the number of times
of event x and S denote the number of times of event y , then the probability of
occurrence of x in the two events follows the beta distribution, and the probability
density function is:

F(a+ﬁ) -1
fpla,p)y=—""-p°

F(@'(p)

where, T'() is the gamma function, @ =r+1, f=s+1in the beta distribution,

1-p)*! (1)

and the expectation of event x is
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3.2. The implementation of K-Means algorithm

The historical information uploaded by each sensor node is summarized and counted
through the beta reputation system, and then the K-Means clustering algorithm is used
to classify each sensor node, so as to eliminate the sensor nodes that have failed and have
low accuracy. Figure 2. shows the implem\entation steps of K-Means algorithm.

‘ Start ‘
\ J

]

Select K samples randomly as clustering centers

]

Each sample was clustered to its nearest cluster
center to form K clusters

]

The average cluster center of each cluster was
calculated to replace the original cluster center

Whether the cluster ™
__center has changed -~

Figure 2. The implementation steps of K-Means algorithm
The specific description of the above steps is as follows:
Step 1: For spatial data set X ={X,,...,X,,...X,}, k values CI,CZ,...,Cj,...,Ck

are randomly selected as the initial clustering center, and the data shall meet the
following conditions:

X =UC(i=1,2,..k) 3)
C,#D(i=12,..,k) (4)
CNC, #D(i=12,.. ki # ) )

Step 2: Calculate the Euclidean distance from sample X; to each cluster center C

cluster each sample to its nearest cluster center C;, and form k clusters.
n
. 2
Dy =min; _; {Z(xi —¢;)"} (6)
i

Step 3 : Recalculate the average cluster center of K clusters, and replace the original
cluster center with the new average cluster center.

1

eCj

Step 4 : Repeat steps 2 and 3 until the clustering center is unchanged or basically
unchanged.
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4. Simulation Result

In this paper, MATLAB software is used to simulate and design an ad hoc network with
10 wireless sensor nodes. Among them, 8 sensor nodes can still be used normally, but 2
sensor nodes cannot collect information. Due to the damage and transmission
environment, the collected information transmitted by 2 sensor nodes to the data center
is wrong. The data center collects the information uploaded by all sensor nodes, performs
data fusion, compares it with the actual state of each environment, obtains the final
detection probability, and evaluates the working state and detection level of each sensor.

The simulation diagram is as follows:
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Figure 4. Real time Detection Probability

Figure 3. Real time Detection Probability
Simulation Result(15 nodes

Simulation Result(10 nodes)

In Figure 3., due to the existence of sensing nodes that fail and upload erroneous
data, when the traditional "AND" criterion is used to fuse the statistical data, the accuracy
is low, and the detection probability is only 10%. When using the "K-Out-Of-N" criterion
to judge in the data center, the detection level of the system can be greatly improved. The
detection algorithm using K-Means algorithm for classification proposed in this paper is
improved by 10% on the basis of "K-Out-Of-N" criterion algorithm. This is because
before the data judgment, the K-Means algorithm is used to classify the failed and low
accuracy perceptual nodes and normal perceptual nodes by summarizing and classifying
the historical collected information of each perceptual node, and different judgment
weights are given in the final data fusion, so as to achieve efficient and accurate digital
perception.

It can be found from the simulation in Figure 4. that when the number of sensor
nodes in the core network reaches 15, the complexity of information to be processed
increases due to the large number of loaded nodes, the difficulty of data center decision
increases. At this time, the algorithm proposed in this paper still has advantages in the

final data decision.

5. Conclusion

In this paper, the K-Means algorithm is used to eliminate the sensor nodes that have
failed or have low accuracy, thus increasing the decision level of the final data center.
By using the digital sensing network model proposed in this paper, the operation state
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and information collection of transmission, transformation and distribution equipment in
the power system can be effectively and accurately sensed, so as to improve the
intelligent level of the power system.
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