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Abstract. The paper introduces the Cryptography Digital Ecosystem concept and
describes the rationale for its implementation. A checklists approach is offered to
ensure efficient and high-quality ecosystem deployment and helps to ensure
consistency and completeness of necessary tasks. A collection of checklists are
indicated, which have been analytically developed based on extensive analysis of
public literature regarding the development of quantum encryption solutions and
adequate compliance with the solution requirements.
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1. Introduction

An important research topic of the University of Latvia Centre for Quantum Computing
Science is quantum computing: the theoretical aspects of quantum information including
quantum algorithms, computational complexity, communications, and cryptography.

As solutions of the practical application of quantum computing are in the nearest
future, the strategy of the Institute of Mathematics and Computer Science of the
University of Latvia (IMCS UL) is to use quantum technologies that can be applied now
and immediately.

The activity of IMCS UL was concentrated in quantum communications and
encryption (quantum encryption) applications.

IMCS UL started the development of quantum cryptography research topics in 2019
with the purchase and operational testing of Clavis 3 from ID Quantique
(https://www.idquantique.com). In order to develop the research of quantum
cryptography at the institute, close research cooperation has been established with
industry: the State Joint Stock Company “Latvijas Valsts radio un televizijas centrs”
LVRTC (www.lvrtc.lv), mobile operator LMT (www.lmt.lv), telecommunication
company TET (www.tet.lv), and the Electronic Communications Office of Latvia
(www.vases.lv). Currently, QKD technology has been tested in LVRTC and LMT fibre
infrastructure. The necessity of research is related to development of strategy for
introducing a new comprehensive technology that could influence very different aspects
and players of our everyday lives. The chosen research method is conceptual analysis. It
includes data exploration gathered through literature research, in. The research strategy
includes comparison and assessment of a different interpretation in theoretical research
and its reflection on real situations analysed in the implementation of the European
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Regional Development Fund project “Applications of quantum cryptography devices
and software solutions in computational infrastructure framework in Latvia”, Project ID
number 1.1.1.1/20/A/106 (01.06.2021-30.11.2023).

In this paper authors describe in detail the topics and tasks for deploying a
cryptography digital ecosystem strategy.

2. Digital Ecosystem Concept

The word ‘ecosystem’ was first used in print by A.G. Tansley in 1935 [1]. In literature,
you can find different ecosystem establishing models: on the basis of business relations
and services [2, 3], and ecosystem models in higher education [4].

Various Ecosystem Analogies are indicated in a summary report [3]:

Biological Ecosystem
Industrial Ecosystem
Economy as an Ecosystem
e Digital Business Ecosystem
e  Social Ecosystem.

The introduction of Digital Ecosystem concept started in 2000 at the World
Economic Forum [5]. The concept was solidified in subsequent conferences and
publications.

We follow the principles set forth by the World Economic Forum [5]:

e The digital renaissance and the global digital ecosystem
e  Putting people at technology's heart
e  Sustainability.

3. Cryptography Digital Ecosystem Concept

We deploy a Cryptography Digital Ecosystem model in connection with ICT cyber
security and cryptography as a central technological solution for ICT security.
Cryptography Digital Ecosystem community cooperation partners are bound
together by purposeful action, ensuring a higher level of cyber security in the
environment, introduction of safer cryptography tools in the economy, and intensified
replacement of classic cryptography solutions with post-quantum cryptography (PQC)
secure tools.
We will distinguish three layers in the concept:
e  Operational objectives layer: cybersecurity, cryptography
e Community and cooperation partners: research institutions, industry,
cryptography use case, certification and accreditation standardization
institutions (OSI, ETSI, NIST etc.), university education programs, technology
producers (QKD, QRNG, chips, software)
e Ecosystem deployment orchestration and attracting an ecosystem partner layer:
CERT, ENISA, legislation, PQC maturity assessment, best practice policy,
survey, checklists collection
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Cryptography Digital Ecosystem is characterized by the aspects required in [6]:
Complexity, Self-organization, Emergence, Co-evolution, Adaptation. The model
corresponds to the innovation ecosystem type.

4. Digital Cryptography Ecosystem Deployment Orchestrating

Cryptography digital ecosystem deployment orchestration requires several support
activities to promote community partner collaboration. Analyzing the extensive literature
and practice on cryptography, the authors identify the pillars of support activities: 1)
follow CERT and ENISA recommendations, 2) follow standardization organizations
ETSI, NIST requirements in cryptography, 3) follow and implement new innovative
cryptography solutions, including technology mail stones as Quantum Key Distribution
(QKD), Quantum Random Number Generation (QRNG), Post-Quantum Cryptography
(PQC) solutions etc. We recommend to provide a maturity test of system readiness to
PQC.

4.1. CERT, ENISA Recommendations Deployment Pillar

A computer emergency response team CERT (CERT or CSIRT with small differences)
is a trademarked term to monitor and track security incidents in the country, industry or
corporate networks. CERT units are networked for mutual coordinated cooperation, for
example, in networks and cooperation partnerships such as the CSIRTs Network (CNW)
(https://csirtsnetwork.eu), the European Government CSIRTs Group (EGC) (https://egc-
group.org), FIRST (https://www.first.org), Trusted Introducer (https://www.trusted-
introducer.org), EU  ENISA, the EU Agency for Cybersecurity
(https://www.enisa.europa.eu) , and the NATO Computer Incident Response Capability
(NCIRC) as a part of the NATO Communications and Information Agency (see:
https://www.nato.int/nato_static_f12014/assets/pdf/2021/4/pdf/2104-factsheet-cyber-
defence-en.pdf).

Practically every member state of the European Union has one or more CERT units.
CERT units promote information technology (IT) security solutions, including
cryptography technology applications. The activity of CERT is a big umbrella for the
development of cryptographic tasks and solutions for the cryptography digital ecosystem
deployment.

ENISA, the EU Agency for Cybersecurity analyses the situation with cyber security
in EU countries, evaluates technological solutions, including cryptography, and provides
innovative recommendations for EU member states. Since 2013, ENISA has published
an annual document “ENISA THREAT LANDSCAPE” [7] with summary news about
the cyber security situation. In a similar way, the authors of the manual want to establish
an overview of the use of cryptography as the main solution for ensuring cyber security
in Latvia. ENISA has accumulated rich experience in the preparation of relevant
documents over many years and has formalised the document preparation process by
preparing a methodology intended for similar action [8].

ENISA provides recommendations for policy makers, risk managers and
information security professionals in the field of cyber security up-to-date, but we focus
more on one of the components of the implementation of cyber capability — cryptography.
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4.2. Maturity Assessment Model

The concept of digital maturity is often used in ICT management. It is the basis of a
methodology that aims to help people assess the effectiveness in a digital transformation
process. Collapse of classical cryptography in the quantum computing era prompts us to
hastily switch to quantum secure cryptography, and therefore we recommend to perform
a maturity test for the readiness of the system for PQC solutions, for example, [9,10].

4.3. Institutional Cryptography Strategy, Risk Management, Good Practice Crypto
Policy Development Pillar

Support for cryptography digital ecosystem deployment orchestration can be provided
by institutional cryptography strategy, risk management, and good practice crypto policy
[11].

In order to write a high-quality policy and good practice document, it is necessary
to be familiar with cryptography, the experience gained in other institutions and their
recommendations, the results of numerous questionnaires and monitoring of the situation.

4.4. Pillar of Checklists Approach as a Proof of Quality of Ecosystem Maturity
Assessment Model

The Wikipedia explains the typical use of the term Checklist, “A checklist is a form of
job support used to reduce failure by compensating for potential limitations of human
memory and attention. This helps ensure consistency and completeness in the task. A
basic example is am ‘to-do list’. The primary task of the checklist is to document the task
and compare the documentation” [12].

The checklists approach is described in our manual for cryptography deployment as
a tool to qualitatively implement necessary tasks.

Checklists help for Cryptography digital ecosystem deployment composition and
decomposition, modelling organizational decision processes.

Checklists have been developed by analytically gathering the relevance (in the authors’
point of view) of documents available in the public space appropriately to crypto
solutions and their implementation, requirements methodology and other issues.

The Digital Ecosystem Framework is organized around three separate, overlapping
pillars: Digital Society, Rights, and Governance. And it encompasses four cross-cutting
topics: Inclusion, Cybersecurity, Emerging technologies, and Geopolitical Positioning.
Each checklist contains questions that cover cryptography application tasks and available
WEB links to such specific checklists in detail. By thoroughly analyzing the public
literature, the employee responsible for the cryptosystem implementation can adapt
checklists to his needs and include the necessary tasks and executable topics.

Checklists cover tasks presented in the manual:

Compliance of the cryptography solution with standards (ETSI, ISO, NIST)
Cryptography solution accreditation tasks

Migration of cryptographic solutions to post-quantum cryptography (PQC)
Cryptographic solutions evaluation according to PQC Maturity Assessment
Model

Institutions crypto policy good practice evaluation

e  Software security requirements checklist
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e  Checkpoint Microsoft Azure Security Best Practices checklist

e The University of Toronto checklists for cryptography and information
classification and protection

e SANS, Amazon (AWS), Microsoft (Azure), Google (GCP) security checklists,

e  Security checklists for system requirements

e  Checklist for the cryptography designer at the institution

e  Checklist when hiring a cryptography specialist.

Conceptually very close are a terms checklist, survey, and questionnaire. The
questionnaire and the checklist applies to clarifying the situation on the subject under
consideration, but the purpose of the checklist is to assess the current reality, while a
questionnaire often gives clarity on the future [13], for example, discussion [14].

4.5. Digital Cryptography Ecosystem Deployment Manual

Cryptography covers an important and very broad spectrum of issues and tasks and
cryptography digital ecosystem deployment must cover this wide range of tasks. To
describe the existing situation in Latvia we developed the manual for Cryptography
digital ecosystem deployment. www.lumii.lv uses a specific “Point of View” (POW)
(users POW, industry POW, technology POW) according to the definition of Point of
View terms in [15] and [16].

The content of the manual is described in the manner of “State of the Art” [17].

Ecosystem deployment and cryptography applications are expanding and improving
the quality of practical ICT security. The manual contains recommended methodologies
for Cryptography Digital Ecosystem deployment implementers.

In preparing the manual, we have widely used ENISA's recommendations and
publications, however, the content presentation style is more general, based on the
above-mentioned approaches — changing the content presentation style from “landscape”
to “point of view” and “state of the art”.

The considered manual does not follow the use of a checklist or questionnaire: it
describes only a task/topic that can be transformed into either a questionnaire or a
checklist.

5. Cryptography Digital Ecosystem Deployment Model Rationale

For justification, we will cite three arguments that indicate the practical possibility of
Cryptography Digital Ecosystem deployment: geographic area (Latvia in EU), adequate
level of knowledge in the cryptography field and available financing.

We define the digital ecosystem vertically (ecosystem status, in our case: EU level
or national level) and horizontally — defining the boundaries that include technology
(cryptography, in our case: ICT security and cryptography as practical instrument for
security needs).

We will base the compliance model of the digital ecosystem of cryptography on the
following features:

e  Cryptography is widely used technology. With the growing importance of cyber
security, the widespread use of cryptography in technological platforms and
security solutions is predicted;
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e There are several arguments to include cryptography in General Purpose
Technology line [18]; Compliance of the cryptography solution with standards
(ETSI, ISO, NIST) Migration of cryptographic solutions to post-quantum
cryptography (PQC)
e Quantum cryptography as an EU development strategy has high priority,
defined in the European Union (EU) Digital Europe Programme 2021-2027
(DEP) [19] and justification for sufficient knowledge and available financing
source: QKD National Backbone Deployment and IPCEI on Next Generation
Cloud Infrastructure and Services (IPCEI-CIS) Secure Priority.
We deploy a Cryptography Digital Ecosystem model in connection with ICT cyber
security and cryptography as a central technological solution for ICT security.
In order to intensify the practical implementation of quantum cryptography in the
country, we propose to base the development strategy on the Cryptography Digital
Ecosystem concept.

5.1. QKD National Backbone Deployment

The objective of the Digital Europe Program (DEP) [19] is to ensure the wide use of
digital technologies across the economy and society. DEP provides funding for projects
in supercomputing, artificial intelligence, cybersecurity and advanced digital skills and
the aim of the program is to connect digital technology research and market deployment.
In this paper we will focus on cryptography, quantum cryptography and quantum
communications as one of the methods to insure cyber security.

In 2019, EU countries signed a declaration to explore together and deploy a quantum
communication infrastructure (QCI) within the initiative EuroQCI.

In 2022, the EU announced three Calls as part of the initiative:

e The digital renaissance and the global digital ecosystem. DIGITAL-2021-QCI-
01-DEPLOY-NATIONAL

e C(Create a European industrial ecosystem for secure QCI technologies and
systems, DIGITAL-2021-QCI-01-INDUSTRIAL

e  Coordinate the first deployment of national EuroQCI projects and prepare the
large-scale QKD testing and certification infrastructure, DIGITAL-2021-QCI-
01-EUROQCI-QKD.

In the EuroQCI initiative, partners from Latvia (LVRTC, IMCS UL, TET and
VASES) have presented Project LATQN and received an EU grant for development of
a national QKD (Quantum Key Distribution) network backbone as secure/restricted
networking part and deployment of public QKD backbone part.

5.2. IPCEI on Next Generation Cloud Infrastructure and Services (IPCEI-CIS) Secure
Priority

The European Commission has set up a Strategic Forum for Important Projects of
Common European Interest (IPCEI). IPCEI is an EU initiative of DEP and represents a
very important contribution to economic growth, jobs and competitiveness for the
Union’s industry and economy. IPCEI aims is to create a common cloud and edge
infrastructure and its associated smart services for the future. IMCS UL's interest is
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directed at secure Cloud solutions, based on cryptography/quantum cryptography
solutions.

The digital ecosystem concept is strongly related to society’s needs. Development
of national level digital ecosystem frame limits are influenced by society, the political
and economic system of the EU.

The development of a large digital ecosystem depends on decisions made and
funding tenders announced. As a rule, the creation of a national digital system is based
on several (many) participations in tenders, funding sources and several technological
components. We believe that the national ecosystem is created iteratively and is actually
based on the evaluation of the EU society in advance, taking into account political and
economic decisions.

6. Conclusions

1. The authors move forward the Cryptography national digital ecosystem deployment
concept. In the view of the authors, this corresponds to DEP on QKD national backbone
and international connectivity of these backbones.

2. An example of a national ecosystem readiness concept has been developed.

3. Recommended Cryptography digital Ecosystem deployment concepts that must be
analysed: networking protocols, QKD networking, QKD in OSI layer protocols, research
priorities, crypto in universities education curricula, PQC maturity, ecosystem
deployment strategy and risks, standardisation rolling plan, checklists [20].

4. The checklists approach is offered to ensure efficient and high-quality ecosystem
deployment, helping to ensure consistency and completeness of necessary tasks.
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