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Abstract. Accountable authority identity-based encryption (A-IBE) is an extension
of identity-based encryption (IBE) in which private key’s source can be traced, i.e.,
whether the key comes from a private key generator or a user. SM9 is an official
cryptography standard of China which defines a practical IBE scheme. In this pa-
per, we construct a practical A-IBE scheme from the SM9-IBE scheme. Our A-IBE
scheme has public traceability and is proven secure if the based SM9-IBE scheme
is secure. Compared with other A-IBE schemes, our A-IBE scheme has better effi-
ciency in encryption and decryption.
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1. Introduction

Identity-based encryption (IBE) [1] was proposed to simplify the public-key infrastruc-
ture. Unlike traditional public key encryption, any meaningful strings related to a user’s
identity, such as IP address, e-mail address, phone number or ID number, can be used to
form a public key. Messages can be encrypted to any identity, but the ciphertext can only
be decrypted by the owner of the target identity.

Though IBE has many appealing advantages, it has an inherent problem called key
escrow. A trusted authority named as private key generator(PKG) exists in an IBE scheme
which selects the system parameters, generates master keys and all users’ private keys.
If a private key is used for illegal purposes, it is hard to distinguish this key comes from
the PKG or the user.

The key escrow problem is hard to solve until Goyal [2] introduced the concept of
accountable authority IBE (A-IBE). In A-IBE schemes, to obtain his own private key,
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the user should run a interactive key generation protocol with the PKG. Only the user
knows the generated private key. If the PKG is dishonest and generates another key for
malicious usage, we can use an additional tracing algorithm to catch it and sue it in the
court of law.

SM9 [3] is an official cryptography standard of China in which a set of pairing-based
cryptographic schemes from pairings are defined, including identity-based encryption,
digital signature, authenticated key exchange protocol and one recommended 256-bit
BN curve. SM9 can be implemented in different platforms and it has better computation
efficiency and shorter ciphertext than three other schemes included in ISO/IEC 18033-
5 [4]. Nowadays, the International Organization for Standardization adopts the signature
scheme and the encryption scheme of SM9 as ISO/IEC 14888-3:2018 [5] and ISO/IEC
18033-5 [6], respectively.

Our Contribution. In our paper, we build a new A-IBE scheme based on the SM9-
IBE scheme. As a result, our A-IBE scheme conforms to the Chinese standard and the
international standard since the based SM9-IBE scheme is standard. To the best of our
knowledge, it is the first A-IBE scheme which is compatible with the Chinese crypto-
graphic standard. Our A-IBE scheme has public traceability, i.e., everyone can trace the
source of a decryption key with the help of a public tracing key. Furthermore, it is se-
cure and efficient. Our A-IBE scheme is proven secure if the based SM9-IBE scheme is
secure. Analysis shows that our A-IBE scheme has better efficiency in encryption and
decryption than other A-IBE schemes, which is very important for current online appli-
cations.

Related Works. Goyal [2] first introduced the notion of A-IBE and he proposed a
white-box A-IBE scheme and a weak black-box A-IBE scheme, respectively. Goyal et
al. [7] presented the first full black-box A-IBE scheme. A weak black-box A-IBE scheme
was proposed by Libert and Vergnaud [8] in which the private keys and ciphertexts have
constant sizes. Lai et al. [9] proposed the first A-IBE scheme with public traceability
in which the tracing key is public and anyone can trace a decryption key. Two generic
constructions of A-IBE were proposed by Sahai and Seyalioglu [10], Kiayias and Tang
[11] respectively. The former is full black-box secure while the latter is weak black-box
secure. To achieve full and efficient black-box A-IBE, Zhao et al. [12] presented a new
generic construction and gave an efficient instantiation from Park-Lee IBE scheme [13].
Recently, Zhao et al. [14] and Zhao et al. [15] extend A-IBE to accountable authority
identity-based broadcast encryption and accountable authority identity-based revocable
encryption, respectively.

Organization. The rest of this paper is organized as follows. Some necessary
background knowledge is provided in Section 2. We first propose a modified SM9-IBE
scheme in Section 3. Based on this modified SM9-IBE scheme, we then propose a new
A-IBE scheme and prove its security in Section 4. Next we give a brief analysis for our
A-IBE scheme in Section 5. In Section 6 the paper is concluded with future work.

2. Preliminaries

Definition 2.1. Let G|, Gy be two additive cyclic group and Gt be a multiplicative
groups and they all have prime order N. Let P, be a generator of G| while P, be a
generator of Gy. Let e : G| X Gy — Gr be a bilinear map which satisfies the following
properties:
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(i) Vx,y € Zn, e([x]P1, [y|P2) = e(P2, P,)™ (Bilinearity).
(ii) e(Py,Py) # 1 (Non-degeneracy).

We assume that the bilinear map e : G| X G, — Gy and the group operation in G|
and Gy can be computed efficiently. We also assume that (N,G,G2,Gr,e,P,P;) can
be obtained by an efficient algorithm 4 which takes a system security parameter A as
input.

If there exists an isomorphism between G and G (or G equals to ), we say that
the bilinear groups are symmetric. Symmetric groups are easier to describe the construc-
tion of a scheme but have less computation efficiency than asymmetric groups.

The following four algorithms are included in an IBE scheme: the Setup algorithm
for system setup, the KeyGen algorithm to generate private keys, the Encrypt algorithm
to encrypt messages, and the Decrypt algorithm to decrypt ciphertext. The accountable
authority IBE scheme has two extra algorithms: Trace algorithm is used to trace a de-
cryption box Dp whether it is generated from the PKG or the user with the help of the
public tracing token list, and Judge algorithm is used to judge a tracing key for some
identity or not.

The CPA security or semantic security game defined for IBE schemes consists of
five stages: Setup, Query Phase 1, 2, Challenge and Guess. The adversary submits a
challenging identity ID* and two equal-length messages M, M, at the Challenge stage
and can query any identities in Query Phase 1, 2 except the challenging identity. Fi-
nally at the Guess stage the adversary will be returned a ciphertext encrypted to ID* and
My, where p € {0,1} is random. The adversary should give a guess u’ of 1 and his ad-
vantage is |Pr[p’ = u] — %| An IBE scheme is semantically secure if no p.p.t adversary
has non-negligible advantage in winning the above game. A-IBE has two extra security
definitions called DishonestPKG security which is used to trace whether a decryption
box(white-box or black-box) is generated by the PKG, while DishonestUser security is
used to prove that nobody except the key owner can produce a valid decryption box.

3. A Modified SM9-IBE Scheme

We present a modified SM9-IBE scheme in this section. Compared with the original
SM9-IBE scheme, we simplify the encryption and the decryption algorithm. This mod-
ified scheme has only semantic (CPA) security, while the initial SM9-IBE scheme is
CCA2 secure. We use this modified scheme because in the security proof we would
modify the original SM9-IBE ciphertext to a valid A-IBE ciphertext. However, this is
infeasible since the original SM9-IBE scheme has an integrity check for its ciphertext.
Let H, () be a cryptographic hash function and hid be the identifier of the encryption
private key generating function, we propose the modified SM9-IBE scheme as follows.

« Setup(1%): The algorithm gets public parameter PP = (N,Gy, Gy, Gr, P ,Ps, €)
from ¢(A). It randomly chooses an integer ke € [I,N — 1], computes Py =
[ke]Py and Q = e(Ppyp—., P»). The public key is PK = (PP, P,,;—., Q) and the mas-
ter secret key MSK is ke.

* KeyGen(MSK, ID): The algorithm first computes t; = H, (ID||hid,N) + ke. If t; =
0, it runs the Setup algorithm again. Otherwise, it computes t, = ke -, Vand K =
[2] P5. The private key for ID is SKp = (K).
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* Encrypt(PK,M € Gr,|D): The algorithm randomly chooses an integer s € [1,N —
1] and computes Qip = [H| (ID||hid,N)|P; + Pyyup—.. It then computes C; = [s]Qip
and C = M - Q. The ciphertext is CT)p = (C,C}).

* Decrypt(CTip = (C,C1),SKip = (K)): The algorithm computes ¥ = ¢(Cj,K) and
the message M is recovered as C-Y !

Theorem 3.1. The modified SM9-IBE scheme is semantically secure.

The proof of this theorem is similar to the proof of the original SM9-IBE scheme
except using the decryption oracle [4], so the concrete proof is omitted due to space
limitation.

4. Our A-IBE Scheme
4.1. Description

We propose our A-IBE scheme which has public traceability as follows:

* Setup(1*): The algorithm first gets public parameter PP = (N,G1,G,Gr, Py, P, e)
from ¢(A). It chooses two random integers ke, & € [1,N — 1], computes Pyup—q =
[&]Py, Poup—e = [ke|Py, Ppup—; = [ke - a]Py and Q = e(Pyup—e, P>). The public key
PK is (PP, Ppup—a, Ppub—e, Ppub—t,2) and the master secret key MSK is (ke, ).

* KeyGen(MSK, ID): The PKG interacts with a user U for identify ID in the fol-
lowing protocol to generate key.

(i) U first randomly chooses r € [1,N — 1]. Next, U computes R = [r]P, and
sends it to the PKG. It runs an interactive zero-knowledge proof of knowl-
edge (ZK-POK) with the PKG for the discrete log of R with respect to P;.

(i) PKG checks that the validity of the ZK-POK and it will abort if the check
fails. Otherwise, the PKG randomly picks two integers ¢,7 € [1,N — 1] and
sends (R',r,K',Q',8',V’) to U, where

ke
H,(ID||hid,N) + ke

R =[a]R=[r-a]Py,K = P —[t-alP,,

QO =[t-a]R+[F-alp,S =[t|p,V' =[t-a]P,.
(iii) U checks the validity of the following three equations:

e(Poub—1,R) = e(Ppup—e,R') (1)

e([Hy(ID||hid,N)|P; + Py, K')

2
= e(Ppup—e, P2) - e([Hi (ID||hid ,N)|Ppup—q + Ppuv—1,S')
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e(P1,Q) = e(V',R)-e(Ppupa, P2) 3)

U will abort if the check fails. Otherwise, the decryption key SKp is (rip, K),
where rip = r//r and

= ke +r—/ ol P
= |H,(ID||hid,N) + ke ' r >

K=K+

(iv) U sends Rip = e([H;(ID||hid,N)|Pypup—a + Ppup—s,P>)""P and interacts with
the PKG for a zero-knowledge proof ZK{(rp,K) : Rip = e(Ppup—1,P2)"° A
e([H1(|D||hid,N)]P1 +Ppub—e7K) = e(Ppub_e,Pz) ~R|D} with the PKG.

(v) PKG verifies the ZK proof. If the check fails, it will abort. Finally the tracing
key fip = (ID,Rip) is added to a public tracing key list ¢

* Encrypt(PK, M, ID): The algorithm randomly chooses an integer s € [1,N — 1]
and computes Q\p = [H;(ID||hid,N)|Pi + Ppup—.. It then computes Z; = [s]Qip
and C = M - Q* and Z, = e([H, (ID||hid,N)|Ppup—q + Ppup—s, P>)*. The ciphertext
CTp is (C,Z1,Z7).

e Decrypt(CTip = (C,Z1,Z,),SKip = (rp,K)): The algorithm computes ¥ =
¢(Cy,K) and the message M is recovered as C- Y~ - C)°.

* Trace(PK,ID,.7 % ,Dp): Let Djp be an e—useful decryption box. The algorithm
will abort if the tuple (ID,R|p) isn’t in the list of public tracing keys & ¢ . It then
runs the following steps.

(1) Let ctr = 0 be a counter. The following steps are repeated for 84 /¢ times:

- Choose two random integers s,s" € [I,N — 1] and s # 5.
- Compute Qip = [H; (ID||hid,N)]Pi + Ppyp—e.
- A random message M is randomly chosen in Gr. Compute Z; = [s]Qip,
7, = e([H, (ID|[hid,N)|Pyutp—a + Pyup—1, P2)* » and C = M - Q5 - RS ™)
- The ciphertext CT = (C,Z,7Z,) is put into Dip. Let Dp’s output be M'. If
M=M, ctr=ctr+1.
(ii) The output is PKG if ctr = 0. If ctr # 0, the output is User.
* Judge: Assume that U has identity ID. He interacts with a judge in the following
protocol.
(i) Let SKip = (np,K) be the user’s decryption key. U first sets Rp =
e(Ppup—1,P>)""0. U then sends Rp and interacts with the judge for a ZK
proof ZK{(r|D7K) :Rp = e(Ppub,l,Pz)r'D A e([H1(|DHhid,N)]P1 +

Ppub—evK) = e(Ppub—eyPZ) “Rip.
(i) The judge verifies the ZK proof. If the check fails, he will abort. Finally

fip = (ID,Rp) is accepted as U’s public tracing key by the judge.
Correctness.

ke

e(Cr.K)" = (s (i (ID||hid. N) +ke)|Pr [ i

+np-a]Py) !

_ e(Pl’P2>fs-kefs-r|D-(H1(IDHhid7N)+ke)-a
C;ID _ e(Pl7P2)s-r|D-(H1(IDHhid,N)Jrke)-Ot

C'e(C1,K)_1 ,CSID :M'é’(Pl,Pz)s'ke'e(Plva)_S'ke - M.
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4.2. Security

Theorem 4.1. If the modified SM9-IBE scheme is semantically secure, then our A-IBE
scheme is also semantically secure.

Proof. We will show that we can construct algorithm %8 which breaks the modified SM9-
IBE scheme based on an adversary .« which can break our A-IBE scheme. 4 is con-
structed as follows.

Setup. At first the challenger % outputs the public key of the modified SM9-IBE scheme
PK' = {PP, P,up—c, Q@ = e(Ppup—e, P>)} and sends it to . % randomly chooses an
integer o € [N — 1], computes Py = (Ppup—e)*, Ppub—a = [@]Py. The new public
key PK is {e,P,P2, Pyup—a> Poub—e> Ppur—s» Q} and {a} is kept secret. ThenPK
is published to 7. Note that the master key of the original SM9-IBE scheme is
unknown to A.

Query Phase 1. An identity ID is submitted by o7 € returns % the private key for ID
SK|p = (Ko). Then £ interacts with </ in the following protocol.

(i) & firstrandomly chooses r € [1,N — 1] and computes R = [r]P;. It then sends
R and interacts with Z for a ZK-POK of the discrete log of R in respect of
P.

(ii) £ verifies the ZK-POK. It will aborts if the check fails. % randomly chooses
two integers 1,7 € [I,N — 1] and sends (R', ¥/, K, 0, §', V') to U, where
R=[a]R, K =Ky—[t-alP, Q' =[t-]R+[F - a|P, S =[t]P, and V' =
[t . Ot]Pl.

(iii) <7 checks whether Equations 1, 2 and 3 hold or not. &7 will abort if the check
fails. .7 sets SK\p = (rp,K), where rp = ¥/ /r and K = K’ + [r~1]Q’.

(iv) o/ sends Rip = e([H;(ID||hid,N)|Pyup—a + Ppup—t,P2)"® to % and in-
teracts with % for a ZK proof ZK{(rp,K) : Rp = e(Ppup—s,P2)"® A
6‘([1‘11 (|D||hld,N)]P1 +Ppub7e7K) = e(Ppubfe,PZ) ~R|D}.

(v) A verifies the ZK proof. If the check fails, he will abort. Finally #p =
(ID,Rp) for the identify ID is added to the public tracing key list 7.7 .

Challenge. Let ID* be a challenging identity and My, M) be two equal-length messages
submitted by 7. % forwards ID* and My, M; to ¢ and is returned CT' = (C,Z,)
for some message My (i € {0,1}). It computes Z = e(Z, [ot]P>).

Query Phase 2. .7 can query like in Query Phase 1 except ID*.

Guess. % outputs the guess ’ based on o7’s guess (' of (.

From above we can find that the advantage of &/ equals to 4, so if the advantage
for o7 to break our A-IBE scheme is non-negligible, the advantage for % to break the
modified SM9-IBE scheme is non-negligible. Hence, according to Theorem 3.1, this
theorem is established. O

The following modified DDH-2 assumption is used to prove the DishonestPKG
security of our A-IBE scheme.
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Definition 4.1. Let a,b are two random integers in [1,N — 1] and Z be randomly chosen
in Gr. Let D= {[a]P>,[1/a]Py,e(Py,P)"}. For an algorithm <7, we define its advantage
to break the modified DDH-2 assumption to be

[Pr[er (D, e(Pr, Py)P/e) = 1]~ Prle# (D, 2) = 1]

For any p.p.t algorithm, if its advantage to break the modified DDH-2 assumption is
non-negligible, we say that the modified DDH-2 assumption holds.

Theorem 4.2. Under the modified DDH-2 assumption, our A-IBE scheme is Dishon-
estPKG secure.

Proof. Assume that the adversary 7 can break the DishonestPKG security of our A-IBE
scheme. This means .2 can produce a valid decryption box D\p with Trace(PK, D, 7 ¢,
Dyp) = User. We can construct a new algorithm % based on .o to break the modified
DDH-2 assumption.

Z# receives an instance of the modified DDH-2 assumption ([a]Ps, [1/a]Ps,
e(Py,P>)?, T) and tries to decide whether T = e(Py,P»)?/ or not. <7 interacts with % as
follows.

Setup. The public key PK = (PP, Py, Ppup—es Ppup—s» ) and a challenge identity ID*
is sent from 27 to 4.

Key Generation. The key for ID* is generated between % and </ from the following

steps. First it computes R = [a]P; and sends it to 7. Then & plays a ZK-PoK proof
with &7 for the discrete log of R in respect of P». Though £ doesn’t know a, he
can simulate the right ZK-PoK proof. Then, & receives (R',r,K',Q’,S", V') from
/. A checks whether Equations 1, 2 and 3 hold or not. If no, & aborts. The de-
cryption key SKp = (rip+,K) for ID* is set as (¥ /a, m + ’;l . a} P,)
(but unknown to %).
Next Z sends Rip+ = e([H; (ID||hid,N)|Ppup—q + Ppup—z, 1 /a}Pz)'I to .« and gives
a ZK proof for (rp+,K). Equally, & can simulate the right ZK proof without
knowing (rip+,K). At last, the tracing key fip+ = (ID*,Rjp+) is added to the public
tracing key list 7 .%".

Output. At this stage, &7 outputs a decryption box Djp+ for ID*. 4 runs the following
steps in the tracing stage.

(i) Randomly choose n messages M, -+ ,M, € Gr.Fori€ {1,2,--- ,n}, the i-th

ciphertext is computed as CT() = (C 0 2\ 7)) as

) = M- RS .73 )~ [0,
) = e([H (1D |hid, N) Py —a + Pyt P2)" - e(P1, o)

where Q = [H;(ID*||hid,N)|P, + Pyup—. and &;,s;,s; are chosen from [1,N —
1] randomly.

(ii) Set a counter ctr = 0. Feed D|p+ with n ciphertexts CT(I)7 e ,CT(”> and get
decrypted messages M{,--- ,M,,.

(iii) Set ctr = ctr+1 for every i = 1 to n where M; = M.
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Analysis. If T =e(P, Pz)b/ 4, every CT® is an ill-formed ciphertext but can be decrypted
by Dp+. Hence, if the decryption box Djp+ is valid, we will get ctr > 0if T =
e(Py ,Pg)b /@ or ctr = 0if T is random. As a result, the modified DDH-2 assumption
is broken.

O

Theorem 4.3. If the SM9-IBE scheme has semantic security, our A-IBE scheme has
DishonestUser security.

Proof. The proof follows the proof of Theorem 4.1. Assume that our A-IBE scheme isn’t
DishonestUser secure. Then there is an adversary .7 can output a decryption box for an
identity ID. , Hence we can use .« to produce a decryption box for ID*. Therefore, this
decryption box can be used to decrypt the returned ciphertext and get a message M. As
a result, the modified SM9-IBE scheme is broken. O

5. Analysis

We now analyze our A-IBE scheme from theoretical perspective and experimental per-
spective. We give comparisons with other recent A-IBE schemes in the following tables.
In Table 1 we compare the public key size(|PK]), the private key size(|SK|) and the ci-
phertext size(|CT)). In Table 2 we compare the time of encryption(Timey) and the time
of decryption(Timeg,.), respectively. Experiment was run on a computer with Intel Core
i5-8250U 1.60GHz, 8G RAM and Ubuntu 16.04. Analysis shows our A-IBE scheme is
more desirable in practice. First our scheme is compact in key size and ciphertext size.
Second our scheme has shorter running time in encryption and decryption. Note that op-
erations in asymmetric bilinear groups are more efficient than symmetric groups. There-
fore, though the storage requirement of our scheme is the same as Lai et al.’s A-IBE
scheme, our scheme is more efficient in encryption and decryption.

Table 1. Storage Comparison

Scheme Group |PK| [SK]| |CT|

Sahai et al.[2011] ~ Symmetric ~ (2m+2)|G|+|Gr| 2n|G|+n|Zy|  2n|G|+n|Zy|+|Gr|
Lai et al.[2013] Symmetric 3|G| +|Gr| 3|G|+ |Zn| 2|G|+ |Zm| + |G|
Zhao et al.[2019] Symmetric 3|G| +|Gr| |G|+ |Zn| 2|G|+|Gr|
Our scheme Asymmetric 3|G1|+|Gr] |Ga |+ |Zn| 2|G1|+|Gr|

Note: we omit the common public parameters in public key. m = |ID| and n is a constant fraction of m. | - |
means the element size of -.

6. Conclusion

We propose a new A-IBE scheme based on a modified SM9-IBE scheme in this paper.
Our A-AIBE scheme has public traceability and is proven secure the based modified
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Table 2. Computation Comparison(ms)

Scheme Time.,. Timege.
Sahai et al.[2011] 359 2,276
Lai et al.[2013] 47 35
Zhao et al.[2019] 51 113
Our scheme 28 19

SMO-IBE scheme is secure. Experiments show that our A-IBE scheme has better effi-
ciency in encryption and decryption than other A-IBE schemes. However, our scheme
has only CPA security and weak black-box DishonestPKG security. We leave it an open
problem to find a new A-IBE scheme based on the full SM9-IBE scheme with public
traceability and other security properties.
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