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Abstract An approach for legal compliance representation and checking within a
Linked Open Data framework is presented. It is based on modeling deontic norms
in terms of ontology and ontology property restrictions. It is also shown how the
approach can handle norm defeasibility. Such methodology is implemented by de-
cidable fragments of OWL 2, while legal reasoning is implemented by available
decidable reasoners.
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1. Introduction

Machine readable rules represent a precondition for developing legal information sys-
tems with automatic reasoning facilities. Approaches were proposed to formalize rea-
soning on deontic notions [1], norm compliance [2] or legal argumentation [3]. In the Se-
mantic Web, languages as OWL/RDF(S) for modeling real world scenarios, and mainly
SWRL or RIF for legal rules are typically used. Recently LegalRuleML for legal rules
modeling and defeasible reasoning has been proposed [5]. The Linked Open Data (LOD)
approach to the Semantic Web is producing a growing amount of RDF triples for con-
cepts, rules and facts. LOD principles recommend OWL/RDF(S), while implementing
OWL 2 decidable profiles> allows to use available reasoners [6]. In this paper we discuss
a legal reasoning framework [7] based on the distinction between the concepts of Provi-
sion and Norm. In particular, an approach for norm compliance in the LOD framework,
based on decidable OWL 2 profiles, is here presented and tested. In Section 2 the dis-
tinction between Provision and Norm is discussed [8]; in Sections 3 and 4 norms mod-
eling by ontologies able to implement defeasible norm compliance reasoning within a
decidable framework is described and tested; in Section 5 some conclusions are reported.

2. Provisions and Norms

The legal order can be seen as a legal discourse composed by linguistic entities or speech
acts [9] with descriptive or prescriptive functions. Every linguistic entity can be seen in
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a twofold perspective: as a set of signs, organized in words and sentences representing
a normative statement, typically called Provision [10] [11], as well as the meaning for
application of such normative statement, typically called Norm [8] [13]. Provisions and
related norms have different roles and properties pertaining to the different domain they
operate at. A provision represents the building block of the legal order. A norm can either
modify the text of other provisions (as for the amendments) or can introduce restrictions
on the real world (in case of obligations, for example).

Let’s consider two examples of rules:

R1: The supplier shall communicate to the consumer all the contractual terms and
conditions
R2: According to a [country] law one cannot drive over 90 km/h

Both rules are speech acts, namely Provisions in specific regulations. The Provision
Model [11] [12] describes provisions in terms of fypes (as Definition, Duty/Obligation,
Right/Permission) and attributes (as the Bearer or the Counterpart of a Right/Permis-
sion). According to the Provision Model, R1 can be classified as an Obligation of a Sup-
plier towards Consumer, while R2 as an Obligation for any Driver in the related specific
country. A Provision Model annotation can support advanced legal information retrieval
(see [12]). When we consider the application of R1 and R2 on specific facts, we actually
talk about Norms. Real world scenarios and facts can be effectively represented by on-
tologies and related individuals, respectively. Norms, providing constraints on the reality,
can be modeled as restrictions on ontology properties. Legal compliance checking is a
process aiming to verify if a fact, occurring in the real world, complies with a legal norm
(namely the related restrictions).

Hereinafter we illustrate our approach for modeling norms with the aim of imple-
menting legal compliance checking in a decidable framework.

3. Modeling norms for legal compliance checking

The scenario of R1 can be modeled by an ontology including a class Supplier, having a
boolean property hasCommunicatedConditions (see Fig. 1, myo: is a namespace for a
fictitious ontology “MyOntology”). Norm R1, expressing an obligation, states that sup-
pliers must communicate purchasing conditions to the consumers. In our approach norm
R1 is represented as a restriction on the property hasCommunicatedConditions able to
identify the class SupplierR1Compliantindividuals of individuals for which the value of
the property under consideration is “true” (Fig. 1). The individuals of the class Sup-
plier complying with this norm are all and only those belonging to the subclass Suppli-
erR1Compliant. Such a representation results in the OWL 2 DL profile, allowing us to
use an OWL 2 DL decidable reasoner, as for example Pellet’. The inferred model pro-
duced by Pellet establishes the rdfs:subClassOf relation between SupplierR1Compliant
and Supplier. Therefore, compliance checking according to R1 is a problem of checking
if an individual of type Supplier belongs also to the class SupplierR1Compliant. As a
concrete example let’s consider the two individuals myo:s1 and myo:s2 (Fig. 1) of Sup-
plier. myo:sl is an individual not compliant with R1, while myo:s2 is complaint with R1.
The following SPARQL query:

3https://github.com/stardog-union/pellet
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Osl rdf:type s myo:Supplier ¢———myo:hasCommunicatedConditions— xsd:Boolean

rdfs:subClassOf

Osz rdf:itype [=| myo:SupplierR1Compliant ¢—myo:hasCommunicatedConditions—{> trueAAxsd:Boolean

Datatype restriction
representing norm R1

Figure 1. Norm R1 as restriction on the property hasCommunicatedConditions and examples of compliant
and non-compliant individuals (the subclass relation between SupplierR1Compliant and Supplier is inferred).

SELECT ?x WHERE { ?x rdf:type myo:SupplierRiCompliant }

is able to select the individuals which are complaint with R1 (in our case s2).

In case of R2, the vehicles circulation scenario can be modeled in terms of an on-
tology including a class Driver, having a datatype property hasDrivingSpeed with range
in the xsd:float datatype (Fig. 2a). Norm R2, expressing an obligation, states that, ac-

Qs myo:hasDrivingSpeed 95.0 km/h Q3 myo-hasDrivingSpeed 85.0 km/h /
rdf:type Qs myo:hasDrivingSpeed 7 95.0 km/h /
e rdf:type
m myo:hasDrivingSpeed——/  xsdfloat |
L S
rdfs:subClassOf myo:Driver myo:hasDrivingSpeed /  xsd:fioat
-
[ myo:DriverR2Compliant ] myothasDrivingSpeed—{>> some xsd-floatl>= 0.0f , <= 90.01] rdfs:subClassOf
Datatype restriction myo:DriverR2Compliant §— myo-hasDrivingSpeed— > some xsd-floatl>= 0.0f , <= 80.0f]
rdf-type representing norm R2 N
Datatype restriction
O mya:hasDrivingSpeed 50.0 km/h rdftype representing the updated norm R2
Qe myo:hasDrivingSpeed 7 60.0km/h / Qa myo-hasDrivingSpeed 7/ 50.0 km/h
O myohasDrivingSpeed </ 85.0km/h O mya:hasDriv § 1/ 600 km/h
(a) Original norm R2 (b) New version of norm R2

Figure 2. Norm R2 represented as restriction on property hasDrivingSpeed and examples of compliant and
non-compliant individuals.

cording to the related country law, one cannot drive over 90 km/h. In our approach norm
R2 is represented as a restriction on the property myo:hasDrivingSpeed able to iden-
tify the class DriverR2CompliantIndividuals of individuals for which the values of the
property under consideration are in the range [0.0, 90.0] km/h (Fig. 2a). In OWL 2 this
can be expressed by the xsd:minlInclusive and xsd:maxInclusive datatype bound prop-
erties. The individuals of the class Driver complying with this norm are all and only
those belonging to the subclass DriverR2Compliant. Also such R2 modeling results in
the OWL 2 DL decidable profile. The inferred model establishes a rdfs:subClassOf rela-
tion between DriverR2Compliant and Driver. Therefore, compliance checking for norm
R2 is a problem of checking if an individual of type Driver belongs also to the class
DriverR2Compliant. As a concrete example, let’s consider the four individuals of the
class Driver shown in Fig. 2a. The individual myo:d4 is not compliant with R2 having
speed 95.0 Km/h > 90.0 Km/h (Fig. 2a). The following query:

SELECT ?x WHERE { 7x rdf:type myo:DriverR2Compliant }
is able to select the individuals complaint with R2 (here myo:d1, myo:d2 and myo:d3).

In both the previous examples norm compliance checking is performed in a LOD
framework within a decidable profile.
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4. Modeling norms defeasibility for legal compliance checking

Defeasibility is a broad concept in the legal domain including “contrary to evidence”
reasoning in argumentation systems [4], as well as reasoning with norm conflicts or norm
exceptions [14] in normative systems. Two examples, one dealing with norm conflict and
one with norm exception, are here modeled within a description logic framework able to
provide support for defeasible reasoning, for example in norm compliance checking.

As first example let’s consider rule R2, modeled in Section 3, and the following new
version of rule R2, introducing a more strict driving speed limit at 80.0 Km/h:

R2 : According to a [country] law one cannot drive over 80 km/h

The new version of R2 can defeat the previous compliance conclusions, in the sense
that individuals, compliant with the previous version of R2, might not be compliant with
it anymore. To cope with this norm change, the same model can be updated (without any
change in class or property names) by changing the original datatype property restriction
on myo:hasDrivingSpeed with a new one expressed by the new version of R2, as shown
in Fig. 2b. Without changing anything on the individuals, their membership to the class
myo:DriverR2Compliant changes so that, for example, the individual myo:d3, compliant
with the previous version of R2 (Fig. 2a), is no more compliant with the new version of
it (Fig. 2b). Therefore, the query able to select compliant individuals remains the same:

SELECT 7?x WHERE { 7x rdf:type myo:DriverR2Compliant }

which retrieves the only now compliant individuals d1 and d2.

As second example, let’s consider the following rule R3* which establishes the limits
for engaging credit activities in Australia, composed by the following 3 statements (R3 =
R3aUR3bUR3c):

R3a) It is forbidden to engage in a credit activity without a credit license.

R3b) It is permitted to engage in a credit activity if acting on behalf of a principal and
the principal holds a credit activity provided the principal has not been elected to
the parliament.

R3c) It is permitted to engage in a credit activity if acting on behalf of a body corporate
and the person has been appointed as representative of the body corporate.

The defeasibility of norm R3 consists in an exception (R3a) which can defeat the
previous compliance conclusions about the engagement of an agent in a credit activity,
and in the exceptions of exception to it (R3b and R3c) which can defeat the conclusions
about the prohibition established by R3a. The whole scenario addressed by norm R3
can be modeled through an ontology (Fig. 3) describing a class Agent and a specific
subclass AgentEngagingCreditActivity of those agents who engage in a credit activity.
Also in this case the deontic concepts Prohibition and Permission, expressed in R3a,
R3b and R3c, are represented as restrictions on the datatype properties having domain
AgentEngagingCreditActivity and expressing the conditions which the norm operates
on. The individuals of the class Agent can engage a credit activity, thus belonging to the
subclass AgentEngagingCreditActivity. According to the constraints expressed in R3,
individuals can:

pl. have a credit license (hasCreditLicence)
p2. act on behalf of a principal (isActingOnBehalfOfPrincipal)
p3. have principal holding a credit activity (isPrincipleHoldingCreditActivity)

4section 29 of the Australian Consumer Credit Protection Act
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[ myo:Agent l /' xsdboolean

/ xsd:boolean / / xsd:boolean /
/ / | /
rdfs:subClassOf  myohasCreditlicense
myo:is ActingOnBehalfOfBodyCorporate -
mya:isActingOnBehalfOfPrincipal

. .
| xsdiboolean  f<i-myorisRepresentativeOfBodyCorporate—}  myo:AgentEngagingCreditActivity [
| /

mya:hasPrincipalHoldingCred itActivity '."’ xsd:boolean /’
- ] v
/ | " myo:isPrincipalBlectedinPariament
/ | ’ ‘
Qaet wife:pub ClassQf // | rdfs:subClassOf / xsdboolean /
P | . fA—
" / | -
rdftype S |
rdfs:subClassOf | rdfs:subClassOf

\ myo:AgentEngagingCreditActivityR3Violating // owl:disjointUnionOf- { myo: reditActivityR3Compliant I

\

d
/'/ T

/s rdfs:subClassOf

I myo:AgentEngagingCreditActivityR3aCompliant |
|

myo: i -ompliant |

Oreg2—rdftype | | rdf type— O ags
"
?;;;?E:J:;‘:;;:'nﬁzi | myo:isActingOnBehalfOfBodyCorporate myo:isRepresentativeOfBodyCorporate
myo:hasCreditLicense |

Datatype restriction \
representing norm R3c ]
trueaaxsd:boolean

truersxsd boolean

trueAAxsd:boolean Orag3—rdftype |

myo:isActingOnBehalfOfPrincipal —C> trueArxsd:boolean

myosisPrincipalHoldingCreditActivity
" trueArxsd:boolean

myocisPrincipalElectedinParliament
Datatype restriction
Lo L falserrxsd:boalean

Figure 3. Norm R3 as restriction on AgentEngagingCreditActivity’s properties (subclass relations between
classes of compliant or violating individuals and AgentEngagingCreditActivity are inferred)

p4. have principal elected in Parliament (isPrincipleElectedInParliament)
p5. act on behalf of a body corporate (isActingOnBehalfOfBodyCorporate)
po. act as representative of a body corporate (isRepresentativeOfBodyCorporate)

Norm R3a states that engaging in a credit activity “is forbidden without a credit li-
cense”. Therefore, if an individual of the class AgentEngagingCreditActivity has a credit
license (hasCreditLicence = “true”) the activity is permitted. This is modeled as restric-
tion on the property hasCreditLicence so to create a subclass AgentEngagingCreditAc-
tivityR3aCompliant of individuals having “true” as value of the property hasCreditLi-
cence. In Fig. 3 the individual ag?2 is compliant to the norm R3a.

Norm R3Db states that the activity is permitted also when the individual “is acting
on behalf of a principle” and “the principle holds a credit activity” and “the principle is
not elected in Parliament”. This is modeled through a multiple restriction on the prop-
erties isActingOnBehalfOfPrincipal = true, isPrincipleHoldingCreditActivity = true and
isPrincipleElectedInParliament = false, to create a subclass of individuals for which the
previous three restrictions contemporarily hold. In Fig.3, ag3 is compliant with norm
R3b. Very similar considerations can be made for R3c modeling, concerning restrictions
on the properties expressed by the conditions for individuals compliant with R3c.

The individuals compliant with the whole R3, composed by R3a, R3b and R3c,
are therefore those belonging to the class AgentEngagingCreditActivityR3Compliant,
obtained as disjoint union of the classes AgentEngagingCreditActivityR3aCompliant,
AgentEngagingCreditActivityR3bCompliant, AgentEngagingCreditActivityR3cCompliant.

In all the other cases, engaging in a credit activity is forbidden. Therefore, the in-
dividuals which do not respect a combination of restrictions on properties of compliant
individuals, violate norm R3, namely they belong to the class AgentEngagingCreditAc-



180 E. Francesconi and G. Governatori / Legal Compliance in a Linked Open Data Framework

tivityR3Violating. In Fig. 3, agl violates norm R3. The combination of the property re-
strictions p1, ..., p6 able to identify individuals violating norm R3 can be obtained by the
negation of the combination of properties of compliant individuals. In the case of R3,
and applying the De Morgan laws, we obtain:

=[p1V (P2 Ap3A=p4)V (pSAp6)] = =pl A(=p2V =p3V p4) A (=p5V =p6)

In order to verify which individuals are compliant or are violating R3, the following
queries on the inferred model are respectively sufficient:

SELECT ?x WHERE {7?x rdf :type myo:AgentEngagingCreditActivityRSCompliant}
SELECT ?x WHERE {?x rdf:type myo:AgentEngagingCreditActivityR3Violatingl}

5. Conclusions and future developments

In this paper we have presented an approach for legal compliance checking within a
LOD framework. It is based on the representation of deontic norms in terms of domain
ontology and ontology properties restrictions. The approach is implemented by decidable
fragments of OWL 2, able to guarantee computational tractability and the possibility
of using available reasoners. We have also shown how this approach can handle norm
defeasibility. A development of this work will be the identification of specific knowledge
modeling patterns able to represent defeasible deontic norms for legal compliance.
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