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Abstract. The increase of data availability poses new challenges and suggests new
interesting road to public and private data producers and providers. The European
Commission acknowledged these opportunities that can significantly boost Euro-
pean competitiveness in the global market and in scientific research. One of the
cornerstones of the process to build a common European data space is the possibil-
ity to access and share public and publicly funded data. This task has many impor-
tant different goals: 1) citizens’ secure access to and sharing of health data; 2) im-
proving and innovating healthcare solutions based on mobile applications; 3) mul-
tiple uses of public sector information; 4) sharing scientific information, in order
to facilitate the dissemination of results across countries; 5) Economics: Business
to Business (B2B) data sharing, which considers the availability of “non personal
machine-generated data”. The new challenges suggest new problems to be faced
both on a legislative and on a methodological ground. From a legal perspective,
data exchange between public Institutions and private agents requires a detailed
national legislative framework, still missing in many European countries. From a
methodological perspective, the interaction between public and private data holders
poses complex problems: 1) privacy preserving record linkage: how to guarantee
that the linkage of personal data coming from different sources will not jeopardize
the privacy of single citizens and/or companies; 2) the use of linked data as input to
more sophisticated statistical analyses without unplanned information disclosure.
Secure Multiparty Computation (SMC) techniques can play a role in this respect.
In this Chapter we describe how the Italian National Institute of Statistics (Istat) is
facing the new challenges and what are the most important steps to take in the next
future.
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1. Background: Official Statistics and National Statistical System

The role of official statistical national agencies has become more and more important
in the last decades, especially in the most developed countries. The computational and
methodological advances in the ability of managing, exchanging and combining differ-
ent statistical information sources have dramatically increased the importance of such
agencies which are going to play a central role in the process of stimulating data use and
evidence based decision making by the governments.

Knowledge of the Law in the Big Data Age
G. Peruginelli and S. Faro (Eds.)

© 2019 The authors and IOS Press.
This article is published online with Open Access by IOS Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/FAIA190028

272



The term ‘national statistical system’ (NSS) refers to a country’s producers of of-
ficial statistics, generally a national statistical institute (NSI) and other institutions and
administrations producing official statistics. National statistical system and, in particular,
national statistics institutes (NSIs) have several duties.

In Italy, the Italian National Institute of Statistics (Istat) commitments are regulated
by the so called National Statistical Program – also known as Sistan1, which has a 3 years
agenda – established with the Legislative Decree No. 322/1989, and it represents the leg-
islative tool for planning statistical activities to be carried out by Sistan bodies, including
Istat, in order to satisfy international standards and country’s information needs.

The National Statistical Program determines, for example, what are the statistical
outputs which must be publicly available, to what level of detail the above statistical
outputs need to be disseminated, in terms of variables, classification rule and aggregation
level, in such a way to not cause disclosure risk and, at the same time, to guarantee
a satisfactory information level. The National Statistical Program is divided into two
volumes and an annex:

• The first volume is devoted to describe the way in which statistical information
evolves and changes (framework information; information gaps by sector; aggre-
gated costs of NSP).

• The second volume is much related to privacy issues and provide information and
limitations about the activities processing personal data: it contains guidelines on
personal, sensitive and/or judicial data processing.

• The annex is very technical: it establishes the methodologies which determine
what level of disaggregation can be used for each single variable to be dissemi-
nated.

One of most relevant issues in the production of statistical information is the possi-
bility of using administrative information in lieu of ad hoc statistical surveys. The rea-
sons for doing that are multiple: administrative lists usually provide larger sample sizes,
very reduced costs and minimal response burden.

On the other hand, they also imply a series of disadvantages, including measurement
issues, and the fact that administrative data are generally not collected after an a-priori
statistical design, their quality may be very low. In particular, they could not exactly
answer the questions that a National Statistical Institute may want to ask.

A relatively new trend is to link both data sources, administrative records and survey
data, to enhance the level of information and to open the way to more sophisticated data
analyses.

It is not rare, however, that administrative data are collected by other public and/or
private agencies and the operation of data exchange and linkage must be precisely regu-
lated, especially at micro-level, where disclosure issues may arise.

Nowadays, in Italy, Istat can acquire administrative micro-data of public ownership
for its mission. The entire data treasure consists, in 2018, of 478 administrative archives,
owned by 94 different subjects.

The other subjects of Sistan may exchange micro-data from other subjects of the
system which are strictly necessary for their specific mission.

Also, Sistan subjects are not allowed to release micro-data which are produced or
acquired by others. There are a specific regulation and protocols for the supply of micro-

1www.sistan.it.
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data for research. Even more complex are the relations between private agencies and
Sistan members; in these cases it is necessary to build specific partnerships, in agreement
with the data protection Authority.

2. Record Linkage Techniques and Connections with Privacy-preserving Issues

Today, the need for increasingly detailed and timely statistical information is shared by
several international or supranational (European Union, European Central Bank, Inter-
national Monetary Fund, etc.) and national (National Statistical Service, Ministries, Re-
gions, etc.) bodies, and private users too. In this respect, increasing computational poten-
tial provides important opportunities. It is now possible to collect and maintain massive
amounts of statistical data obtained from the integration of survey data and administrative
information.

In this context, a significant problem is represented by the need to merge various
data archives, possibly in view of the fulfillment of different goals. The awareness of the
scientific community of this problem is testified by the numerous international symposia
on “combining data from different sources”. The main statistical approaches employed
to address these problems can be classified as:

• Record linkage.
• Statistical matching.
The latter technique seeks to derive integrated statistical information by combining

information from different datasets, in which only some variables are observed twice,
and no overlapping of observed units is necessary. In this Chapter, we will only focus
on the former approach. Record linkage refers to the use of specific algorithms that aim
to identify pairs of records, corresponding to a single statistical unit, that are present
in different databases. The same problem is addressed – albeit in a more general man-
ner – in information technology literature, as the problem of integrating non-aggregated
databases. In this context, relevant issues are (i) the construction of a general framework
(ii) the detection and specification of semantic relationships between non- homogeneous
data sources (iii) the characterization of data quality factors and (iv) the reconciliation of
datasets from different sources, in order to construct a representation that is coherent with
the relevant general framework and quality requirements. The following applications of
record linkage methodologies deserve mention:

1. The construction and maintenance of a list of statistical units, to be used as a
‘reference population’ in sample or total surveys. In this context, it is important to
identify units that feature in more than one database.

2. The merging of two or more databases to obtain a single archive, which is more
informative at a non-aggregated level. This makes it possible to perform statistical
analyses that would be otherwise impossible.

3. The use of several data sources for the improvement of the overall survey’s
‘coverage’. The methodological implications of these problems are not yet well-
developed, but it is certain that the information provided by administrative data
archives can be of great assistance in this regard.

4. Population size estimation problems via capture-recapture methods. A relevant
example is the estimation of the under-coverage given by a complete census: this
is usually performed via a linkage analysis between total survey data and an ad
hoc post-enumeration survey [1].

P.D. Falorsi et al. / Dealing with Privacy Issues in Data Integration274



5. The evaluation of the validity of a disclosure method, to protect access to admin-
istrative data from the risk of identification of single units by an intruder [2]; [3].

The use of record linkage techniques poses several interesting problems, in both
methodological and computational terms. From the methodological point of view, the
very definition of a statistical model (the description of how comparisons between
records are performed) is still debated: see, for example, [4]; [5]; [6]; [7]; [8]. From a
computational perspective, problems become formidable once the databases reach a large
size (over 100 units). In these cases, comparisons are performed only between records
that have the same values for certain ‘blocking variables’, which are assumed to have
been recorded without errors. A broadly satisfactory solution of these problems appears,
therefore, crucial.

In recent years, we have experienced a great proliferation of new Bayesian method-
ologies and, especially, an increasing number of statistical applications performed from
a Bayesian perspective. The main reason for this trend lies in the development of Markov
chain Monte Carlo (MCMC) methods which enable building and calibrating virtually any
statistical model, regardless of complexity. This opportunity has made Bayesian methods
much more appealing and visible in many areas of application, including official statis-
tics. NSIs have several important and complex tasks; for their practical implementation,
different kinds of – more or less – subjective operational decisions must be taken. For
example, several important economic and social indexes are the result of procedures that
at least implicitly involve the use of complex statistical models. Nevertheless, the result
of a statistical analysis performed by NSIs ‘must’ be objective or, at least, should be
perceived as such by users.

Bayesian concepts can be important for official statistics when (i) important prior
(or extra- experimental) information on the variables of interest exists, and cannot be
exploited adequately in a classical inference framework; and (ii) even when prior in-
formation is missing, a Bayesian analysis can be required, because a classical approach
cannot provide answers unless strong assumptions, not easily tested, are introduced. In
these situations, a Bayesian analysis enables at least a sensitivity analysis, to quantify the
influence of the assumptions on the inferences made.

In general, from the point of view of statistical methodology, merging two (or more)
data files can be important for two reasons:

• Per se, to obtain a larger and integrated reference dataset.
• To enable performance of a subsequent statistical analysis, based on the additional

information obtained, that cannot be extracted from either of the two individual
data files.

As already noticed, record linkage and disclosure techniques are intimately related
because potential identification of units from record linkage techniques may disclose –
even accidentally – sensible information at micro-level.

Consider a case of international crime investigation, where different databases from
different countries and agencies are compared and linked to gain information. Similar
examples arise in biomedical science where the use of integrated data may help in the
detection of adverse drug reactions [9].

The disclosure and sharing of databases containing sensitive information is a very
complex task and it must be regulated both from a legal and from a methodological per-
spective. Following [10], we define the privacy-preserving record linkage in the follow-
ing way.
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“There are k different owners of databases D(1), ... , D(k). Each owner aims at deter-
mining which units in his/her databases match some units of other databases according
to a decision criterion which compares strings belonging to different databases”.

Each owner does not wish to reveal his/her own actual records with any other party.
They are willing to share with other parties, the actual values of some selected attributes
of the record pairs which are classified as matches by the decision rule.

This can be done in several different ways. A first important distinction is between
techniques which involve a third party or not. In a three party protocol, a third institution
is involved in performing the linkage and it represents a filter between the two data owner.
In a two-parties scenario, the two owners directly interact and sophisticated techniques
are needed in order to avoid the disclosure of sensitive information during the linkage
process.

3. Integration Scenarios: How to Preserve Privacy When combining Multiple

Sources

In this Section we will highlight different scenarios where techniques like privacy-
preserving record linkage could find application.

We envision four scenarios that can support the ‘generic’ information sharing need,
namely: (i) private set intersection (PSI); (ii) private set intersection with enrichment
(PSI-E); (iii) private set intersection with analytics (PSI-A); (iv) private data mining.

More specifically:
• Private Set Intersection (PSI): Let P1 and P2 be parties owning (large) private

databases A and B. The parties wish to apply an exact join to A and B without
revealing any unnecessary information about their individual databases. That is,
ideally, the only information learned by P1 about B is A∩B and vice versa (Figure
1).

• Private Set Intersection with Enrichment (PSI-E): Let P1 and P2 be parties owning
(large) private databases A and B. The parties wish to apply an exact or approx-
imate join to A and B without revealing any unnecessary information about their
individual databases. After that, they wish to enrich joined records with variables
by both parties. At the end of the process P1 will learn additional P2 variables on
A∩B and vice versa (Figure 2).

• Private Set Intersection with Analytics (PSI-A): Let P1 and P2 be parties owning
(large) private databases A and B. The parties wish to apply an analytics function
to the intersection of A and B in a private way. At the end of the process, the only
information learned by the parties (beyond the keys of the records belonging to the
intersection) is the result of the analytics function (Figure 3).

• Private data mining (PDM): Let P1 and P2 be parties owning (large) private
databases A and B. The parties wish to apply an analytics function to the union
of A and B without revealing any unnecessary information about their individual
databases. At the end of the process, the only information learned by the parties is
the result of the analytics function (Figure 4).
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Figure 1. Example of PSI, P1 learnes that aid1 and aid2 are also owned by P2 and P2 learns that bid2 and bid3
are also owned by P1

Figure 2. Example of PSI-E, P1 learnes that aid1 and aid2 are also owned by P2 and also their values for
attribute B1. Similarly, P2 learns that bid2 and bid3 are also owned by P1 and also their values for attributes A1
and A2.
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Figure 3. Example of PSI-A, P1 learnes the result R of the analytics function F applied to the intersection C
and P2 gets the same

Figure 4. Example of PDM, P1 learnes the result R of the analytics function F applied to the union C and P2
gets the same
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4. Conclusions

Even if Official Statistics already has a defined regulatory framework for privacy pro-
tection, the enforcement of privacy preserving measures at technical level in integration
scenarios is necessary. In this Chapter, we have illustrated some specific scenarios for
integrating data in a privacy-preserving way that could exploit techniques like privacy
preserving record linkage. In order to implement solutions for these scenarios several
aspects should be considered, namely: organizational, regulatory, methodological and
technological. On the basis of our experience, one key factor is to have multidisciplinary
teams working together on the specific objective. The investment from statistical orga-
nizations should be carefully considered and planned. However, there are many drivers
that push for such investments, the main one being the fact that an organization can have
access to data owned by another organization without directly accessing it, and without
violating any privacy constraints. This fosters the flexibility of statistical organizations
in answering statistical users’ needs, while at the same time saving money and reducing
response burden.
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