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Abstract. The communication network security of unmanned surface vehicle
(USV) is the central problem to ensure the stable operation and data transmission
of boat system. Based on block chain, this paper studies the communication
network security of USV. By introducing the block chain technology into the
communication network of USV, the design of identity authentication mechanism
based on block chain was made, and the protection method of data integrity was
proposed. Then the decentralized trust model is made to provide the protection in
aspects of identity authentication, data integrity, non-repudiation and network
defense. To verify the feasibility and effectiveness of the security mechanism, the
construction of simulation environment was built and the experiments were done,
which was built for the communication network of USV based on block chain. The
paper shown that the application of block chain in the cyber security of USV was
worthy of study.
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1. Introduction

With the increasingly fierce competition in the ocean, unmanned surfacewater vehicle
(USV) will play a greater role as a new maritime combat platform, and its research
work has been rapidly developed 2. Due to the wide range of application scenarios
and intense confrontation, the networks of USVs face increasing threats and risks -],
Xun Peng et al. ¥ proposed a new paradigm of edge cloud collaboration to solve the
problems of poor timeliness and large resource consumption in USV. Agogino et al. [
proposed an evolutionary algorithm to solve the communication problem of unmanned
networks, which is communicating with ground users through a single broad-spectrum
communication channel. Sachan et al. ®! proposed a secure routing protocol based on
hash function authentication, which can effectively prevent black holes, modify routing
information and simulate attacks. However, there are few researches on wireless
communication security of USV based on blockchain technology.

The block chain is a decentralized distributed ledger technology that is
characterized as secure, transparent, immutable, and highly trusted [-'!l. The
application of block chain in the communication networks security of USV can
increase security, protect privacy and prevent unauthorized access. The purpose of this
paper is to propose a new security mechanism based on block chain to strengthen the

! Corresponding Author: Shan Jiang, 147376173@qq.com



590 S. Jiang and H. Zhang / Research on Communication Network Security of Unmanned Surface Vehicle

communication network security of USV. By introducing the block chain's features
such as consensus mechanism, distributed storage and smart contracts, a secure
communication network will be established to protect the communication network OF
USV from malicious attacks and data leaks. An experiment was done and the results
shown that the security mechanism based on block chain is highly effective in
protecting data integrity, providing identity authentication, realizing non-repudiation
and enhancing network defense.

2. Related Work
This section will review some important work and methods.
2.1. Security Guarantee Methods

Security methods include access control, encryption, authentication and firewall.
However, these traditional methods of security have some limitations [?! in
communication network of USV. For example, the RBAC model is difficult to solve
the problem of decentralized trust, while communication network of USV often faced
special requirements such as wide distribution of nodes and peer-to-peer
communication. Traditional encryption and authentication methods may not be able to
meet the transmission and verification requirements 131 of massive data in the USV.
Border defense devices such as firewalls also cannot completely prevent malicious acts
and attacks from within network.

2.2. The Application of Block Chain in the USV.

Because of its decentralized, distributed, immutable and highly trusted characteristics,
block chain has attracted wide attention from academia and industry. In recent years,
researchers have begun to explore the application of block chain in the cyber security
of USV to address the limitations of traditional security assurance methods [4],

In communication network of USV, block chain can be applied in aspects such as
identity authentication, data integrity protection, non-repudiation assurance and
network defense. Utilizing the distributed storage and smart contract functions of block
chain can ensure the integrity and reliability of the data transmitted in the
communication network of USV 3, The immutability and smart contracts of block
chain can provide non-repudiation guarantees against tampering and denial of
operations. In addition, the block chain's functions such as consensus algorithm and
distributed storage can be used to build a powerful network defense mechanism and
enhance the anti-attack capability of the USV.
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2.3. Existing Challenges
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Figure 1. The mission architecture of the USV formation based on block chain

While block chain has potential in the cyber security of USV, there are still some
challenges. Future research directions include but are not limited to the following
aspects: First, research on how to integrate traditional security methods and block chain
in the communication network of USV to provide more comprehensive and robust
security. Secondly, the performance optimization and scalability of block chain need to
study in depth to adapt to the real-time and bandwidth requirements of the USV’s
communication network. In addition, research on how to establish a suitable privacy
protection mechanism in the USV to protect the security of user data and privacy [14!7],

Block chain has a wide range of application in the cyber security of USV. Through
further research and improvement, block chain was applied to the communication
network of USV and the task chain architecture is built as shown in Figure 1, which
can effectively solve the limitations of traditional security methods, provide a more
secure and trusted communication environment, and promote the development of
unmanned boat technology!'®.

3. Design of Identity Authentication Mechanism Based on Block Chain

The identity authentication based on block chain is an important application of block
chain technology in the USV, which realizes decentralized identity authentication and
trusted authorization by utilizing distributed ledger and smart contract. In the identity
authentication mechanism based block chain, the techniques are used as follow.

(1) Digital signature: The formula of the user’s digital signature can be expressed
as Sig = sign (SK, Data).

(2) Smart contract: By writing smart contract code, defining verification rules and
processes, identity information storage and verification functions are realized. Smart
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contract has the ability to execute code, which can verify the identity information
provided by the user automatically.

(3) The consensus algorithm of block chain: The consensus algorithm is based on
complex mathematical calculations to ensure the security of the distributed ledger.

The identity authentication mechanism based on block chain can be implemented
by the following algorithms, which include steps such as registering identity
information, authentication requests and authentication process:

(1) Register identity information

Enter: User identification information (ID) and related authentication credentials
(Credential).

Process: Generate the user's public key (PK) and private key (SK), and register the
user's identity information and PK into the distributed ledger of the block chain.

(2) Authentication requests

Input: User identification information and digital Signature.

Output: Verification request.

Procedure: Use the user's private key to digitally sign the signed Data, and obtain
Signature = sign (SK, Data). Construct verification request: Verification Request =
{User ID, Signature}.

(3) The authentication process

Enter: Verification Request.

Output: Verification Result.

Process: Get the user's public key information (PK) and identity information (ID)
from the block chain. Using public key (PK) to verify the digital signature of the
request and determine its completeness and correctness. If the digital signature
verification passes, the verification request is valid and further identity information
verification is carried out. Use identity information (ID) and other relevant
authentication credentials for verification to ensure that the user's identity information
is legitimate and valid. If the authentication is successful, the verification result is
returned: Verification Result = {UserID, Verification Status}.

4. Data Integrity Protection Method Design

The data integrity protection mechanism based on block chain aims to ensure the
integrity and reliability of the data transmitted in the USV by utilizing the distributed
ledger and smart contract functions of the block chain. This mechanism protects the
integrity of data based on the following steps:

(1) Data hash generation: Get the data to be transferred (Data); Use the hash
algorithm (SHA-256) to generate a hash value for the data, expressed as Hash Value.

(2) Data upload to the block chain: the verification node packages the data hash
value and related verification information (such as time stamp, data source, etc.) and
uploads it to the block chain. Use smart contracts to write data hashes and other
information into the distributed ledger of the block chain.

(3) Data verification process: the receiving node obtains the hash value of the data
and related verification information from the block chain. Hash the received data to
generate a new hash value. The generated new hash value is compared with the hash
value in the block chain to verify the integrity of the data.

The pseudo-code of the algorithm is as follows.
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Algorithm: Identity authentication mechanism based on block chain
# Data transfer party
Input: Data
Output: HashValue
# step 1: Data hash generation
HashValue = hash(Data)
# step 2: The data is uploaded to the block chain
UploadToBlockchain(HashValue)
# data receiver
Input: HashValue
Output: Verification_Result
# step 3: Data validation process
NewHashValue = hash(Data)
if NewHashValue == HashValue:
Verification Result = "Data integrity verified"
else
Verification Result = "Data integrity compromised"

5. Design of Non-repudiation Guarantee Scheme Based on Block Chain

Algorithm: Non-repudiation guarantee
# Submission of a transaction or operation
Submit (Transaction)
# Verification of Smart contract
def SmartContract (Transaction)
if Validation Rules (Transaction) == True
Verification Result = "Valid"
else
Verification Result = "Invalid"
return Verification Result
# Execution of the transaction or operation
if SmartContract (Transaction) == "Valid"
Execute(Transaction)
# Non-repudiation protection
def Non-Repudiation_Guarantee(Transaction):
Transaction_Hash = hash(Transaction)
Transaction_Record = Blockchain.query(Transaction_Hash)
# Query the transaction record in the block chain
if Transaction_Record != None
Verification Result = "Valid - Non-Repudiated"
else
Verification Result = "Invalid - Repudiated"
return Verification Result

The non-repudiation guarantee mechanism based on block chain aims at the
transactions and operations in the USV, and ensures its non-repudiation by utilizing the
immutability of block chain and the function of smart contracts.

(1) Submit a transaction or operation: The user submits a transaction or operation
request through the communication network of the USV and sends it to the block chain.

(2) Smart contract verification: In the block chain, smart contracts are responsible
for verifying the legality and validity of submitted transactions or operations. Smart
contracts use pre-set rules and logic to verify transactions or operations and generate
corresponding verification results.

(3) Execution of the transaction or operation: Once the transaction or operation
has passed the verification of the smart contract, it will be executed and written into the
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distributed ledger of the block chain. The execution process is carried out through the
automatic execution function of the smart contract.

(4) Non-repudiation guarantee: important information such as execution results
and time stamps of transactions or operations are recorded in the block chain, which
can be used as evidence of non-repudiation. The immutability of block chain
guarantees the accuracy and immutability of the results of transactions or operations,
making them non-repudiable.

This mechanism ensures the non-repudiation of transactions or operations in the
USV through the automatic execution of smart contracts and the immutable nature of
the block chain. By providing the verification results of transactions or operations and
records on the block chain, it can provide undeniable evidence and avoid the denial of
transactions and the denial of operations.

6. Simulation Verification and Analysis
6.1. Construction of Simulation Environment

This section established a simulation environment based on block chain to make the
experiment about identity authentication, including USVs, communication equipment
and block chain nodes. Use simulation software and programming language (such as
Python) to create the simulation environment to simulate the communication process
by setting the relevant parameters. Design an  authentication mechanism based on
block chain, including steps such as identity information generation, authentication
requests, verification of block chain nodes and return of verification results. The
simulation about the communication between USVs and block chain nodes was made
and different authentication scenarios were set up, such as new user registration,
authentication updates, etc. The performance of block chain authentication mechanisms
was evaluated by analyzing the data such as communication time, verification result,
verification accuracy and verification time in each authentication experiment.

6.2. The Verification of Authentication Scheme

The following steps are taken to authenticate the communication network identity of
USV.

Identity information generation: Each USV generates unique identity information,
such as public and private key pairs, before joining the communication network.

Registration process: The USV registers its identity information on nodes the of
block chain. When registering, it sends a registration request (containing identity
information) to the block chain node.

Verification by block chain node: After receiving the registration request, the
block chain node verifies the identity information of the USV. The verification process
includes verifying the uniqueness, legality and validity of the identity information.

Verification result return: The block chain node returns the verification result (pass
or fail) to the USV.

The experiment was done about identity authentication scheme based on block
chain in simulation environment, assuming that 100 USVs join the communication
network and the average communication time is 2.5 seconds. Among the 100 identity
authentication experiments, 98 unmanned boats passed the authentication, the
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verification accuracy reached 98%, and the average verification time was 1.5 seconds.
The specific data are shown in Table 1.

Table 1. The results of the experiment about identity authentication scheme

Methods Communication time (seconds) Verify Verification time
accuracy (%) (seconds)

Blockchain-based 2.5 98 1.5

Traditional 4 92 2

Token-based 3 95 1.8

Certificate-based 3.5 97 22

6.3. Verification of Data Integrity Protection Scheme

In the communication network of USV, the integrity of the data needs to be protected
to prevent the data from being tampered with or damaged.

Data generation: In a simulation environment, simulate the process of data
generation. Data can be generated by randomly generating data or by using sensors to
simulate data acquisition.

Data transmission: The simulated data transmission of the USV through a
communication network to a block chain node for processing and storage.

Block chain node verification: After receiving the data, the block chain node
verifies the integrity of the data.

Verification result returns: The block chain node returns the verification result
(pass or fail) to the USVs and stores the data on the block chain.

In the simulation environment, the data integrity protection scheme based on the
block chain was tested, and 100 data transmission instances were simulated. Among
which, the data passed the integrity verification 95 times. The success rate of data
transmission to the block chain node was 97%. In the data integrity protection scheme
based on block chain, the average data consumption time of each verification is 0.5
seconds, and the specific data is shown in Figure 2.
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Figure 2. The results of data integrity protection based on block chain

7. Conclusion

This paper studies the application of block chain in the cyber security of USV. By
introducing block chain into the communication network of USV, a decentralized trust
model is realized, which provides effective protection for key links in the network such
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as identity authentication, data integrity, non-repudiation and network defense. The
experimental verification results show that the cyber security of USV based on block
chain has high feasibility and effectiveness. This paper provides a new solution for the
cyber security, which can play an important role in practical application. However, the
application of block chain in the cyber security of USV still has some problems, such
as performance optimization, cross-chain interoperability, etc., and further research is
still needed.
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