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Abstract. Following a regulatory change in Europe which mandates that car man-
ufacturers include an “eCall” system in new vehicles, many car manufacturers are
adding additional services on top, so that more and more cars become connected
vehicles and act like IoT sensors. In the following study, we analyse the maturity
level of this new technology to build insurance products that would take vehicle us-
age into account. For this, the connectivity of recent cars a-priori eligible has been
first tested. Then, an ad-hoc platform has been designed to collect driving data.
In particular, 4 cars have been connected to this platform for periods of over one
month. Our results highlight that, while this technological innovation appears very
promising in the future, the pricing, the lack of uniformity of data collected and the
enrollment process are currently three pain points that should be addressed to offer
large-scale opportunities. In the meantime, this technology might still be used for
high value use cases such as the insurance of luxurious cars.
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1. Introduction

In the past, cars have been largely conceived as mechanical vehicles. This has consid-
erably changed in the last decades, as cars have been more and more equipped with
electronic devices [1]. Today, it is difficult to identify driving related information and
tasks that cannot be covered by these devices, with the notable exception of autonomous
driving which is still on its way [2].

Besides helping the driver on the road, these devices also trigger new opportunities
for better decision-making related to various purposes. This is the case for car insurances
[3]. Before, insurance companies were restricted to basic information related to drivers
and to their cars, such as the age of the driver and the horse power of the vehicle, to define
the insurance premium [4]. This pricing system is particularly unfair for good drivers
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belonging to a-priori risky groups such as young drivers. Furthermore, this system does
not foster better driving practices on the road [5].

There have been some attempts to mitigate these issues without technological sup-
port, such as insurances based on the reported number of kilometers travelled (also
known as ”Pay as You Drive”) or based on accident history [6]. However, these initiatives
led to limited outcomes. Indeed, both of them are subject to fraud [7]. In particular, acci-
dents leading to small repair costs are typically not reported to avoid a premium increase
[7]. Additionally, since car accidents remain rare events, the absence of historical claims
for a particular driver does not necessarily imply safe driving on his/her part[8].

In the meantime, new car insurance products have been proposed by deploying new
electronic devices in the vehicle. One is a retrofitted tracking system [9], commonly re-
ferred to as “Black Box” which records driving information from the car and transmits
it to the insurance company on a regular basis. This system however several drawbacks.
First, the users are reluctant to install such devices in their private cars, as they are usu-
ally perceived as invasive. Second, the cost of such systems is usually significant, hence
reducing the margin for the insurance provider who often covers their cost. Other devices
commonly used are OBD dongles [10]. Like a Black Box, such a device is plugged into
the vehicle and records some information of the car such as speed or consumption. This
system is cheaper than a Black Box, but it might still be considered as invasive by the
driver and it might also be subject to fraud (i.e. device disconnected). Furthermore, it
also captures limited information of interest for car insurance as it has been developed
to retrieve diagnostics on the state of the vehicle and not for insurance purposes. A third
device is the smartphone [11]. There are currently some third party apps running on
smartphones which compute insurance premiums based on recorded information. This
technology however suffers from two main drawbacks: risk of fraud (e.g. smartphone
placed in another car or smartphone turned off when driving fast) and the low level of
accuracy provided by sensors [12]. Overall, these electronic devices are not suitable for
insurance products mainly because they are not natively embedded in the vehicle.

In Europe, as of March 2018, a regulatory change has fostered the emergence of an
electronic device connected by default [13]. More concretely, every new vehicle has to be
equipped with the so called “eCall” system which allows to locate and communicate with
a car if a crash is detected. This system is composed of a positioning system (e.g. GPS)
and a communication module (e.g. 3G/4G/5G connectivity). Many car manufacturers are
therefore adding additional services on top of eCall to generate a new revenue stream
[14].

In this study, we investigate to which extent this embedded device might be lever-
aged for an Usage-Based Insurance (UBI). In particular, we propose a platform to collect
data and report insights based on tests performed with real cars. The rest of the paper
is organised as follows. In Section 2, the related literature on UBI is discussed. Then,
in Section 3, a specific architecture to collect the data of interest is proposed. Next, in
Section 4, the tests made and results presented. Afterwards, in Section 5, a discussion on
the opportunity to use this new approach for insurance products is initiated. Finally, in
Section 6, we conclude this paper and discuss future works.
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2. Related Work on Usage-Based Insurance

In the insurance industry, Usage-Based Insurance (UBI) consists of taking into account
the usage of the insured risk to define the corresponding insurance offer. In particular for
car insurance policies [15], there are two specific ways to address this usage: Pay As You
drive (PAYD) and Pay How You drive (PHYD). While PAYD policies use merely basic
usage information of the car to compute the premium such as the number of kilometers
driven, PHYD additionally include information related to the driving style such as the
number of kilometers over the legal limit or the frequency of hard brakes [11].

More concretely, whatever the perspective chosen, usage data primarily permits to
better assess the risk component of the premium. A significant number of scientific
articles confirm the additional value of this information to better predict car accident
[3,9,16,17]. In particular, the total distance travelled plays an important role [3,16]. Basi-
cally, more distance means more exposure to the risk. However, this effect is decreasing
over the distance as larger distances mean also more driving experience [17]. Additional
factors include driving style such as harsh braking [11], sudden acceleration [9] and con-
textual factors such as night driving [3,9], driving in urban places [3,9]. Furthermore,
some studies highlight additional benefits of using UBI insurance beyond a better risk
estimation. These benefits include a more responsible driving style [5,18], less pollution
[19,5] and a better traffic flow [19,14].

For these reasons, this new way of conceiving car insurance products is attractive.
This is especially the case for insurance companies and good drivers. However, UBI has
not met success in many countries. This is mainly due to the following reasons: cost
[19], reliability of the system [12] and customer engagement [19,20]. In the following
study, we assess to which extent embedded devices might mitigate these drawbacks, so
that UBI might enter in a new era.

3. PLATFORM

3.1. Design Choice

To design a platform collecting data of connected cars, i.e. cars including the “eCall”
system, one has first to decide the depth of the flow managed internally. Basically, the
connected car only communicates directly with its OEM (Original Equipment Manufac-
turer). Then, the OEM can communicate data to another organisation as long as the driver
gives her/his consent. This organisation might be directly the company which will make
use of the data i.e. in our case an insurance company or a third-party data aggregator
which collects data from every OEM to transmit it to the insurance company.

The insurance company should consequently decide if it prefers to handle the data
gathering process with every OEM separately or to do it with one third-party. Dealing
directly with each OEM has the advantage of avoiding the cost of an additional party.
However, this has the disadvantage of having to negotiate with each of them and to design
a specific data gathering process for each OEM. This process is typically different from
one OEM to another as there is no standardised way to design this process among OEMs
(at least so far) neither on the data points provided nor on the technical specifications to
retrieve it. Furthermore, OEMs are making changes on their process over time to include
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Figure 1. Architecture of the platform$

more data points. For these reasons, we decided in this study to set up our data gathering
process with one single third-party. Most of the conclusions of the tests that will be
presented in Section 4 are however also valid if one chooses to set up the data gathering
process with every OEM separately.

3.2. Description of the Platform

The architecture of the platform is displayed in figure 1. The platform is a Flask server
i.e. an API using a graphical interface. There are three types of flow exchanges between
the platform and the connected car: (1) consent, (2) notification and (3) request.

The consent flow organises the request to ask the consent of the driver for collecting
data of his/her car. This request is done on the platform by introducing the Vehicle Infor-
mation Number (VIN) of the car and the email address of the driver. Then, an email is
sent to the driver. Next, the driver logs in the platform of the third-party trough a hyper-
link in the email. On this platform, whatever the OEM, the owner specifies the OEM of
the car, reviews the information that would transmitted and gives consent in compliance
with GDPR regulation [21,22]. Beside this, the remaining of consent flow is handled by
the concerned OEM which ensures a.o. that the declared driver is the owner or the leaser
of the car. This is typically performed by using a platform of the OEM where the driver
needs to log in. More details by OEM are given in Section IV.

Once this step is completed, our platform receives a confirmation of the consent and
technical information needed to retrieve information from the car by using an OAuth 2.0
protocol [23].

The notification flow is triggered by a specific event such as a change of localisation
detected by the connected car. It sends a webhook to our platform through the OEM and
the third-party to notify the occurence of this event. The list of events available depends
on the OEM. See table 1 for the list of events for the tested OEMs. Within this list, it is
also possible to select only some of them as it might have an influence on the price to get
these data. This choice is made a-priori with the third-party and applies for all cars of the
OEM for which a consent is granted.

The request flow is dedicated to handle requests initiated by the insurance company
to get data from a connected car. This is only possible for cars for which a consent is
valid. Note that a request can be done in reaction to a notification received. For instance,
if the platform receives the information that a car has changed of position, the request
might ask the new GPS coordinates of the car. A request might also be done without any
link with a specific event related to the car. For example, it is possible to ask every day
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Table 1. Data points available by brand. Data points collected during test period appear in italic

Brand

Data points

(by

notification)

Data points

(on request)

Mercedes
revoke of
consent

odometer

BMW

accident
reported, battery

warning,
breakdown
reported,

emergency
reported, engine

changed,
maintenance

changed, revoke
of consent,

location change

outside
temperature,

altitude,
brake fluid change date,

accelera-
tion evaluation,
driving style,

doors lock state,
hood position,
GPS coordi-

nates, heading,
odometer, dis-

tance to next main-
tenance, fuel

volume

the mileage of the car and hence computing the number of kilometers driven each day.
See table 1 for the list of available requests for the tested OEMs.

Once new information is transmitted to the platform through one of these three pro-
cesses, it has to be stored in a database. We have deployed two databases: one dedicated
to store static information and one for dynamic information. The storage of static infor-
mation is setup with a PostgreSQL DBMS. It includes information related to the driver
and the car retrieved during the consent flow. The storage of dynamic information is done
with InfluxDB. This is a time series DB which records details of information retrieved
with the notification flow (if relevant) and request flow along with the time of the event.
Note that our platform does not register the notification of location change as this noti-
fication triggers a request to get the new GPS coordinates of the vehicle which is more
useful that the notification itself.

The information stored in the databases can then be used in multiple ways. We have
designed a realtime dashboard which displays the static and dynamic information of a
specific vehicle. As an example, Figure 2 exhibits the evolution of the outside tempera-
ture and altitude to next maintenance for one of the connected cars. The aim is to get more
insights during the tests of the platform and to be able communicating more smoothly
with people involved in the research project that do not have a technical background. An-
other usage is for insurance premium computation once tests are done. This part has not
been integrated in the platform as it is out of scope of the study. We give however some
details about what it could look like. Once enough historical data has been collected on
a significant number of vehicles, this data along with data internally recorded by the in-
surance company can be used to assess the predicted number of accidents on a given
period of time with a machine learning software such as TensorFlow. Then, based on this
prediction, an insurance premium can be derived for each car insured trough actuarial
computations.
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Figure 2. Evolution of outside temperature and altitude for BMW 116d during preliminary tests$

4. TEST OF THE PLATFORM

4.1. Prerequisite: Check of Eligibility of Vehicle

Before being able to connect a given car to the platform, it is necessary to ensure as much
as possible that this vehicle is connectable. This check is done in two sequential steps:
(1) requirement check and (2) VIN check.

For the first step, OEMs give an overview of main requirements for this. These
requirements typically include a list of models, year of production and the country where
the car was bought. It may also include the participation to a specific fidelity program
of the OEM. Cars that fulfill all these conditions are usually connectable. If only the
condition regarding the year of production is unmet, the car might still be connectable
but is is less likely to be the case. Other cars are not connectable. In this study, we
investigated 19 cars that fulfilled the requirements of this first step.

For cars identified as potentially connectable during the first step, it is advised to
further test the possibility of connectivity based on the step 2 of the eligibility check
(i.e. the VIN check). Currently, this VIN check might be done either fully automatically
trough an API or with a process including human intervention depending on the specific
OEM (at least from the car manufacturer side). Note that when an manual intervention
is needed, this step requires at least a couple of business days. Specifically for cars of
the Stellantis group, beyond these 2 steps, there are additional verifications that should
be done to ensure eligibility. These verifications are however integrated to the consent
process that is discussed next. The statistics of the VIN checks for the 19 cars considered
in this study are included in table 2.

Based on these figures, we observe that the success of the requirement check is very
indicative of the overall eligibility except for Fiat and Alfa Romeo. Note that we have
also tested 2 cars that fulfilled the requirements check except the year of production but
none of them were eligible.

4.2. Design of the Tests

The tests were designed to assess the consent flow and collect information from cars
from multiple OEMs. To include cars from multiple OEMs is important because they do
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Table 2. Statistics of eligibility by car

OEM

Cars

satisfying

requirements

Cars

satisfying

VIN check

Alfa Romeo 1 0
Citroen 1 1
BMW 2 2
Fiat 3 0

Mercedes-Benz 2 2
Peugeot 10 9

not deliver the same data points. Additionally, we also tried to have multiple models of
the same OEMs as there are also some variations among models, this is however mostly
related to the production year of the car.

In terms of data collection, we have to define what will be the data that we will
record on the platform. Our strategy is to include as many points as possible. For this, we
will mainly include the data delivered by the three flows (i.e. consent flow, notification
flow and request flow) to collect data. In particular, the request flow will be triggered by
the reception of a notification. This request will ask for all data points available at that
moment.

Beyond this core principle, we still have to take into account particularities among
OEMs. A notable difference concerns Mercedes Benz and the other OEMs (Audi, BMW,
Ford, Mini, Porsche and Stellantis group). Mercedes Benz only gives access to the
odometer (through a request) and it might be done only twice a day. Other OEMs give
access to more data points. This includes the GPS coordinates for all of them. The limit
is up to 50 request per minute. See table 1 for more information concerning data points
provided by BMW and Mercedes Benz. Note that the particularities of Mercedes Benz is
a choice and not a technical constraint as more data points, including GPS coordinates,
are available for Mercedes Benz fleet vehicles. Following our discussion with experts,
this choice is related to privacy issues.

Following our strategy of collecting as many data points as possible, we adjust the
data collection according to the constraints specified above. For Mercedes Benz, we will
collect the odometer twice a day. We choose to collect it early in the morning (5 a.m.)
and in the beginning of the night (10 p.m.). This choice is based on our literature review
: this data collection make it possible to compute the number of kilometers driven during
the night, which is recognised as a significant risk factor [3,9]. For BMW, we trigger a
request to collect data points when receiving a notification. This is most of the time the
change of location of the vehicle.

4.3. Test Results

4.3.1. Consent Flow

The test flow has been tested for 2 BMWs and 2 Mercedes Benz. Drivers were recruited
among the participants of the research project. They have reported that these flows are
easy to do and quite fast. In both cases, the driver has to confirm his/her consent on the
manufacturer platform (i.e. Mercedes Me or BMW Connected Drive). It takes a couple
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Table 3. Statistics of data collection by car

Car

Collection

Time

(days)

Data Points

BMW X5 63 512
BMW 116d 164 1141

Mercedes GLA 63 76
Mercedes GLE 34 26

of minutes to do it. For cars of the Stellantis group, we did not have the opportunity to
test it but we have received the documentation of the consent flow by the third-party.

Compared to the cases of BMW and Mercedes, the flow is much more complicated.
On the third-party platform, the driver has to confirm his/her identify by using a dedicated
website (i.e. ©Electronic Identification). Then, this person has to configure the privacy
settings in the vehicle to permit the transmission of data if it has not already been done
previously for other services. The way to do it depends on the mechanism installed in the
vehicle namely double push (need to press at the same time on assistance and SOS button
to make the configuration) or screen oriented (3 possibilities according to the interface of
the vehicle). Note that, based on the VIN, the insurance company can check if a change
in the privacy settings is necessary and, if necessary, inform the driver which of the two
mechanisms is installed in the vehicle. Next, the driver has to test the transmission of
the data of the vehicle to the telematics server of the OEM. For this, the driver has to
push the assistance button to get a call with an operator. According to the documentation
provided, this steps should last six minutes from the start-up to the shutdown of the
engine. If it does not work, the driver has to go to a Stellantis workshop to fix it. Finally,
after a background process of several days that also requires that the car is driven, the
driver receives an email to report the mileage of the vehicle to start the connection with
the platform of the insurance company. Note that this report of the odometer has to be
done again every three months to keep the connection with the service.

4.3.2. Collection of Data

We had the opportunity to collect the data of 4 cars. Even if this number is quite low, this
collection is still valuable to highlight the diversity of situations across OEMs. Indeed,
as discussed above, BMW is representative of most OEMs present in this market of con-
nected cars. These OEMs offer a wide variety of usage information on vehicles, while
Mercedes Benz only offers to retrieve the odometer. Data collection is done from enroll-
ment time of the driver till 2022-06-30. The statistics of data collection are displayed in
Table 3.

4.3.3. Use Case: Insurance Product

To highlight the potential of connected cars for insurance products, Figure 3 shows one
the trajectories of a BMW during a day. This figure highlights that rich information can
be retrieved from the connected car during its journey for this purpose. Some of them
can be defined only based on the data collected. It includes the total distance travelled
and the distance travelled by moments of the day (notably during the day and the night).
The speed and harsh braking events could be also assessed with a good precision if
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there are a sufficient number of requests. This information also includes warnings that an
accident probably happened trough notifications (i.e. accident, breakdown or emergency
reported). Accidents of low severity are typically not reported to the insurance company
to avoid an increase of premium [7] but it is indicative of the driver driving behavior.
This is even more the case that car insurance policies usually include a deductible on the
reimbursement. Note that BMW also proposes acceleration evaluation and driving style
data points but these features were not tested as this is specific to only one OEM.

Beyond these features directly captured by the car, more insights can be retrieved
through data augmentation [22]. For instance, based on the GPS coordinates, over-speed
can be deduced by comparing the speed to the road speed limit as well as the type of road
driven. When adding timestamp to the GPS coordinates, weather and traffic conditions
can also be defined. Finally, these additional data can also be used to get more data. For
example, statistics of past accidents can be retrieved for the roads driven.

Finally, besides giving input to car accident models, the information retrieved might
be also valuable for others tasks linked to car insurance products. For instance, it might be
used for investigation related to stolen vehicles. Basically, if criminals do not disconnect
the car, tracking the car will be easy. If it is not the case, the insurance company will still
have more information to make investigations. They might for example analyse to which
extend it might be fraud committed by the driver by checking the last lock status of the
car or by analysing the last trajectory available.

Direct:
Time: 2022-02-17 18:08:08
Latitude: 49.679096
Longitude:  5.802811
Doors: Locked
Hood: Closed

Indirect:
Speed: 110 km/h
Road type:  highway
Over-speed: No
Weather:  Windy

Heading: 374
Odometer: 18 854 kms
Fuel volume: 55.5 liters
Distance next maintenance:
6 956 kilometers

Temperature: 6° Celsius
Road conditions: good
Past accidents on this road 
last 12 months: 15

Figure 3. Focus on a coordinate during a traject of BMW 116d with illustrative data points$

5. ����������

Based on the test of the platform and pricing information received, we can now further
compare this new embedded system with existing technologies. We do it for the factors
discussed in the related works namely cost, reliability of the system and customer en-
gagement. With respect to the cost, this technology does not have any supplementary
monetary fixed cost as the device is already in the car. There is however an usage cost
which has to be paid to the OEM and the third-party (if a third-party is chosen). The
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current rate is around 6.5 euros per month for OEMs such as BMW which gives access
to many data points. This cost is quite high for the case of insurance policies. In Grand
Duchy of Luxembourg for instance, it represents approximately 8% of the insurance pre-
mium [24]. In the short run, this price is only economically viable for luxurious cars
(leading to higher premiums), especially if theft is included in the car insurance. In the
long run, this rate might decrease when the market is more mature. Note that Mercedes
Benz proposes a cheaper alternative. The cost is 2.1 euros but it is only possible to de-
velop a PAYD car insurance based on the number of kilometers driven along with a focus
on the number of kilometers driven during the night.

In terms of reliability, this technology allows to get rich insights on the way the ve-
hicle is driven. This is even more the case if data directly collected from the car is aug-
mented with external data [22]. There are differences in terms of data points collected
which makes it difficult to develop a single use case. Furthermore, from a technical point
of view, it is advised to use the services of a third-party to retrieve data from the dif-
ferent OEMs. They have their own infrastructure and API specifications which makes
it difficult to directly connect a platform to their data flow. During the data collection,
we experienced a technical issue for Mercedes Benz that could not be solved easily. In a
production environment where insurance premiums would be computed based on usage
metrics, contracts for data delivery services with the third-party should include a service
level agreement that ensure the continuity of services of the whole process occurring
between the cars and the insurance platform.

Finally, concerning customer engagement, this system is currently a doubled-edged
sword. On the one hand, this technology has two advantages. First, no additional device
has to be installed which might contribute to reduce the perception of the driver to be
under scrutiny. Second, this system is much more transparent. The driver participates
to the enrollment and he/she has the opportunity to review the data points that will be
provided. Furthermore, this enrollment can be revoked any time. On the other hand, the
enrollment itself might be cumbersome for the driver depending on the OEM. For Stel-
lantis vehicles, this is currently a blocking point. Even in the presence of very motivated
drivers, it would probably require significant dedicated staff from the insurance to help
them in this process, leading to additional costs.

6. 	���
�����

The recent EU regulation around “eCall” system has given rise to the opportunity to
collect data from recent cars. In this paper, we instigated to which extent this technology
is mature for usage-based car insurance. To this end, we have tested the eligibility of 19
recent cars, developed a platform to collect the data of 4 connected cars and we have also
acquired specific relevant documentation.

Our results highlight that even though this technology is very promising in the fu-
ture to collect rich data about the usage of the car, it is not yet mature enough to deploy
it on a large scale for usage-based car insurance. This result is mainly due to the price,
the lack of uniformity of data collected and the enrollment process for which there is
still room for improvement. We also highlight that using a third-party data aggregator
is probably a good choice to translate the evolving technical choices of each OEM into
a more stable single data collection flow. From a managerial perspective, we suggest to
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insurance companies to keep an eye on the evolution of data points prices and enroll-
ment processes to decide when to enter on the UBI market using this technology. That
being said, the technology could still be leveraged today for high value use cases such as
insurance policies for luxurious cars, especially if theft is included. This would however
require an appropriate service level agreement to ensure the stability of services.

In terms of limitation, the number of cars connected to our platform is limited (only
4 cars) leading to generalisation issues. We however believe that this issue is mitigated by
the fact that we were able to test the eligibility for more cars (i.e. 19 cars) and that these
cars are representative of the diversity of situations across OEMs in terms of data points
available. Future works might further investigate the customer perspective i.e. customer
engagement when using this new technology once the enrollment process has gained
more maturity. This could be done through large scale tests of enrollment.

����
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