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Abstract. In this new era, security is being the major concern in day to day life. To 

secure the data many security models are been introduced. Advanced Encryption 

Systems such as encryption, decryption methods are having a drawback, that it uses a 

key to store the data in its devices. The key can be easily cloned by any 3rd party person 

and there is a chance of losing data and the device security. PUF (Physically Unclonable 

Function) is mainly used for device authentication. It helps to identify the data and its 

device while performing authentication process. In front-end the PUF is used for device 

authentication where as in back-end LFSR(Linear-Feedback-Shift-Register) is used to 

generate random numbers which helps to increase more security. Previously the PUF 

based LFSR is been implemented and observed the results. In this project the PUF is 

implemented using LP LFSR (Low power Linear Feedback Shift Register) in order to 

show more improvement in terms of security by increasing the randomness. 

Keywords: Switching activity, LFSR (Linear Feedback Shift Register), Security, 

Randomness. 

 

1. Introduction 

  

In our daily life telecommunication systems such as mobile phones and embedded 
system-based devices are playing a crucial role [1]. Each and every task of these devices 
should be securely authenticated. The sensitive information between end to end user 
should be handle with care. The user can securely able to store the data. In-fact, electronic 
gadgets are playing a major role in performing transactions and also acts as a security 
primitive for storing the users data. The processing of information is enabled through 
flexibility of software [2]. However, there exists certain problems related to security. To 
avoid such problems, they came up with the solution named as EEPROM and SRAM. 
These memories contain security-based keys in It [3]. But there is a threat that the keys 
can be easily grabbed or cloned.PUF’s (Physical unclonable functions) are the innovative 
security primitive which is utilized for authentication as well as storage of secret 
information without the requirement of EEPROMs or any other hardware which is 
described above. PUF is an alternative solution for storing secret information in digital 
memory. It works according to its physical characteristics of that particular IC [4][5]. It 
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consumes less area and power when compared to SRAM/EEPROM [6]. The IC should 
be enabled since the process of encryption is based on chip [7][8]. 

2. Literature Survey 

 

Kumar,G.S., Saminadan,V have proposed an approach using low power LFSR with 3 
ring oscillators along with the concept of fuzzy logic. By using this new version of LFSR, 
the power consumption got reduced while generating a test pattern. In order to test the 
circuits BIST(Built-in-self-test) are used. Since Reduction of power is the major 
requirement in test circuits and design circuits, Low power LFSR helps to achieve great 
reduction of power. In this project the power got reduced up to 4.5% when compared 
with existing designs. 
  
Shaer,L., Sakakini,T., Kanj,R., Chehab,A., and Kayssi A, have proposed a design 
which is efficient in producing more randomness at the output. This design also helps to 
reduce the power consumption. As the randomness increased at the output there is a great 
improvement in terms of security. Many techniques are also used to reduce the power. 
The proposed design is implemented using H-spice tool. Less energy consumption with 
good security improvement are shown in simulation results.  
  
Kitsos P., Sklavos N., Zervas N, and Koufopavlou o., have proposed a less power 
LFSR for blue-tooth communication. Simple techniques were also used to reconfigure 
LFSR. Two methods were also introduced in order to reduce the switching activity of 
conventional LFSR. Clock gating and gray code representation are 2 types of techniques 
which help to reduce the power consumption. Advanced encryption /decryption process 
are also used to widen the bit length. 
  
Brazzarola, M., and Fummi F, have analyzed new characteristics related to power 
consumption of Built in self-test design connected to circuit under test of combinational 
circuit. The LFSR is designed using primitive polynomial. Testing play a major role in 
case of every design. Now a days BIST is been popular for testing. It is embedded in 
circuits for testing purpose. But there exists an issue related to power consumption. This 
can be controlled by test pattern which increase more switching activity to reduce power 
consumption. 

3. Background and Related Works 

  

In the present situation security is playing a major role in everyone’s life. The device 
security and data security are being so important. To achieve the best security PUF 
(Physically Unclonable Function) helps to identify the response and its device while 
authentication process. PUF’s are of various types. It got categorized into two types 
analog and digital. In analog PUF’s. The digital PUF’s are of two types they are delay 
based PUF and memory based PUF. Delay based PUF’s are again sub divided into two 
types such as ring oscillator based PUF and arbiter PUF. Ring Oscillator PUF is a simple 
PUF circuit, it vibrates at a particular frequency. It helps to produce 0’s and 1’s by 
differentiating the frequencies of 2 similar Ring Oscillator circuits. Arbitrary PUF is 
another type of delay based PUF. It helps to create strong PUF models.  
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3.1 Introduction to Low Power LFSR 

  

Here in this section let us discuss about Low power LFSR, its operation and how it is 
used to improve more security. It has great switching activity which increases the 
randomness. The architecture of Low power LFSR is shown below: 
  

  

                                                     Figure 1.  Basic structure of Low power LFSR 

  

The above Figure 1 represents the basic structure of Low power LFSR. It is of 4 bit, so 
it contains 2 D flip-flops on either side. The middle flip-flop represents the dummy flip-
flop which is used to connect the 4 flip flops. It is also called as “Bipartite circuit”. To 
each flip-flop an RI (Random Injection) circuit is connected. The RI circuit consists of 
AND gate and OR gate both connected to the multiplexer which can be seen in the figure. 

3.2 Concept of PUF based LFSR 

  

Physically Unclonable Function (PUF) based LFSR is used as a security primitive 
device. It helps to identify the output response coming out from a particular device. It’s 
working mainly depends upon features such as flexibility, reliability and randomness. 
The architecture of PUF based LFSR is given below. 
  

 

 

       Figure 2. PUF based LFSR 
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The above Figure 2 is the architecture of PUF based LFSR. The output of weak PUF is 
given to the Bit extractor which of 1-bit response. The output of bit extractor is given to 
Pi(x), where Pi(x) is the array of PUF responses. The Pi(x) is given as a feedback 
response to the basic LFSR. Finally, the random numbers are being generated. 

3.3 Existing Design  

 

The existing design is of 16-bit LFSR based PUF.The architecture of existing design is 
shown below: 

                       

Figure 3.  Existing 16 Bit LFSR Based PUF 

  
The above Figure 3 shows the existing 16 bit LFSR based PUF. In the existing design 
the PUF is designed and connected to the shift registers through AND gate. In order to 
reduce area, shift registers are divided into two in the middle sections and are connected 
with the help of xor gates.  
  
3.4 Proposed Design      

 

 

                                  Figure 4. Proposed 32 Bit Low Power LFSR based PUF 

  

 

BVDN. Srilakshmi et al. / Designing a Strong Physically Unclonable Function 61



The above Figure 4 represents the proposed 32-bit Low power LFSR based PUF. Here 
the weak PUF is connected as a feedback to the low power LFSR. The weak PUF is of 
16 bit. This 16-bit PUF is connected to 32-bit LFSR. The 32-bit LFSR is taken as a pair 
of shift registers to reduce the area of the circuit. Thus, the weak PUF is connected to 
these 16 xor gates. The output produced is of 32 bit from each shift register of the pair. 
  

4. Results and Discussion 

 

In this section, the simulation results, comparisons between randomness, power, area and 
delay of existing and the proposed structures will be discussed.  

4.1 Simulation Results of Existing and Proposed Design 

 

 

                    Figure 5. Simulation results of Existing 16-bit PUF Based LFSR 

 
The above Figure 5 represents the simulation results of 16 Bit PUF. It shows that for 
every 50 nano seconds of clock, the randomness in the output increases.  
  

  

                                          Figure 6.  Simulation result of 32-bit LP LFSR based PUF 
  

The above Figure 6 represents the simulation results of proposed 32-bit Low Power 
LFSR based PUF. For every 50ns the randomness in bits is increased. 
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4.2 Comparison Table of PAD & Randomness 

Table 1: Comparison of PAD (Power, Area, Delay) & Randomness

 

The above Table 1 shows, the comparison of proposed design with the existing design.  

 

5. Conclusion 

  

In this project, the implementation of the proposed 32-bit Low Power LFSR Based PUF 
design is carried out by using the software tool XILINX ISE DESIGN SUITE 14.7 
version. The proposed work shows great improvement in generating randomness which 
leads to better security while authentication. This is achieved due to its switching activity 
in the proposed circuit. The project can be further extended by improving the parameters 
such as the power consumption and area to get better results. 
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