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Abstract. The dynamic and complex nature of the military supply chain (MSC) 

requires effective monitoring of supplies and timely decisions to ensure success 

in combat operations, particularly in the face of unexpected disruptions such as 

inclement weather conditions and terrorist attacks. Although, existing 
technologies such as RFIDs, Next-Generation Wireless Communication (NGWC) 

and RuBees are applied MSC, they are not sufficient in ensuring end-to-end 

visibility across the entire SC. However, digital technologies such as the internet 

of things, cloud computing, Application Programming Interface (APIs), machine 

learning, augmented and virtual reality, big data, analytics and pervasive 

computing play a critical role in improving visibility to ensure effective SC 
management. Hence, the introduction of the concept of digital twin enabled by 

these technologies creates a digital replica of the whole supply chain operations, 

ensuring adequate end-to-end visibility through real-time data that ensures 
effective tracking, monitoring and reporting of all SC activities. The focus of this 

paper is to explore the enabling technologies of digital twin and its 

implementation to achieve end-to-end visibility in the military supply chain. In 
this paper, the authors identify the digital twin's tracking and monitoring 

capability, which will improve supply chain management by enabling a cycle of 

continuous adjustment of the SC against unexpected disruptions.  
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1. Introduction  

The complexity of the Military supply chain (MSC) requires effective monitoring of 

supplies and timely decisions to ensure success in combat operations, particularly in the 

face of unexpected disruptions such as inclement weather conditions and terrorist attacks. 

This challenge is forcing military logistic planners to redesign their supply networks to 

be more proactive in monitoring, tracking and reporting of all supply chain activities. 

Hence, the introduction of the concept of end-to-end SC visibility that makes supply 

chain more visible and  transparent  [1]. This is achieved through technologies such as 
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RFIDs, Next-Generation Wireless Communication (NGWC) and RuBees [2]. These 

technologies have been in use in the military supply chain but have not been sufficient 

in ensuring efficient end-to-end visibility. This could be attributed to network security, 

incomplete or poorly read information and technology challenges [2, 3]. According to 

[4], visibility is necessary in the SC in curtailing theft or loss of freight, substitution of 

items transported, and building confidence in consumers. 

 Recently, visibility in supply chain had been enhanced with the introduction of 

digital twin enabled by digital technologies such as Internet of Things, cloud computing, 

APIs and machine learning, augmented and virtual reality. These technologies can 

improve visibility and provide real-time insights into the supply chain, giving full control 

and confidence (Sunil, 2020). According to [5, 6], a digital SC twin is a model that shows 

the condition of a network at any point in time enabling end-to-end SC visibility so as to 

enhance resilience and robust contingency plan. Hosseini, Ivanov and Dolgui (2019) 

mentions the possibilities of digital twin in monitoring “transportation, inventory, 

demand and capacity” in supply chain to enable planning and timely decisions.  

 In the military field, digital twin technology stands out among the emerging 

technologies with the advantages it offers in terms of producing cost-effective solutions 

and increasing efficiency and quality [7]. Since time is a critical factor in the military, 

digital twin technology will aid in improving systems and support decision makers to 

make speedy judgments where needed [7].  

Therefore, the aim of the paper is to explore the benefits and implementation of the 

digital twin within the military supply chain. This exploration will reveal areas where the 

digital twin has been applied or areas that will need further attention. 

2. Existing technologies employed for military supply chain visibility  

A Radio Frequency Identification Device (RFID) is a tiny tag with an integrated circuit 

chip and an antenna that can respond to radio waves transmitted by an RFID reader in 

order to transfer, process and store data [2]. The first use of RFID was during World War 

2 when radio waves were used to retrieve information stored in a tag by allied forces to 

determine allegiance of military aircraft [8-11]. Since then, the technology had been 

employed in other fields to either automate product authentication and tracking of 

merchandise, solving or at least reducing the negative effects caused by mismanagement 

or attacks against the weakest link in the the supply chain [12]. Visibility is enabled by 

RFID through radio waves, by identifying automatically tagged items at transit nodes 

and ensuring information is collected [13].The military uses RFIDs for locating and 

directing shipments and to automatically identify and locate logistic supplies [14].  For 

example, in the Iraq conflict in 2001 the combination of information from satellites, 

RFIDs and other systems assisted tremendously in asset tracking and visibility according 

to military officials. [15] carried out a study on ubiquitous and RFID technologies on 

military garrison supplies system in Iran. Results showed improved accuracy in 

information, speed and efficiency of process. However, the challenges of adopting RFID 

as mentioned by [3] is that of technical risks, barcode popularity and privacy [3]. Others 

challenges are technology, patency, infrastructure challenges and barcode to RFID 

migration challenges [2]. Military assets tracking using RFID is presented in Figure 1. 
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Figure 1. Miliatry assets tracking [14] 

The Next-Generation Wireless Communication (NGWC) also known as the wireless 

sensor network (WSN) sponsored by the U.S. Army Logistics Innovation Agency (LIA) 

is presently being used by the Department of Defense (DoD) in overseas logistics 

operations for the tracking and monitoring of military supplies and equipment [16]. Other 

applications in the military include; monitoring friendly forces, equipment and 

ammunition where commanders can constantly monitor the status of friendly troops, the 

condition and the availability of equipment and ammunition in a battle field [17, 18]. 

NGWC provides a much larger coverage area (twenty-mile radius) than other tags, 

greater data transmission speeds and higher levels of security. However, low energy 

communication network, storage space or computing power, latency, scalability  are 

some of the constraints of this technology [19]. Military application of wireless sensor 

networks is presented in Figure 2. 

 
Figure 2. Images of military applications of wireless sensor networks [17, 18] 

 

RuBee is the commercial name for what is known officially as LWID (Long 

Wavelength ID), as defined by the Institute of Electrical and Electronic Engineers’ 

(IEEE) [20]. RuBee technology provides visibility, thus giving more information than 

just tracking of products. This technology provides the ability to be read in adverse 

conditions (e.g water, metal), greater read range, greater read accuracy and long battery 

life [21]. The U.S Navy in conjunction with Lockheed Martin and visible assets inc., 

have developed a new weapons maintenance system that remotely manages, diagnoses 

and tracks weapons and munitions called the RuBee Weapon Shot Counter thus saving 

it millions of dollars [22]. An integrated model for asset visibility, tracking and 

monitoring for the supply network of the Canadian Armed Forces (CAF) was presented 

by [23]. However, this technology is limited by slower read rates making it unsuitable 

for supply chain network. Image of some RuBee tags is presented in Figure 3 while the 

summary of the limitations of these technologies is presented in Table 1. 
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Figure 3. Image of RuBee Tags [21] 

Table 1. Summary of limitations of enabling technologies 

3. The Digital Twin Concept 

In 2003 at the University of Michigan, the concept of digital twin was presented in the 

product lifecycle management topic area by Grieves, 2014 [24]. Afterwards, NASA in 

2011 developed the first working Digital twin by way of forecasting aircraft structural 

behaviours by performing analysis and simulation on them in form of digital models [9] 

(see Figure 4). Digital twin is the bridge between the physical and digital world and with 

an interface, gives an understanding of the past, present and future state of a process 

combining data and intelligence. The digital twin with the help of real-time data is 

capable of carrying out simulations, optimizations and making predictions of possible 

outcomes [25]. These predictions can be made in the digital environment many times 

than in the physical world with the ability to test scenarios by manipulating parameter 

values [7].  

 
 
 
 
 
 
 

 

 

 
Figure 4. Visualization of digital twin in an aircraft [9] 

 

4. Benefits of digital twin for military supply chain visibility 

One of the actions military can take to secure their supply chains and improve forecasting 

in all conditions is to embrace better end-to-end visibility. This can be achieved by 

creating digital twin that will be able to visualize potential disruptions in the supply 

Technology Limitations 
Radio Frequency Identification 

Devices 

Technical risks, barcode popularity and privacy, patency, 

infrastructure challenges and barcode to RFID migration 
challenges 

New Generation Wireless Connection Low energy communication network, storage space or computing 

power, latency, scalability   

RuBee technology Slower read rates making it unsuitable for supply chain network 
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chains to improve the process of decision making. Among the upcoming technologies 

used within the military, the digital twin technology provides solutions that are cost 

effective, and improves quality and efficiency [7]. In agreement,[26] opined that the the 

application of the digital twin provides a sense of readiness for military operations in 

terms of tracking in real time personnel, equipment, weapons systems, and vital supplies 

(food, water and fuel). There have also been attempts by the U.S. military to secure the 

supply chain of their semi-conductors by using digital twin capability to validate their 

integrity [27].  

5. Enabling technologies of digital twin for supply chain visibility 

5.1. Internet of things (IOT) 

Internet of Things (IoT) is the linking of objects to a network for the purpose of 

interaction through embedded systems for humans to communicate with device or device 

to device [28]. The communication can be made possible through sensors with the 

devices having the required data [29]. These sensors enables the digital twin to carry out 

analysis, and determination of the existing physical twin [25]. The IoT facilitates end-to-

end asset visibility in MSC and ensures that supplies arrive at the right destination and 

time. This helps decision makers to have precise and up to date information on the 

location and conditions of critical military supplies (food, fuel, weapons, equipment, and 

spare parts). 

5.2. Machine learning 

Machine learning is a computer system with a combination of computer science and 

statistical elements that automatically improves its performances through experience 

[29]. The structure of Machine learning can create a digital twin capable using real-time 

data to analyse and make decisions with the aid of predictive analytics. 

5.3. Cloud computing 

Cloud computing allows shared network to have access to computer resources that 

belongs to a third party and maintained through the internet with users accessing the 

resources from any location. Some of these resources are data storage, databases, 

computing power and data analytics processing [30]. The benefit of cloud computing is 

that a user does not need to have large storage in their hardware but to pay for services 

used [30].  

5.4. Application programming interface (API) 

APIs allows for interaction between applications like databases, networks and IoT 

sensors.  As a result, data can be effectively transferred between clouds, devices and 

other systems. However, public API connections have security concerns as seen in the 

compromise of facebook accounts that were linked with individual’s phone numbers in 

2015 [31]. 
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5.5. Augmented and virtual reality 

Virtual reality is a technology that creates a virtual world mimicking the real world while 

augmented reality provides information layer to the real world. These technologies can 

provide a platform for visualizing and inspecting the digital twin through the use of either 

a 2D screen or a 3D. The data provided and processed by IoT, cloud computing, APIs 

and machine learning for creating a digital twin can be visualised in augmented and 

virtual reality [32, 33]. Enabling technologies of the digital twin are presented in Figure 

5. 

 

 

 

 

 

 

 
Figure 5. Enabling technologies of the digital twin [32] 

6. Implementation and application of the digital twin for visibility in the military 
supply chain 

A digital SC twin can support decision-making about the physical SC on the basis of 

data. At each point of time, the digital twin mirrors the physical SC: the actual 

transportation, inventory, demand, and capacity data and can be used for planning and 

real-time control [6]. The combination of simulation, optimization, and data analytics 

constitutes a full stack of technologies which can be used to create an SC digital twin—

a model that always represents the state of the network in real time as represented in 

Figure 6. The application of the digital twin in the military can be seen in the area testing 

new models during production of aircrafts, predicting equipment failures, reducing time 

to manufacture weapons and aircrafts, hardware maintenance, and assisting in 

emergency decision making. Table 2 is the summary of the various application areas of 

digital twin in the military [34-38]. 

 

 
 

Figure 6. Digital twin of supply chain [6] 
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Table 2. Summary of the application areas of digital twin in the military 

Authors Field applied Specific Application area 
(Mendi Erol and Dogan 

2021) 
Aviation  

Testing new models during aircraft production, 

predicting engine failures. 

(Ji et al., 2021) Airforce 
Building the architecture of individual combat 
quadrotor UAV. 

(Kraft, 2016) Airforce 
Engineering analysis capabilities and support to 

decision making in lifecycle of air vehicles. 

(Wang et al., 2021) Aviation  
Drone maintenance, operation, testing and production 

using cloud computing 

(Li et al; 2020) 
Military hardware 
(equipment) 

1)     Maintenance and management of air-
conditioners, power systems, and water supply using 

historical and real-time data. 

2)     Prediction of future state of equipment using 
artificial intelligence. 

7. Conclusion and future work 

The digital twin has great potentials to ensuring end-end visibility in the whole supply 

chain process. With the use of real-time data, the digital twin is always up to date which 

is a reflection of the present condition or state of the physical process. The digital twin 

enabled by technologies like IOT, cloud computing, machine learning, API and 

augmented and virtual reality  can help in the visualization and analysis of processes. 

The military can secure their supply chains by creating digital twin to improve 

forecasting through end-to-end visibility thus ensuring timely decision making in the 

face of disruption. Even though digital twin shows great potential, there is still a dearth 

in literature of the actual implementation of digital twin to achieve end-to-end visibility 

in military supply chain. Hence, we suggest future research on implementing digital twin 

in the military supply chain to achieve end-to-end visibility to manage unexpected 

disruptions. 
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