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Abstract. Currently, the entire globe is infected with COVID 19, and everyone is
doing everything they can do to avoid contracting this serious sickness by adhering
to social segregation, wearing coverings, using credit-only exchanges, and refrain-
ing from contacting anything to prevent the spread of germs. With the advance-
ment of technology, traditional locks are becoming relics of the past, while new
biometric-based locks and Radio Frequency Identification (RFID)-based locks are
becoming increasingly in common. The unique finger impression based locks, as
well as participation record-keeping devices, are used in the vast majority of offices
and universities, however due to the pandemic, it is no longer appropriate to do so.
As a result, the proposed system use a solenoid lock to make the door lock. Aside
from the equipment, a mobile application is used to inspect and double-check the
finger impression and send the confirmation, as well as an id, to Arduino through
Bluetooth. The entry way lock will be bolted and opened using the smartphone
fingerprint sensor.
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1. Introduction

This paper focused on the importance to have home security in the current situation. Ev-
ery activity can be completed remotely in a modern home with many facilities and tech-
nology accessibility. Because burglaries and thefts are becoming more common these
days, new home automation systems help to keep homes safe. These depict incorporates
with technology plays a critical part in maintaining and improving the security of one’s
assets. As a result, the project’s concept is to use Bluetooth technology in a tiny region
of the most useful position, the door lock. This project shows a prototype of a smart door
lock that can be used to improve the door’s security. This project will employ Bluetooth
characteristics in the mobile phone application to open the door automatically, allow-
ing your phone to sync directly with the lock. It looks for the user and when it detects
their presence, it immediately unlocks the door without the need to reach for the phone.
There is also an Android app that may be used to control the door lock. It will detect the
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person automatically. The door will open after a set amount of time has passed, and it
will automatically close after that period has passed. In wireless houses, a safety answer
primarily based totally on Internet of Things (IoT) and the HC-05 Bluetooth module is
interfaced with an Arduino UNO that connects to the phone’s Bluetooth. Each user’s lo-
gin credentials are stored in the Firebase database, that is a cloud-hosted database. Users
can get right of entry to the door lock after their credentials had been established with
the database over the net the use of clever gadgets which includes cellular telephones
which have the app mounted and linked with the lock via Bluetooth with the aid of using
transmitting signals.

2. Literature Survey

Few related articles are studied and the inference on the same is discussed below. Sriskan-
than et al. [1] discussed numerous methods on sophisticated technology that can be taken.
home automation is one of revolutionary technology nowadays toward realizing home
automation, home appliance is made as easy as possible to be controlled by user sev-
eral work of controlling home appliance has been done, such as door lock and unlock
via smartphone door lock system. A home automation system using android applica-
tion is designed and implemented [2]. Toschi et. al., discussed the creation of a mo-
bile application and the integration of home automation [3]. AI-Ali, et. al. discussed a
wireless technology-based home automation, several ways are used, such as a solenoid
lock device [4]. A finger vein based security system is explained and implemented in
[5]. Savita discussed about the Bluetooth Module (HC-05) [6], Shanthini et al. discussed
about Buzzer [7], Arduino UNO, android application, M. Udin Harun Al Rasyid dis-
cussed on the database [8]. Cekada et al. have similar situations can be found at schools
and universities. University students are increasingly technologically literate in today’s
world [9]. As a result, their focus in their environment and manual-primarily based to-
tally sports are step by step declining. The aim of this venture is to apply Bluetooth gen-
eration with an Android platform [10]. Home automation is the begin of the usage of
domestic generation to enhance human being’s lives through supplying offerings along
with multimedia amusement and strength efficiency. To placed it some other way, do-
mestic automation specializes in the adaption of virtual gadgets to offer customers with
real consolation whilst additionally preserving terrific security [11]. According to re-
ports, a standard home automation system in prior years included a control digital device
for heating and shading [12]. All of these features are included in the advantages of a
home automation system. Security, illumination, electricity, weather control, irrigation,
and entertain shows are all areas where a home automation system can be used, and
the world is becoming more updated with the entertainment system over time [13]. An
eemergency management system for medical application is used using microcontroller
and a wireless communication technology [14]. Also a microcontroller based irrigation
system application is used a mathematical system [15]. A security based door automa-
tion using infrared sensors and an authenticated users based on voice command [16]. A
smart calendar device using Raspberry Pi is discussed in [17]. Sensor based embedded
devices are implemented for healthcare application [18], stress detection [19], and smart
monitoring device [20].
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3. Proposed System

3.1. Functions of Proposed Design

The number one aim of this look at is to enhance the door locking system’s security. The
cautioned system’s hardware and software program necessities are proven in discern 1.
The cell tool could be sending the sign thru Bluetooth to the Arduino circuit that acts as
the relationship among the smartphones, and the Solenoid after the right authentication
is furnished the use of the database. The usage of Bluetooth on cell phones allows for
easier access while also providing greater security than a traditional key. Table 1 list the

Figure 1. Hardware circuit connection of SCFDLS

requirements for hardware and software.

Table 1. H/W and S/W Requirement

Hardware Software

1) Arduino Port Android Application

2) Bluetooth Module(HC05) Kodular.Io (frame work)

3) Solenoid look device Embedded C

4) Buzzer Google Firebase
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Figure 2. Block diagram of the proposed system

3.2. Implementation of the proposed system

(a) (b)

Figure 3. App Open and Unlock

Hardware circuit connection of the proposed system is shown in figure. Shows the square
graph of the mechanized the entryway security framework utilizing the Android appli-
cation. The circuit associations of the proposed the framework are shown in Figure 1.
Interface the board to the PC utilizing the USB link. The USB the affiliation with the
PC is vital to software the board, and moreover to the pressure it up. The UNO board
therefore is managed from both the USB or the outer pressure supply. In the IDE (Inte-
grated Development Environment) of Arduino, under the tool’s menu, pick out the board
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as Arduino UNO and the port as Arduino UNO (COM3). The Arduino cartoon written
in Embedded is uploaded to the Arduino UNO from the IDE. . . Next, the Android utility
is hooked up at the cellular based smartphone and the Bluetooth gadgets is paired (join
the smartphone and HC-05). Once the Bluetooth module is paired with the smartphone,
the person can begin the usage of the app.

Figure 3 Open the android application and the unlock the confirm screen lock click
on the fingerprint Connection is the success full then displaying the connection status.

Figure 4 Then click on Bluetooth Symbol Select Door Lock HC-05 from the listing
of paired Bluetooth gadgets that seem at the display The consumer credentials are saved
in the database. The proprietor can replace or has to alter the consumer credentials in the
fire base database and registers the app with the database. After getting into the statistics
click on at the login. The entered statistics is tested with the aid of using retrieving the
consumer credentials from the database over the internet.

(a) (b)

Figure 4. Click on Bluetooth and HC-05

The verification may be monitored through shooting the requests, and responses
which are despatched and obtained through the software the usage of the Wireshark soft-
ware, the community protocol examine which captures community packets and presen-
tations it as human-readable. If the credentials (the fingerprint) are correct, the buttons to
manipulate the door lock. The LOCK and the UNLOCK buttons may be enabled for the
person at the screen.

Figure 5 if UNLOCK button is clicked and enabled by the user, if finger print au-
thentication is succeeded, a 12V current will be sent to a Bluetooth module(HC05). Then
the current will be passed through a Buzzer and to an Arduino UNO and finally it reaches
the Solenoid Lock Device. At last, the circuit checks for the current and the lock open.
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Figure 5. Click UNLock and

Successful Authentication

Figure 6. Click on Lock and

Failed Authentication

Figure 6 Likewise If the LOCK button is enabled or clicked by the user, If the finger
print authentication is Failed, the 12v current will be sent to the Bluetooth module(HC-
05). Then the current will be passed through Buzzer and to Arduino UNO and finally it
reaches the Solenoid Lock Device. At last, the circuit checks for the current, and the lock
Close. If the fingerprint isn’t matched the person will now no longer be enabled with the
buttons to govern the door lock and a sign could be despatched to the buzzer that makes
it ring in conjunction with which an alert SMS could be despatched from the person’s
smartphone range to the owner’s smartphone. A caution notification additionally pops up
at the display to the person.

3.3. System Safety

Rather than the use of the bodily key, this device makes use of the sign this is introduced
digitally thru Bluetooth from any telephone or different cell devices. The proposed the
device has the specific fingerprint for every person maintained inside the database, which
makes it strong within any of the robbery case or the safety breach of the cell device.
If the person enters the incorrect person credentials, the device will generate the popup
caution notification to suggest the invalid person credentials and could alert the neigh-
bour with the buzzer ring and additionally intimate, the residence proprietor with the
alert SMS. These capabilities decorate the overall protection of the device.
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Figure 7. SCFDLS Prototype

4. Conclusion

In this paper, a clever domestic automation gadget particularly a virtual door lock is
proposed to offer security. The gadget doesn’t require any bodily keys to fasten or free
up the door, instead, an android utility is established on clever devices, and credentials
are used for the same. The consumer credentials are confirmed with the aid of using the
database. If invalid credentials are furnished within the utility, a buzzer alarm is produced
with an SMS alert to the residence proprietor together with a popup caution notification
to the consumer. This complements the safety of the proposed method. It is a versatile
gadget that is easy to put in at a low fee without any overhead like drafting and creation
works.
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