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Abstract. The Internet of Things (IoT) provides an improved flexibility in data
collection, network deployment and data transmission to the sink nodes. However,
depending on the application, the IoT network tends to consume lot of power from
the individual devices. Various conventional solutions are provided to reduce the
consumption of energy but most methods focus on increasing the data acquisition
speed, data transmission and routing capabilities. However, these methods tend to
fall under the trade-off between these three factors. Hence, in order to maintain the
trade-off between these constraints, a viable solution is developed in this paper. A
deep learning-based routing is built considering the faster acquisition of data, faster
data transmission and routing path estimation with increasing path estimation. The
paper models a Deep belief Network (DBN) to route the data considering all these
constraints. The experimental validation is conducted to check the network lifetime,
energy consumption of IoT nodes. The results show that the DBN offers greater
source of flexibility with increased data routing capabilities than other methods.
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1. Introduction

The IoT is a new technology that aims to take care of physical objects in our every-
day lives. The IoT core concept is fitted with interconnected sensors that make it into a
smarter entity and devices that are clearly linked and transmitted to the Internet. IoT is de-
signed to work together between the machines, leading to complex tasks. Consequently,
these instruments have the capacity to store, process and transfer data. Only existing
technologies including smart sensor networks, Radio Frequency Identification (RFID),
Near-Field-Communication (NFC), cell technology, and the internet make convergence
possible. Through incorporating this technology into a single device, the IoT architec-
ture is developed from a variety of processors, from strong and complicated servers,
into the RFID Tag.In particular, some devices are supposed to have low efficiency and
performance considering their heterogeneous IoT environment. Because of inadequate
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processing, limited capacity, low energy, and low latency, network machines have low
throughput and a high latency [1].

Traditional solutions to the routing dilemma of such networks do not function ap-
propriately when taken into account limitations such as the need for a significant volume
of money and energy.In recent years, not much research has been carried out to improve
the minimal conventional solutions. The problems and the routing algorithm ought to be
changed to use IoT in common citizens. Lack of robust data forwarding is a major im-
pediment to data transfer between source and destination in vast networks. The Internet
of Things poses unique problems and limitations that were not taken into consideration
when designing past routing protocols, each with different network requirements. In this
situation, it is essential to handle rapidly evolving network topologies. As we have pro-
posed in this paper, an IoT routing protocol is to choose the best path.Intelligent agents
choose routes based on battery capacity, plunging size, usable bandwidth, and path sta-
bility rating based on their proposed system.

The intelligent way to prepare nodes for optimal paths is by using the Deep belief
Network (DBN). It maintains trade-off between these energy efficiency and power con-
sumption. A DBN is built considering the faster acquisition of data, faster data trans-
mission and routing path estimation with increasing path estimation. The paper models
a DBN to route the data considering all these constraints. The experimental validation
is conducted to check the network lifetime, energy consumption of IoT nodes. The re-
sults show that the DBN offers greater source of flexibility with increased data routing
capabilities than other methods.

2. Related works

Devices that are linked to different computing capacities were enhanced through the de-
velopment of IoT. Multimedia streaming on IoT cannot adapt to heterogeneous devices
with a high level of service and, perhaps, it is impossible for a system to accept data from
all devices. Heterogeneity of devices in order to react to requirements. The authors of [2]
proposed an algorithm for balancing the layers in the following problem. For IoT multi-
media streams, this algorithm uses network decoding, whereas for multimedia network
entity streaming, it uses network coding. The writers used primitive and primal decom-
position in this article. The Lyapunov principle was often used to show that the suggested
algorithm converges and maintains its stability. The usage of wireless sensor networks is
highly prevalent in linking the real environment with the IoT knowledge world. Around
the same time, the WSN has a greater need for frequent communication with the power
supply. In the case of a multicast transmission, the base station transmits to a single re-
cipient (which is called a community in this context), whereas multiple beneficiaries get
the info. To answer this question, we need to break it down into the Steiner tree dilemma,
which has been shown to be an NP-complete problem.

An example of a modern multicast routing protocol is the multicast routing algo-
rithm used in [3], which solves the issue of service consistency constraints. Link esti-
mates are unintended because they are being aggregated or because the load of traffic
changes suddenly. Furthermore, since the relation requirements are not aggregate, the
deterministic algorithms of the multi-thread tree do not apply. Random parameters, on
the other side, take relations and offer them distinct, concrete descriptions, which can
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be provided as inputs for quantitative modelling or qualitative characterization. The de-
velopers of [4] looked at how to use information-centered networks to make it easier to
deploy Internet artefacts and have a modular framework that allows IoT to operate bet-
ter in such a network. The naming requirements, corporate procedures, protection, and
energy conservation were all taken into account in the designed architecture. The writers
have reviewed the total amount of physical interaction that is made through IoT device
protection mechanisms in this article.

In the text, the authors of [5] came up with a greedy method with Small World Model
Properties for IoT sensor networks (SWMP). The GMSW identifies the two greedy nodes
as separate nodes in the network and uses them as a criteria for assigning significance to
numerous other nodes. They implemented the concept of node local value, which they
defined using these various parameters. They implement an algorithm which enables
them to modify the network in order to manipulate the characteristics of a narrow global
model, which is done by using shortcuts between individual nodes that are focused on
the location of those nodes.

The authors of [6] recommended a content-conscious approach for sensor nodes to
shape SSONSs in the form of Ant clusters in knowledge awareness, which implements
a similar strategy to SSONs in form of Ant clusters inside a cluster of linked sensor
nodes. After classifying the sensors into SSONs based on their structure, the next step
is to conduct the analysis. After the nodes are clustered using the suggested antclust
algorithm, the nodes are joined to the network. Another beneficial aspect of these new
procedures is that they decrease expenses while also keeping the network operational.

The presented solution, according to [7], is built on a novel real-time IoT routing
algorithm, where generalised information decisions are utilised to increase the overall
security and response time of IoT transmissions. In addition, the authors have devel-
oped a delay iterative method (DIM) to address the issue of missing valid routes, which
is entirely based on delay calculations. in particular In addition, the REPC, a current
transmission device, collects and reveals additional information about the energy level in
the nodes, which makes for a more efficient distribution of network resources. This re-
search done by [8] authors compared routing protocols and IoT Medium Access Control
(MAC), and their conclusions indicated that existing protocols do not provide for cooper-
ation between routing strata and MAC layers; new requirements were therefore proposed
as a consequence of this discovery. These requirements enable routing protocols to per-
form necessary modifications, such as to the MA and routing protocols, while also allow-
ing adjustment of the parameters as needed. The authorization standards in 9 included
consistency of Internet connectivity specifications and methodologies for enhancing ser-
vice efficiency parameters. Any model can be understood in the context of a computing
analogy, and the dynamic system model of service efficiency is simplified. The algorithm
has been modernised by integrating quality service technology with complicated service
technology.

In this paper [9], the authors addressed the issue of misplaced wearable IoT devices
by using their MAC address to track its location, this can be done through examining the
access points in which the devices are currently connected. In this work [10], proposed
a recommendation system for crop yield prediction using Support Vector Machine and
Decision Tree algorithm. This system is IoT based, which automatically determines the
suitable crop by analysing the characteristics of the soil and climatic conditions and
recommends the same to optimize the yield.
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In [11], they introduced a secure energy efficient protocol for efficient routing in
Wireless Sensor Networks. This protocol works based on the sender responsive technique
which uses energy for node mobility prediction and when connection failure occurs.
It implements fuzzy rules and consider trust value of a node for secure routing and to
improve the packet delivery ratio.

3. Proposed Method
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Figure 1. Architecture of IoT assisted DBN Routing

As literature indicates that an IoT energy consumption has a significant effect on
the existence and efficiency, it is therefore essential that energy efficient, protocols for
routing be designed to increase overall network life and improve the quality of the IoT
network. In this paper, we use DBN for discovery of routes and maintenance of routes,
where the details are given below.

Step 1: Use DBN for broadcasting the packet from source node to destination nodes
by finding the forwarder node list.

Step 2: Choose relay among the IoT sensor nodes from the forwarder list.

Step 3: Forward the collected IoT data to the forwarder node or relay node.

3.1. Deep Belief Network

Consider a set (v, h) with the validation function E (v, h|0) that acts as an energy function
for training the deep belief network and it is expressed as below:

E(v,h|0) = Zavl ijhj—Zva,j €))
=1

i=1j=
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where in Eq. (1), 6 - DBN parameter 6 = {W;;,a;,b;} with w is considered as the con-
nection weight a is considered as the visible hidden layer bias and b is considered as the
hidden layer bias.

The joint probability distribution for an output and hidden layer (h) is hence ex-
pressed as follows:

e—E(V,h\G)
P(v,h|8) = “Z00) 2
Z(Q) _ ZefE(v,h\O) 3)
v,h

CDF(a,b) or the conditional distribution function is thus expressed in the form of Gibbs
sampling process and it is expressed as below:

P(h; = 1|v,0) = sigmoid |bj+ ) viwi @
i

P(vj = 1v,0) = sigmoid aj+zhiwji ®)
i

With the expression in Eq. (3), the probability of hidden layer can thus be derived for
active state. DBN tends to provide symmetric feature with the probability over activation
state, which is regarded as visible states and hidden layer states h.

3.2. Route discovery phase

In the case of an IoT network, a node graph could be used. When two devices have the
ability to communicate directly with each other through their radio system, we name
them connected.Since one of these two nodes would have more powerful transmitters
than the other, there is a chance that contact will form between the nodes but not the
other way around. Furthermore, when two nodes are in the radio spectrum, there is no
guarantee that they can communicate; buildings, hills, or other obstacles will prevent
them from communicating. The features (identifier number, application ID) in a local
table comprising packet records are searched first, and if the packet has already been
retrieved and analysed, the application ID is used instead. The package will be discarded
if it has been duplicated, and its sorting will be completed. If the packet attribute is not
duplicated, it will be imported into the record table, which means that it will not be stored
in the future, which therefore will preclude the loop from routing.

3.3. Route Maintained Phase
As the IoT nodes may be switched off in this form of network to minimize the level

of the battery, the network configuration is often modified. This protocol is supposed to
solve this problem somehow. The Hello broadcast containing the identity and location
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information, is also transmitted alternatively to each node on the networkThe editor of
the communication will be alerted if no answer is received. In this instance, the editor
will know that his neighbour is unable to respond, and that the link has been severed. It
is expected that the neighbours react to the post.

4. Results and Discussions

This section presents the results of various metrics by the proposed method that includes
energy consumption, network throughput, network lifetime and network delay in deliver-
ing the packets to the destination with various existing techniques like MLP (Multi-Layer
Perceptron), RNN (Recurrent Neural Network), DBN (Deep Belief Networks). The Fig-
ure 2 shows the results of energy consumption between the sensor nodes. It is evident that
the DBN maintains the task of route allocation and route maintenance effectively such
that the data packets are transmitted effectively from source node to destination node.
The results of simulation shows that the proposed method attains higher rate of energy
conservation than other existing models. The effects of network throughput between the
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sensor nodes are seen in Figure 3. It is clear that the DBN improves network through-
put by allocating routes optimally and avoiding communication failures, ensuring that
data packets are easily transferred from source to destination nodes. Simulation findings
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reveal that the proposed approach achieves a higher network throughput rate than other
current models. The Figure 4 shows the results of network lifetime between the sensor
nodes. It is evident that the DBN increases the network lifetime using optimal allocation
of routes without transmission failure so that the data packets are transmitted effectively
from source node to destination node. The results of simulation shows that the proposed
method attains higher rate of network lifetime than other existing models. The Figure
5 shows the results of end-to-end delay between the sensor nodes. It is evident that the
DBN reduces the delay including transmission delay, reception delay and propagation
delay in delivery the packets from source node to destination node. The results of simu-
lation shows that the proposed method attains reduced rate of delay than other existing
models.

5. Conclusion and Future Enhancement

A DBN provides faster routing of data, faster data transmission and routing path esti-
mation with increasing path estimation. The DBN routes the data considering all these
constraints that includes path estimation, data transmission and routing parameters. The
validation shows that the DBN attains increased network lifetime, reduced energy con-
sumption of IoT nodes. The results show that the DBN offers greater source of flexibility
with increased data routing capabilities than other methods. Data encryption will be al-
lowed in the future when data is being transferred between source and destination nodes.
Furthermore, the usage of blockchain technologies will allow for the most efficient and
reliable data transfer from the source to the destination nodes.
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