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Abstract. The world has seen a substantial growth in the number of senior citizens
who often endure from heart disease in recent times and has seen a major spread
of the viral disease (COVID-19) in recent months, resulting in thousands of deaths,
particularly among the elderly and people suffering from heart disease. Among the
most promising health care that seek to relieve the suffering of patients, particularly
the elderly, by eliminating the trouble of going to hospital centers for treatment and
enabling them to obtain medical attention in their homes. The IoT has been de-
pended on and its use has seen broad adoption in health care, where it is commonly
used remotely to track patient health. Fog computing expands the computational
capabilities of the cloud to the edge devices of the IoT, enabling many smart de-
vices in healthcare to provide services such as storing and retrieving information to
their users. However in the traditional cloud-based system, there is a timing delay
in providing a reliable and secure heart monitoring system. The main objective of
this work is to develop a fog-enabled cloud-based (FECB) heart rate monitoring
unit that allows better network use and energy consumption. In terms of perfor-
mance metrics, such as latency and delay, the proposed system also outperforms
the existing system.
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1. Introduction

Medical care now plays an important role in people’s personal well-being, with health-
care professionals, distributors, patients, and corporations massively pushing and adopt-
ing these services. Patients have to be taken to a hospital or health centers in the con-
ventional healthcare setup to monitor and track their health issues locally. Healthcare
services have recently been implemented with cloud computing services on data cen-
ters with front-end smart healthcare to regulate, analyze and visualize data captured in
real-time from IoT devices. Remote patient health surveillance helps to reduce hospital-
izations by 50 per cent, emergency room visits by 73 per cent, and patient costs by 51
per cent. In order to draw certain assumptions that are useful in maintaining a healthier
lifestyle, there are many health applications such as Microsoft Health, Apple Health Kit,
Samsung S Health and Google Fit to gather patient health data by tracking their everyday
activities (e.g. sleeping practices, exercise routines and food choices) [1]. As patients are

1L Arulmozhiselvan, Department of Information Science and Technology, Anna University, chennai.
E-mail: arulmozhiselvan@auist.net

Advances in Parallel Computing Technologies and Applications
D.J. Hemanth et al. (Eds.)

© 2021 The authors and IOS Press.
This article is published online with Open Access by IOS Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/APC210127

88



forced to stay in the hospital for the duration of their treatment due to the lack of technol-
ogy capable of delivering patient health information remotely to approved health prac-
titioners, healthcare facilities are becoming more and more expensive. Remote patient
monitoring provides tremendous opportunities to reduce the cost of patient health care
and to improve the quality of healthcare services by detecting and avoiding illnesses.
By allowing remote patient monitoring in hospitals and even at home, IoT will bring
tremendous opportunities to revolutionize healthcare in the near future. IoT systems di-
rectly gather health information from patients and send it to healthcare professionals in
real time. This would not only reduce the expense of healthcare services for patients, but
also encourage health conditions to be dealt with before they become serious [2].

By the year 2020, the present hospital-centered healthcare practice is projected to be
balanced by its home base equivalent in the next decade. The average growth in health
data will also be around 48 percent a year and the amount of health data will grow to 1018
bytes by 2020. It takes some time to allocate vast volumes of data to cloud computing
for processing and storage, which is inappropriate in life or death circumstances. Archi-
tecture with a middle computing layer is becoming the more commonly used technology
to improve the quality of healthcare services to support this data development because
of the growing sensing devices used for healthcare. This intermediary computing layer
is known as fog computing or Edge computing, which offers unique IoT device services
to improve the processing chance to react to patient requests from e-Health customers.
E-Health information must be applicable in real time to medical professionals by adding
this second tier between IoT body-sensor sensors and cloud computing [3].

In support of IoT-enabled clinical services offering solutions for scalability, data
processing and consistency, cloud computing services have been broadly approved. The
geographical centralization of cloud data centers, however, allows data obtained from
sensors to be distributed for processing over a multi-hop range, adversely affecting the
latency tolerance of the solutions. In addition, cloud resource management in hetero-
geneous healthcare environments requires complex strategy implementation in order to
avoid constant revision of the distribution of resources in response to unequal and unpre-
dictable loads of data from healthcare solutions [4–6]. By investigating lightweight and
customizable additional computing tools closer to the IoT database in healthcare solu-
tions, Fog computing is a promising option in this scenario. Conventional edge comput-
ing devices such as switches, routers, low-profile computing devices, etc. are fitted with
computer infrastructure, utilities and management models for local lean technologies to
be applied in this approach. As a consequence, some data processing can be carried out
closer to the data source, resource demands can be dispersed, the need for multi-hop
data exchange can be minimized, latency reduced and service flexibility encouraged [7].
Providing an easy sensor-to-cloud architecture is not feasible for many healthcare appli-
cations especially because most hospitals will not prefer outside storage of patient data.
There is also often the grim case of a packet loss or a failure of the data centre which
puts the health of patients at risk. Fog computing helps healthcare solutions in this field.
Fog computing is a decentralized computer architecture that processes and stores infor-
mation between the source of origin and the resources of the cloud. This contributes to
the minimization of overhead data transfer and ultimately increases computational effi-
ciency on cloud networks by reducing the need to process and store large quantities of
illumination [8].
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The Fog computing framework is largely driven by a massive rise in Internet of
Things (IoT) devices, where an ever growing amount of data is created from an already
array of devices (in terms of volume, variety, and velocity). The Fog model aims to pro-
vide problems with a flexible, decentralised approach. This is accomplished through the
development, as shown in Figure 1, of a new hierarchically dispersed and local network
between the Cloud system and end-user devices. This platform is capable of sorting,
consolidating, sorting, analyzing and sharing information and will save time and energy
for interaction [9]. Although the resources and computing resources of fog resources
are limited, they are versatile enough to adjust according to the context of performance.
The challenge of managing and running distributed computing scenarios is addressed by
the convergence of variable requirements and restricted computing resources, ensuring
performance, reliability and protection. During the transition of data from the sensors to
the cloud and the cloud to hospitals or personal clinicians, the use of only the cloud can
cause delays. In healthcare, we have emergency service systems that involve real-time
operations that play an important role in productivity and time; this can suffer as a result
of cloud delays. Therefore, not only because of latency problems, but also because of
protection, the transfer of such enormous quantities of data back and forth is not an ef-
fective option. The risks associated here are not only data breaches, but also risks to pa-
tients’ health [10]. Therefore, in this paper a fog-enabled cloud-based (FECB) heart rate
monitoring unit that allows better network use and energy consumption. This approach
also reduces latency. Along with this detailed study of cloud and fog computing contri-
bution in Section 2 provides the related work. Section 3 describes the proposed health

Figure 1. Fog enabled cloud platform healthcare

care monitoring unit and results and discussions are provided in Section 4 followed by
conclusion in Section 5.

2. Background Study

Fog computing enables organizations, especially in large environments where devices
need to communicate with each other and the data centre, to use cloud computing to
support IoT [11]. This makes it possible for devices that access similar data to commu-
nicate through a sub-cloud network called a fog layer. Fog computing enhances opera-
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tional performance by providing end users to access smaller, more specific information
rather than obtaining information from users in a centralised, cloud-based infrastructure
together with information they would never need to access. Hence, in this section, fog
computing in healthcare related works is discussed.

IoT-Fog-Cloud [12] presented study, models, and demonstrates how to lower the cost
of computational power while maintaining performance limitations for health requests-
particularly response time of obtaining medical data stored in a fog-cloud environment.
This work presented a queuing model to forecast the minimum necessary amount of
computing resources (both fog and cloud nodes) to satisfy the Service Level Agreement
(SLA) for responsiveness in order to address this problem. Via nonlinear models, we
check and cross check our analytical model. The conclusions drawn from our analyt-
ical models indicate that in order to obtain the required responsiveness under various
workload conditions, the proposed model is able to properly and effectively estimate the
number of computational resources needed for health data services.

A Fog-based IoT-Healthcare technology framework [13] and the incorporation of
Cloud-Fog services into the conventional Cloud-based framework of interoperable clini-
cal services. Via simulations using the iFogSim simulator, the scenarios are tested and the
outcomes analysed in relation to numerical computation, latency reduction, data trans-
mission optimization and energy consumption. In terms of cost, network delay and en-
ergy use the empirical setup point to enhancement. Integrated IoT and Fog to deliver
health data [14] presented the move from the cloud to the edge network of computing
knowledge. Fog computing functions closer to the customer, on the edge of the network,
allowing precise service delivery with low response time to prevent delays and network
failures that may disrupt or delay the decision process and delivery of healthcare ser-
vices. A design framework is designed and the advantages of the IoT and fog computing
integration are demonstrated by a series of use cases.

A design that focuses on healthcare systems [15], in addition to a system imple-
menting this architecture, an architecture comprising three layers; objects (i.e., sensors),
fog nodes and a cloud data centre is proposed. This arrangement provides coordination
between fog nodes with efficient resource management and job allocation, which is ca-
pable of achieving a high QoS (i.e. low latency) in a healthcare service scenario. Smart
devices are not capable of handling IoT-produced data as elements of IoT-driven health
systems, nor is data uploading to the Cloud the required solution.

The paradigm shift, known as Fog computing, has seemed to solve the limitations
of smart devices and the cloud, where an extra element collects the message and trans-
mits the results to the cloud. Leading proponents brought into IoT-based environments
by Fog computing, privacy and security concerns remain the primary challenge for its
deployment. This paper presents the reasons for the convergence of the IoT-based health-
care system and Fog computing, advantages and challenges, as well as the proposal of a
simple low-cost system [16].

Healthcare companies have become more open to cloud computing over the past
year as a common technology for health IT infrastructure. Firms recognize that the cloud
facilitates even more intelligent collaboration between health information systems, en-
abling smarter interaction between mission-critical platforms for end users. The need for
end-to-end visibility of the cloud environment is acknowledged by organizations. How-
ever, for the sake of improved visibility, as cloud ecosystems expand, healthcare organi-
zations are faced with adapting to the volume of data. Fog computing enables such data
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to be separated by IT administrators and users, making it easier to access and handle. The
implementation of a fog layer into the architecture of cloud computing eliminates the
security risk whenever it comes to patient data not being lost due to a data centre failure.
But at the same time, in the cloud, the data is processed. This raises the threat to patient
information privacy and also takes huge delay in accessing the information. Health mon-
itoring system for people who are old and disabled [15] was proposed to monitor their
health regularly. Heart beat rate is monitored at regular time period and collected. The
collected value is compared with prescribed doctor value whether it is normal or not.
If there is critical in heart beat rate then alarm is emerged and message sent to patient
doctor and family member. The message is passed which contains collected heart beat
rate at period of time along with patient location.

3. System model

Although the number of medical devices is rising day by day, most of them use pre-
configured applications based on artificial intelligence to handle medical data. This sug-
gests however that practically all of the care and evaluation decisions are taken based on
the description of the common patient. In addition, due to the fact that all data analy-
sis takes place on a central server, as more and more medical devices are linked to the
system, networks also struggle from network latency issues. To build and incorporate a
monitoring system for the heart beat that would allow the medical data of the patient
to be processed on a Fog node using algorithm to minimize the alert delay while not
exceeding the communication overhead of the server.

3.1. Basic components

1. A database server which preserves and manages sensed information for the pa-
tient.

2. A smartphone to provide a 2-way data stream with the sensor and the database
server.

3. A lightweight, wearable body sensor that is connected to the patient with a lot of
computing power.

3.2. Algorithm

• Uploading sensed information.
• Storing basic information about smartphone users.
• Validating input data.
• Display the heart rate is critical or not

3.3. Responsibility of fog node

1. Using an encrypted key, reading heart rate from the sensor.
2. Downloading corresponding user information, sending a proper notification.
3. Sending the SMS to the caretaker when the heart rate is critical.
4. Displaying collection of recent heart rates.
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3.4. Communication with fog nodes

Using cloud connectivity, the contact from the database server to a fog node is finished.
Cloud connectivity is an effective way for a battery to connect a database server to a com-
puter, allowing you to send messages and updates to your device from your server. The

Figure 2. FECB heart rate monitoring architecture

advantage of cloud messages is that they are very simple to set up and have constructed
features to handle circumstances when network issues on the side of the fog node are
present. In order to send a message to the Fog node, cloud connectivity is used. The mes-
sage includes information about the user that is automatically downloaded to the device
after the message is sent. On the server side, there is currently no help to ensure that the
message was actually received by the fog node, which allows for potential opportunities
for growth.

Figure 3. Comparison analysis for delay
Figure 4. Comparison analysis for network us-
age

From Figure 2, the patient’s phone transmits the heart rate to the cloud server, where
the server runs the algorithm to determine whether to give the doctor a notification. If it
has changed, the heart rate status is still stored in the database, so the patient’s status is
updated to alert the hospital caretaker. The key issue with a conventional tracking sys-
tem based on cloud computing is that the extra time it takes for the data to be transmit-
ted to the server from the patient’s phone may be critical in a life and death situation.
But in the proposed system the delay can be reduced using fog node installation. Figure
3 demonstrates the delay comparison analysis between conventional cloud-based heart
rate monitoring and the proposed FECB monitoring unit. In this case, we consider ho-
mogeneous workloads for body sensors, which are uniformly distributed and each body
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Figure 5. Comparison analysis for latency de-
lay

Figure 6. Comparison analysis for energy con-
sumption

sensor generates a rate of 500 requests per second. We see the delay rises as the number
of cases increases. Similarly, Figure 5 depicts the comparison analysis for latency delay
and Figure 6 shows the energy consumption between traditional clouds based and pro-
posed FECB monitoring units. We suggest that if the healthcare workload increases the
response time increases with a fixed number of computing resources, and inversely, if
the healthcare workload decreases the response time decreases. As a result, as a function
of the forthcoming healthcare workload status, it is vital to scale up and down comput-
ing resources. In addition, the cloud computing-based approach reveals that the delayed
update will reach two seconds, compared to the FECB fog-based device unit where only
half of it is delayed. In addition, since this experiment was performed using a powerful
high-bandwidth network signal, this delay will exponentially increasing in areas where
the signal intensity or network bandwidth is smaller.

4. Conclusion

As a result, the FECB system for heart rate monitoring was established, providing a way
for doctors and caregivers to monitor their patients. The device consists of a doctor’s
database server, a patient’s smartphone and a sensor that supplies the application with
the heart rate. In this type of environment, the use of cloud storage will only make sense
if the algorithm is extremely hungry for resources and the fog node would not be capable
of processing the data on a regular basis. The biggest advantage here is that all intervals
are kept as short as possible as the processing happens very close to the sensor itself. In
addition, since the two alerts are sent as different requests, there is a fair probability that
the other one will stay untouched and the message will not be lost even though either the
physician or hospital network connection breaks.
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