Smart Intelligent Computing and Communication Technology
V.D. Ambeth Kumar et al. (Eds.)
© 2021 The authors and IOS Press.

This article is published online with Open Access by I0S Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License 4.0 (CC BY-NC 4.0).
doi:10.3233/APC210101

APMFT: Anamoly Prediction Model for
Financial Transactions Using Learning
Methods in Machine Learning and Deep

Learning

R. Priyadarshini®', K.Anuratha®, N.Rajendran® and S. Sujeetha?

553

acgssistant Professor, Dept of IT, B.S. AbdurRahman Crescent Institute of Science and

Technology, Chennai

bdgssistant Professor, Dept of IT, Sri Sai Ram Institute of Technology, Chennai

Abstract: Anamoly is an uncommon and it represents an outlier ie, a
nonconforming case.According to Oxford Dictionary of Mathematics anamoly is
defined as an unusal and erroneous observation that usually doesn’t follow the
general pattern of drawn population.The process of detecting the anmolies is a
process of data mining and it aims at finding the data points or patterns that do not
adapt with the actual complete pattern of the data.The study on anamoly behavior
and its impact has been done on areas such as Network Security, Finance,
Healthcare and Earth Sciences etc.,.The proper detection and prediction of
anamolies are of great importance as these rare observations may carry
siginificantinformation.Intoday’sfinanicial world, the enterprise data is digitized
and stored in the cloudand so there is a significant need to detect the anaomalies in
financial data which will help the enterprises to deal with the huge amount of
auditing The corporate and enterprise is conducting auidts on large number of
ledgers and journal entries. The monitoring of thosekinds of auidtsis performed
manually most of the times. There should be proper anamoly detection in the high
dimensional data published in the ledger format for auditing purpose.This work
aims at analyzing and predicting unusal fraudulent financial transations by
emplyoing few Machine Learning and Deep Learning Methods. Even if any of the
anamoly like manipulation or tampering of data detected, such anamolies and
errors can be identified and marked with proper proof with the help of the machine
learning based algorithms. The accuracy of the prediction is increased by 7% by

implementing the proposed prediction models.
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1. Introduction

Detecting anomalies is essential in finance sector as this may reveal illegitimate
activities such as fraudulent risk, theft of identity, network intrusion which may lead to
unsoughtconsequences such as service disruptions and other failures. As the dimension
of data is increasing in large scale as there is change in finance environments, growth in
digital platforms, it becomes very challenging to detect the unusual activities. Many
ideas involving semi-supervised learning, deep learning algorithm and graph based
methods to address this challenge in anmoly detection. In sectors like finance, when the
data exponentialyincreses then the methods may not work in realtime and may also
time consuming. Multiple industries are witnessing an exponential increase in the
availability of streaming large volume of data. Anomaly detection techniques are
generally aimed at finding the what is considered as normal and how to differentiate the
abnormality from normality.

2. Problem Statement

Since the introduction of Digital Transactions, the scammers have found methods to
expoit public and use the credit cards, debit cards or digital credentials to have
unauthorized access.Fraud has been a stumbling block since the years in domains like
Finance, Healthcare,Insurance and several other financial domains. Due to the growth
in digital transactions through diverse payment options, such as PhonePe, Google pay,
Paytm, etc., there is increase in fraudulent activities also. Since no system is always
consistent and there is always an ambiguity.In the proposed system we would like to
address few fraudulent transactions such as Embezzlement.To identify these kinds of
unusual activities and to stop them from happening again,we have developed a model
using various Learning Algorithms and Statistical Methods.The model will be learning
from the training data and used for prediction using the previous knowledge and stored
patterns.

3. Literature Survey

Title Proposed Techniques / Model Observations

Rajan G et al. , in their
paper Construction of

Optimal Portfolio
Using Sharpe Index
2018 [1]

Discussed the grouping of securities on
shares, bonds and finance market tools.
The process of integration of the
various assets to get an optimal profit
with less financial threat is termed as
portfolio  construction.They  have
summarized that the process can be
simplified by using Sharpe model to
associate the profit in a security to a
market index, by adapting CAPM
theory which defines the relationship
of an assest with its systematic
possible threats

The  portfolio used 5
securities and its Investment
is from 4 % to 4339 %
considering HDFC Bank Ltd.
, HDFC Ltd.

ICICI Bank Ltd, TCS Ltd.
and TATA Motors Ltd with
HDFC Bank Ltd with
maximum  weightage and
TCS Ltd ith least weightage.
The proposed method may
not suitable for consistent
prediction of security threats
financial data as stock maket
is non-volatile
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“The  Single Index
Model & The
Construction of
Optimal Portfolio: A

Case Of Banks Listed
On Nse India” [2]

Considered ten financial companies
from National Stock Exchange and the
Bank Price Index was
during 2009 and 2013.

accounted

Proposed  the  available
options for the investors
analysing the returns, risk on
investment. Wecant accurately
analyse and predict as the
financial market is not static

4. Proposed Model
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Figure 1.System Architecture
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Figure 2. Data Generation and Data Collection
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4.1.3 Module 3

Data Analysis using
Machine Leaming

Figure 4.Data Analysis

4.1.4 Module 4

Figure 5. Anamoly Detection In Analysed Data Using Multi Fusion Clustering

5. Results And Discussions

6

2 I I
0 : : .:
SVM KNN CNN

Figure 6. Frequency on right prediction

No.of times predicted right

Prediction Accuracy

p— i

——3
82% 62% 22".,

SVM KNN CNN

Figure 7. SVM outperforms KNN and CNN
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Conclusion

This paper provided insights on Machine Learning and Deep Learning methods to
detect the fradulent transactions and attempted to find the best method for better
prediction.The study identified that for high dimensional data SVM classifier is best
suited to predict the unusual financial transactions.We have tried only with the
supervised learning methods and it would be better if the classifiers are built using
unsupervised learning methods as the financial data are inconsistent and volatile in

nature.
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