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 Abstract.  Now a days wireless communication is become very vast, important and 

easy to access with multiple wireless sensor network in existence as it having very less 

cost associated and easily available via multiple mobile devices with sensors to create a 

hotspots, It creates a potential threat for community using wireless media for 

communicating some secure information like banking passwords, military information, 

biometric data etc. on unsecured network. This proposed paper will expose one of such 

potential threat Rouge Access Point (RAP) detection by making the use of soft 

computing prediction tool in our case fusion of neural network with fuzzy logic known 

as neuron-fuzzy method and design a fuzzy controller (FLC) to find such RAP & secure 

the existing wireless network where multiple sensors are actively working in real time 

to provide the real time data. 
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1. Introduction 

 

1.1 Why and what is RAP:- 

 

Rogue Access Point (RAP) is an access point connects wireless devices which are 

setup on a secure and safe network without having external permission from a 

network admin [1] it may be added by any managed worker or a attacker which does 

not matter. It is very much easy technically also practically for a good company or 

organization worker or any owner or employee to installs a Soft Access Points (SAP), 

a less cost wireless router’s or access points which make access network or entire data 

from remote devices which become simpler. Perhaps, it is possible that these will 

manipulate and configure like it is not closed for security or with having less security 

that generally can allow access to not authorized user or malicious hacker for data to 

be accessible in the network. If any malicious attacker or employee installing access 

point in the secure network they can easily able to execute multiple types of 

vulnerability scanners, and without having physical existence into the nearby location 
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they can attack remotely on wireless network from any reception area, building 

located nearby, side car parking area or even with any high gain antenna, located 

several miles away from the location as set trap.To prevent such types of possible 

unauthorized installations of rogue access points, network admin has must be an 

install wireless intrusion prevention systems which regularly monitored and detects 

available radio bandwidths for not authorized access point exists in the network under-

monitored. 

 Generally, a presence of multiple wireless APs can be detected in real time 

environment nearby of  any general enterprise network , now days is a very common 

phenomenon, which includes manage access points in the totally secured wireless 

network with available access point or points in the nearby possible area. A Wireless 

Intrusion Prevention System (WIPS) will dose the work of checking or rechecking and 

monitoring such multiple APs on a frequent basis for learning and checking the 

existence of Rogue Access Points (RAP) among them are present or not present.In 

order to detect that RAP existence in network two conditions has to test and well 

verified: 

 1. The AP under observation is present in the list of the APs which is 

maintained by the network administrator for a secure network. 

 2. The access point device connected to the secure network and will not 

cause any harm in the present and possibly future to the network because of its 

existence in a secured network managed by the network admin. 

 The first condition is much easier to resolve and test, only compare MAC 

address of wireless device known as BSSID of AP with the maintained or sometimes 

managed APs SSID from list available backend. It gives the list of AP in the network 

without the authority of network admin. 

 However, the second criteria to be tested will become more challenging or 

complex in the consideration of the following factors:  

 1. It Needs covering all possible types of AP devices in WSN, Example 

bridging the networks or nodes, NAT also known as routers, encrypted or unencrypted 

wireless links, various types of possible relations in wireless MAC and well as wired 

address for multiple APs with SAP also has been checked.  

 2. Required to determine all possible access points’ connection with 

Acceptable Response Time (ART) for entire networks monitored under network 

admin. 

 3. The necessity to sometimes avoid or remove both possibilities of False 

Positives (FP) and False Negatives (FN) are illustrated in detail with three possible 

conditions [2]. A). FP generally occurs when the WIPS monitors or finds an APs are 

not actually connected to the secured networks and working like the wired RAPs for 

the network. Frequently as FP result in max utilization of admin s bandwidth utilised 

to finding these rouge AP or devices. Possibility of these FP’s will also create some 

resistance which enables auto-blocking of wireless or sometimes wired rogue devices 

because of danger of blocking or closing nearby APs exists in the network 

 b) FN usually occurs when WIPS unable to identify an AP which is part of 

secure network like a rogue device with wired connection where FN results in security 

loopholes [10]. This issue must need to be traced and close in time for the betterment 

of secure network by network admin itself. 
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 c) Generally, unauthorized APs are found to be connected to the secure 

networks; these are the RAPs of the first kind traditionally known as the rogue access 

point with wired connection. On the verge side of this, if the not authorized AP is find 

not connected to the secure networks, it is external APs which not cause any harm to 

the network. Among the external possible APs, if any is identified to be mischievous 

in network or creates any risks like sometimes settings can be attracted or sometimes 

had already was part of secure network wireless clients, it’s labelled as a RAP of type 

two, which is known an evil twin type of attack [2]. 

1.2 Fuzzy Logic a Concept 

Fuzzy logic is a collection of logical variables, includes the truthiness of variables 

which includes fractional numbers lies in the large range of zero (0) and One (1) 

including both. Fuzzy logic is traditionally used to handle the basic concept of truth 

sometime partial having some numerical values in real world, where the value of 

truthiness having the boundary of total true or sometimes total false values inclusivity 

[3], with this core concept, Boolean logic as discussed the truth values of variables are 

sometimes only are the integer values either 0 or 1 also called as crisp values of 

truthiness.The term fuzzy logic was introduced in the year 1965, the naive method of 

fuzzy-set theory by scientist Lotfi Zadeh[4]. Fuzzy logic had been in existence from 

1920s, known as infinite-valued logic noted by super minds Lukasiewicz and 

Tarski.[5]. 

             

1.3 Applying truth values 

In any application, we might have to decide various possible sub-range or ranges of 

measured or defined continuous variables for the proposed systems [10]. For simple 

understanding consider a simple and basic example, a temperature measurement system 

for anti-lock brakes (ABS) are having multiple separate and unique membership 

functions. While defining a particular temperature ranges on a real-time scale we 

needed to control the brakes properly in proper proportion. Generally during this 

process of mapping the functions each time same temperature value or values map to a 

truth value in the partial truth range of 0 to 1 as proposed by truth table for ABS 

inference system. These truth values proposed after certain observations can easily be 

use to identify how the parameters are controlled to control another output parameter of 

ABS [7]. 

2. Proposed System architecture 

 

We use fuzzy logic tool [29] to find the rouge access point exists in environment for 

this we use traditional algorithm proposed, in which 5 parameters we extract from 

network and analyze the existence of rouge AP in network. The algorithm will work 

simply based on rules proposed in given table for different parameters in any wireless 

network [9]. 

 In proposed system we think about different parameters as detection engine 

Preemption engine and threshold values as authorized or not authorized in each phase 

we check about total 5 parameters initially we check for two parameters and then  
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update to 2 parameters as set and then total 3 parameters are compared to find actual 

access point is rouge or not which shoes improvement on traditional methods as it gives 

good results from actual CCM protocols [11]. 

 The partial truth table is shared based on which the prediction is made to make 

the possible conclusion for access point whether it will be having rouge or not. The 

Mamdani’s inference method will use to find the conclusion of the system and check 

the RAP existence in the network.[12] 
 

Table 1. Proposed Method Parameters Selection 

 

MAC SSID 

Channel 

ID Secur 

Signal 

Strength Type 

DETECTION-Phase I PREEMPTION-Phase II Decision 

Registered Unregistered Know Known Correct Authorize 

Unregistered Register Know Known Correct Authorize 

Registered Registered Unknown Unknown Incorrect Authorized 

Unregistered Registered Unknown Unknown Incorrect Unauthorized 

Unregistered Unregistered Unknown Unknown Incorrect Unauthorized 

Registered Registered Unknown Known Correct Unauthorized 

Unregistered Registered Unknown Known Correct Unauthorized 

Unregistered Unregistered Unknown Unknown Incorrect Authorize 

Registered Registered Unknown Unknown Incorrect Authorize 

Unregistered Registered Unknown Known Correct Authorized 

Unregistered Registered Unknown Known Correct Unauthorized 

 

3. Proposed Prototype 

The proposed method is explained with following diagram with working flow and 

shows the results in partial Fuzzification process and Diffuzification using centric 

method. As per figure1 the proposed system is shared with all five possible partial 

parameters and its possible outcomes as per table1 

 Figure 2 indicated rule based designed as per need of the proposed system 

architecture. Figure 3 shows membership function mapping with different rules to give 

desire output. Figure 4 analyze how to parameters plays vital role while selecting the 

proper access point for detection of RAP 
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Figure 1. Proposed System 

 
 

 
                                                                

 

Figure 2. Proposed Rules 

 

In figure 1, it describes about what the proposed method capable of and how RAP 

detection will be done in fuzzy neural system. as five parameters are input as discussed 

in tale 1 all given as input which will fuzzify and defuzzify to check the actual output 

of the system, as ANDing method is done to min and ORing will done at maximum the 

rule base has prepare with implication setting to min value. The range is selected for 

each input in triangular function to understand the simple use of system one can use 

other function for more ambiguous and complex systems.  

 Figure 2 describes about all the possibilities of rules formation and with three 

times and operation in phase 2 and twice in phase 1 as final phase will be resultant it 

forms around 9 rules in rule base per parameter which actually can increases up to 35 

rules to create robust system, but as aggregation in fuzzy-neuron system it work well 

with only 9 parameters with good time complexity and make the systems performance 

better which discussed in table 2. 
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Figure 3. Membership function mapping  

 

 Figure 4 is simple pictorial format for RAP detection engine as it shows the 

analysis with  output against the available parameters for the yellow range it describes 

membership value ranging 0 to 5 for MAC address and blue region it represents SSID 

as these two are initial phase for detection. Thus the system is robust and performs the 

proper detection with good accuracy also as it pictorial view understanding of navie 

user is also simple and faster as these is multidimensional graphs. 

 

              

  
 

Figure 4. Analysis of RAP detection method. 

 

AS per paper[8] ,we studied multiple methods to detect RAP in network the 

comparison is shared in following table with testing on 6 AP exists in network with 

created 2 RAP so total on 8 Access points the method is tested, Which clearly shows 

the for all 5 parameters of comparisons this method of WSN [30] security will proves 

upper hand with no possible limitation over other with having less time for detection 

and higher end accuracy with simple understanding in its own nature so this proposed 

method have good proven results over mostly used hybrid frame work and clock skew 

method to detect and find the existence of rouge access point to damage and manipulate 

the good wireless sensor networks and make the WSN more secure. 
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Table 2. Results and comparison with other exixtanting methods 

 
Method Name Detec

tion 

Time

(ms) 

Acc

ura

cy 

(100

%) 

Limitation Advantage Understan

dability by 

naive user  

Proposed method-Fuzzy 

Logic Method 

28 93 Nil (not 
found)

Faster Moderate 

RTT-Round Trip Time 
Method 

45 85 Propagation 
Delay

Traditional  Simple 

RSS-Received Signal 
Strength and Seq. 
Hypothesis Method. 

15 84 Signal 
Strength 

Invisible to 
user 

Difficult 

Temporal characteristics 
Method 

65 80 Time varying 
network 

Single 
point of 
contact

Simple 

HMM-Hidden Markov 
Model 
Method 

55 92 Token system 
for each 

dynamic 
Bayesian 
network

Moderate 

Clock Skew 
Method 

15 80 Variance due 
to physical 
composition 
temperature

periodic 
signals 

Simple 

Hybrid Framework 
Method 

123 82 costly as well 
as time 
consuming

Depend on 
user need 
can modify

Difficult 

Multi Agent Sourcing 
Method 

152 91 multiple 
interacting 
intelligent 
agents 

agent-
based 
model 

Difficult 

Covert Channel method NA NA hard to install ultra-high-
assurance 
secure OS

Moderate 

 

 

4. Conclusion & Future Scope 

 

In paper we proposed a naive approach to detect existence of Rouge device which can 

manipulate sensors in the wireless environment by using fuzzy controller basically 

designed using madmani’s approach with fuzzy-neuron method introduced in this 

paper. Also its architecture and implementations details with working model snapshot 

are discussed in results section. Proposed method is compare with existence methods 

and shows performance with other methods in real time with working model in real 

time environment of organization. The method can be more secure as number of 

parameters from network can increases with more study required as 15 parameters can 

be implemented but the time complexity and rule base can take more time in evaluation 

also the system has more ambiguous rules to evaluate which makes access point more 

secure and ultimately it performs good computation to provide the faster and good 

solution also as future work some data mining algorithm also can be added to make the 

parameters characterized and proper shape output. In India very less work done on 

wireless communication, this is potential filed for researchers to work with and give 

more inputs and contribution for society. 

We also filled a patent on such method to make wireless communication more secure 
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with each node existence in network called RAPD method detection dated 17Th Jan 

2020 application id 202021001126 which is published under IPR.  

 So it concludes that, fuzzy controller or fuzzy-neuron systems can predict the 

RAP with more accuracy and also can help to detect wireless zone and possible nodes 

available in the entire network to make it possible more and more advancement in 

finding proper communication security in any number of access points exists in real 

time organization. This requires no external hardware or other support so can easily be 

implemented real time. 
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