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Abstract. cloud computing service is the most important services for many of the
organizations. The service providers must ensure of their security and protection
techniques to guarantee to protect the client data. There are some cloud security guidelines
that supports the cloud data security are need to be followed by the vendors. Despite the
fact, the vendors are facing the mess of security and protection controls and eventually
leads to an confusion among the consumers on concerning the safety efforts and whether
their measures satisfies the security measures. An inclusive report to survey the risk and
security issues faced by cloud consumers have depicted to control the hazards. In light of
this investigation, an ontology describing the cloud security controls, threats and
compliances framed. a web based cloud application is designed to recommend the cloud
security policies from the ontology such that it also helps the existing cloud providers.
Security strategies can also be planned by the consumers by utilizing the web application
that describing the ontology
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1. Introduction

Cloud based storage and services are the appealing for the money savings and quick
accessible/scaling or protection of cloud information stays a worry for optimum
clients and a key barrier in appropriation of the cloud. In contemporary years, distinct
cloud protection gauges are proposed or being created via way of measures bodies like
Cloud Security Alliance (CSA), International Organization for Standards (ISO),
National Institute for Standards and Technology (NIST), and so forth. Most cloud
groups are executing a huge wide variety of safety and protection controls. This has
induced perplexity and fear amongst customers with apprehend to what protection
efforts they want to count on from the cloud administrations and what compliance
guidelines to embody for their mission statistics on the cloud. This paintings makes
three key commitments. Initially, we've directed an in depth report to audit the
capability risks appeared thru cloud customers and decided the consistence fashions
and safety controls that need to be set up to deal with the threat. It proposes, given the
threats an agency faces, right cloud protection arrangements and companies that help
them. This software arranges the security issues faced by the cloud consumers and its
solutions that need to be derived when the security issues occurs. This utility also
suggests the cloud providers that aids for the safety regulations. The focal aspect of
ths paper is at the primary and 1/three commitments. In segment III, the study of the
one-of-a-type cloud protection control models, consistence fashions and threats. The
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metaphysics we've got created for cloud security compliances and security norms are
quick shrouded in phase IV, and is not a focus of this paper. the idea utility of the
application is depicted in the chapter V and the future additional security policies is
also inclusive.

2. Related work

cloud computing enables storage potentiality to store and process the data in third
party network data servers [1]. the companies and institutions use cloud in various
models such as private, public, hybrid, and community [2]. Security concerns related
with cloud computing fall into two general classifications: security issues faced by
cloud providers such as the organization providing software-, platform-, or
infrastructure-as-a-service by means of the cloud and security issues faced by their
customers and the organizations who have applications or store information on the
cloud[3]. The cloud providers must be sure that their organization providing the cloud
resources is secured and the client must also take the measures to protect their data
and applications. when an organization plans to store the information or plans to run
their application on the public cloud, the ability to access the physical access to the
servers will be denied. Thus possibly the sensitive data is in risk. as it has been stated
by the Cloud Security Alliance Report insider hit are the 6th greatest risk in cloud
computing[4]. As a result the carrier carriers want to ensure that verifications aqr led
for representatives who've physical get right of entry to to the servers within the
statistics middle. And also the carriers have to have a look on data centres for any
distrustful movements. So as to keep property, reduce fees, and appearance after
productiveness, cloud professional co-ops frequently shop multiple purchaser's
statistics on a comparable server. In the cloud assets, the priivate facts may be visible
by exclusive clients and to cope with such situations the providers ought to seperate
the records and consistent stockpiling segregation.[2].The extensive utilization of
virtualization in executing cloud foundation brings one among a type safety issues for
clients or inhabitants of an public cloud service.[S] Virtualization adjusts the
relationship among the OS and simple device —processing, garage or maybe
networking. This gives an extra layer — virtualization — that itself must be accurately
configured, managed and secured.[6] .While those concerns are to a outstanding
quantity hypothetical, they do exist. [7] For instance, a destroy in the director pc with
the management programming of the virtualization programming can purpose the
whole datacenter to head down.

3. Security threat and control models

3.1. Compliance Standards and cloud security controls.

Analyzing the security threats identified in some articles and from some other
documents, for predicting and to analyze the threats faced by the consumers and that
they are:

3.1.1. Data Breach
Poor access the board of object stockpiling containers and information stores cause

touchy data to be made open, which has been one of the significant reasons for
information ruptures on the cloud.
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3.1.2. Denial Of Service (DoS)

Another attack for cloud security data is a Denial of Service (DoS) attack will sealup
the cloud services and leads to inaccessible of data. simply it can be possible by
flooding the framework with traffic such that it will leads to server crash.

3.1.3. Account Hijacking

Regardless of whether your workers aren't utilizing default, insecure passwords,
programmers despite everything can " guess " the qualifications, access your cloud
utilizing your staffs' records, and, subsequently, take or control your information or
damage your business forms when all is said in done. This is designated, "account
seizing” as well as account hijacking.

3.1.4. Insecure APIs

Regardless of whether your own frameworks are sheltered, there are frequently
outsider administrations that can present extra cloud security dangers. To be specific,
IoT arrangements are ordinarily viewed as a risk to information protection: gadgets,
for example, associated vehicles, wellbeing screens, and home machines, gather and
transmit huge amounts of delicate information progressively. Thus, interlopers can
commandeer your information by hacking your APIs, not simply the cloud.

3.1.5. Insider Threats

In cloud computing apart from the outsider threats the insider threats are very
dangerous such that representatives also can cause the security breach. additionally
they can also fill the malware in the server and also utilize the gadgets for business

purpose.

3.2. Shield from threats by utilizing security consistence models

The following are the cloud security best practices:

3.2.1. Data encryption, key management

Security management technique that protects the data and it can be accessed only via
the user encrypted key. An encryption key management system includes generation,
exchange, storage, use, destruction and replacement of encryption keys.

3.2.2. Media protection

Media Protection Policy is to guarantee the security of the Criminal Justice

Information (CJT) until such time as the data is either discharged to the open by means
of approved spread.



Priyanka K and Priya R / Web Based Application for Cloud Security and Compliance 223
3.2.3. Classification and verification

Approving the client assets such as key and passwords is the significant method of
improving the control of security. by the level up, the suppliers also have to provide
the control to the authorized clients.

3.2.4. Portability and interoperability

it is the ability of the designed framework to integrate and share data among the other
data framework without violating the security policies.

3.2.5. Application security
simply it can be stated as the security of the application that runs on the cloud server.
4. Surveillance for security and formulating ontology

The framed ontology depicts the security issues that in the cloud with the control
methods. The ontology is used for describing the security issues and the supporting
security controlling methods. security policies act as the shield from the issues and
policies for recommending the cloud data protection. Enhancing the security
applications to the assessing the risk management are the parts of cloud security
control models that controls the data loss and insecurities and the insider threats. The
ontology can be framed from analyzing the properties of the security threats and cloud
compliance model.
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Figure 1. Illustration of ontology

5. Conclusion

A review of the comprehensive study for the latent threats that faced by the cloud data
service purchaser and planned to manage the risk by designing an ontology. The
ontology is used to frame the security enhancing methods. Cloud users who are
hesitating to include and run their data in cloud may use this application that
recommends the cloud security policies. other IT compliance models are being
analyzed as so to increase the security features by incorporating it to application in
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future. various rules were developing in order that reasons for the ontology to match
with the complaint providers.
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