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Abstract. The increasing adoption of digital healthcare technologies is reshaping
patient care, enabling intelligent environments that support both healthcare pro-
fessionals and patients. However, challenges such as data heterogeneity, interop-
erability, security, and regulatory compliance hinder seamless integration into ex-
isting healthcare systems. This paper proposes a modular and scalable architecture
for remote patient monitoring, designed to standardize data exchange, ensure se-
cure communication, and enhance adaptability. The system leverages HL7 FHIR to
facilitate interoperability across diverse healthcare platforms while incorporating
privacy-preserving mechanisms, including encryption, authentication, and compli-
ance with GDPR and HIPAA regulations. To validate its effectiveness, the proposed
architecture is applied to cardiac surgery monitoring, integrating diverse devices
and enabling personalized reporting to support patient care decisions.
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1. Introduction

Digital healthcare platforms assist physicians in diagnostics and support patients in man-
aging therapies and rehabilitation. However, many healthcare systems operate with pro-
prietary data formats and communication protocols, making it difficult to integrate them
into a unified solution. The data collected is often heterogeneous, complicating standard-
ization. The widespread use of fitness trackers and wearable devices offers new opportu-
nities for remote patient monitoring, but the large volume of data generated can be over-
whelming and not always useful for diagnosis or treatment. Furthermore, each device
has its own data format, increasing the complexity of healthcare data management. Secu-
rity, reliability, and availability are crucial when dealing with healthcare data. Platforms
must comply with privacy regulations such as GDPR and HIPAA to ensure data protec-
tion. Additionally, healthcare platforms must adapt to patients’ heterogeneity, with per-
sonalized treatment plans and the ability to self-adapt, especially in cases of low device
battery, by either replacing it or adjusting energy consumption.

This paper proposes MIRACLE (Modular Interoperable Reliable Architecture for
CLinical Efficiency), a unified architecture for digital healthcare platforms, focusing on
the following key aspects:

* Data Integration and Interoperability. Collecting and standardizing heteroge-
neous, multimodal data to ensure seamless exchange across diverse systems.
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» Standardized Communication. Adopting syntactic and semantic standards,
along with standardized protocols and service interfaces to facilitate data sharing.

¢ Security & Compliance. Implementing robust security measures, such as encryp-
tion, authentication, and continuous system monitoring, while ensuring compli-
ance with privacy regulations like GDPR.

* Personalization & Self-Adaptability. Designing the system to support various
medical applications and adapt to individual patient needs, ensuring personalized
experiences for both patients and healthcare providers.

A case study on cardiac surgery monitoring validates the proposed architecture.

2. Related Work

Recent research in digital healthcare has focused on key aspects such as interoperabil-
ity, multimodal and heterogeneous data integration, security, and legislation compliance.
However, most proposed solutions address only one or a few of these dimensions, with
few offering a comprehensive approach that covers all aspects simultaneously.

Several studies address interoperability and data integration. For instance, Horn-
back et al. [1] propose an Extraction, Transform, Load (ETL) pipeline that harmonizes
multi-site, multimodal data into FHIR standardized structures, ensuring end-to-end secu-
rity and interoperability through the SMART-on-FHIR standard. Similarly, Marfoglia et
al. [2] present an ETL pipeline with a templating conversion strategy via FHIR Mapping
Language. Li et al. [3] explore the use of Large Language Models (LLMs) for convert-
ing free text from practitioners into structured FHIR data, enhancing interoperability and
data harmonization.

In terms of interoperability and security, Rindal et al. [4] integrate medical informa-
tion into an Electronic Health Record (EHR) system using the SMART-on-FHIR stan-
dard, employing OAuth2 and OpenID Connect for authentication. Dos Santos et al.[5]
propose a middleware-based FHIR architecture for stroke care, which addresses security,
communication, and integration issues. Alamri et al. [6] introduce a blockchain-based
electronic health wallet using IoT and FHIR for interoperability, ensuring GDPR com-
pliance through blockchain and privacy layers.

Regarding legislation compliance, healthcare systems must comply with regulations
like GDPR in Europe and HIPAA in the U.S. Chatterjee et al. [7] design a health coach-
ing system using FHIR and SNOMED-CT for semantic interoperability, ensuring GDPR
compliance with Norwegian Services for Sensitive Data (TSD) for secure data man-
agement. Vasileiou et al. [8] present a FHIR-compliant infrastructure using an Entity-
Relationship semantic model, incorporating role-based access control, data encryption,
and pseudonymization to comply with GDPR principles. Raso et al. [9] propose an
open-source solution for de-identification of FHIR data, supporting anonymization and
pseudonymization to meet regulatory requirements.

While these solutions contribute to the advancement of digital healthcare, they typ-
ically focus on specific challenges, often addressing interoperability and security, but
not always integrating data processing pipelines for multimodal and heterogeneous data.
Our approach aims to bridge these gaps by proposing a comprehensive digital healthcare
platform that integrates multimodal data sources, ensures both semantic and syntactic
interoperability, provides robust security, and complies with GDPR.
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3. Key Features and Requirements

This section outlines the features and requirements that shaped the architecture design.
Interoperability. Interoperability in healthcare platforms is crucial for data exchange
and collaboration across different systems. It involves three levels: syntactic interoper-
ability, ensuring standardized data formats and communication protocols; semantic in-
teroperability, achieved through controlled vocabularies and ontologies for precise data
interpretation; and organizational interoperability, which aligns processes and policies
for effective system collaboration. The HL7 FHIR standard addresses all three levels,
ensuring data consistency, controlled coding systems (e.g., SNOMED-CT) to uniquely
identify healthcare resources, and secure, standardized workflows.

Multimodality and heterogeneity. A key challenge is the management of multimodal
and heterogeneous data originating from various sources. Consequently, data harmoniza-
tion is essential to ensure that medical data, spanning structured electronic health records
(EHRs) to sensor-derived information, can be effectively standardized and integrated.
The flexibility of the FHIR standard enables the ingestion of diverse data types, includ-
ing binary formats such as medical imaging (e.g., DICOM), documents, and clinical
resources, thereby enhancing the system’s capability to process and interpret complex
healthcare data.

Security and legislation. Security is vital in digital healthcare systems, which handle
sensitive patient data. Ensuring security in digital healthcare platforms requires strict ad-
herence to the Confidentiality, Integrity, and Availability (CIA) principles while comply-
ing with regulatory frameworks to protect sensitive patient data. Confidentiality ensures
that only authorized users can access protected data, while integrity guarantees protec-
tion against unauthorized manipulation during storage or transmission. Availability re-
quires timely and uninterrupted access to data and services. Security and legal aspects
are closely linked to data protection and privacy regulations. In the EU, the General Data
Protection Regulation (GDPR) establishes strict guidelines for managing user and health
information. Confidentiality is ensured through robust authentication and authorization
mechanisms, including OAuth2.0, OpenID Connect (OIDC), and Multi-Factor Authen-
tication (MFA). Access control is enforced via Role-Based Access Control (RBAC) and
Attribute-Based Access Control (ABAC), ensuring that only authorized users can access
or modify data. The SMART-on-FHIR framework further strengthens security by inte-
grating authentication and authorization mechanisms tailored to healthcare interoperabil-
ity. Integrity is maintained by implementing encryption techniques at different levels.
Application-level encryption secures data stored in databases, file system encryption pro-
tects stored information from unauthorized access, and TLS over HTTPS ensures secure
data transmission, preventing threats such as eavesdropping and man-in-the-middle at-
tacks. Availability is achieved through redundancy strategies, system-wide monitoring,
and disaster recovery plans, ensuring continuous access to critical healthcare services.
Intrusion detection systems, anomaly tracking, and auditing mechanisms (e.g., FHIR’s
Audit resource) further enhance system reliability and compliance. Security and legal
compliance are closely intertwined. Regulations such as the General Data Protection
Regulation (GDPR) in the EU establish strict requirements for handling personal health
data. Platforms must implement user consent management, ensuring explicit, revocable,
and well-documented patient consent. Furthermore, anonymization and pseudonymiza-
tion techniques help protect patient privacy when data is used for analytics and external
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processing. Regulatory frameworks also impose obligations for cyberattack notification
(e.g., within 72 hours under GDPR) and require comprehensive auditing and logging to
track access and modifications.

Customization, personalization, and self-adaptation. The digital healthcare platform
must be inherently customizable to adapt to the specific requirements of different moni-
toring scenarios. Given the variability of medical conditions and monitoring objectives,
the system must provide the flexibility to configure treatment plans, select the relevant
vital parameters to be tracked, and define the data processing methods necessary for clin-
ical decision-making. This adaptability ensures that the platform can be effectively de-
ployed across diverse healthcare contexts, addressing the unique needs of different pa-
tient groups and medical specializations. Beyond clinical adaptability, the platform must
also support personalization at the individual level. Each patient may require a distinct
approach to monitoring and intervention based on their medical history, treatment phase,
and overall health condition. The system should allow dynamic configuration of monitor-
ing protocols, alert thresholds, and decision-support features to ensure a patient-specific
approach. Moreover, the platform should self-adapt based on the operational environ-
ment. This means it should adjust to changes in patient conditions, treatment progress,
and external factors such as device availability or connectivity constraints.
Performance. Existing solutions often overlook system performance, a crucial factor
in large-scale telemedicine platforms. While addressing specific challenges, they neglect
scalability and efficiency. Given the platform’s diverse functionalities, a distributed archi-
tecture is essential, ensuring separation of responsibilities and preventing system over-
load. A microservices-based design, supported by an API gateway, enables dynamic load
balancing and scalable resource allocation. Additionally, clinical data redundancy must
be managed effectively. Integration with multiple sources often leads to duplicated or un-
structured data, hindering decision-making. The system should eliminate redundancies,
store only clinically relevant data, and use temporary storage for intermediate processing,
optimizing computational efficiency and storage.

4. The MIRACLE Architecture

The MIRACLE architecture provides a scalable, secure, and interoperable framework for
digital health platforms. It ensures interoperability through the HL7 FHIR standard, en-
abling seamless data exchange. Multimodal data management supports structured EHRs,
sensor data, and medical imaging via harmonization techniques. Security and legal com-
pliance are ensured through CIA principles, GDPR adherence, encryption, and access
control. Customization and adaptability allow dynamic configuration of monitoring and
treatment plans, while performance optimization is achieved through a microservices-
based design, ensuring scalability and efficient data processing. MIRACLE delivers a
comprehensive, patient-centered solution for modern healthcare needs. As illustrated in
Figure 1, the architecture follows a microservice-based design, ensuring clear separa-
tion of responsibilities, optimized performance, and horizontal scalability. Below is the
description of the key services and their respective roles.

Identity and Access Management (IAM). This service manages user identities and
enforces access control policies. It uses the SMART on FHIR standard for secure access
to health data according to defined roles and scopes. By decoupling identity management,
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Figure 1. Overview of the proposed architecture, emphasizing its core services.

the system facilitates integration with new security requirements, ensuring compliance
with regulations such as GDPR and HIPAA. IAM enforces fine-grained access control
and enhances data protection and privacy.

Anonymization Service. This service anonymizes or pseudonymizes patient data, en-
suring compliance with privacy regulations. The challenge lies in maintaining data in-
tegrity and usefulness for analysis while protecting patient privacy.

FHIR Service. This service serves as the backbone of clinical data management. It is
responsible for the permanent storage of health data, ensuring compliance with the FHIR
standard to facilitate interoperability across various healthcare systems. The service pro-
vides standardized access to patient records, medical histories, and other relevant clinical
data. Furthermore, it ensure proper management of patient consent to comply with legal
requirements such as GDPR, adding complexity to its responsibilities.

Retention Policy Service. This service manages data retention within the system, en-
suring clinical data is stored permanently or temporarily based on medical and regula-
tory requirements. It guarantees compliance with legal and clinical guidelines while min-
imizing system load by avoiding unnecessary data retention. The main challenge lies in
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determining which data should be kept and ensuring relevant data is preserved, while
temporary data is either processed or discarded to avoid performance overhead.
Harmonization Service. This service ingests, structures, and standardizes health data
from various sources, ensuring interoperability by converting heterogeneous data into
a unified FHIR format. The challenges include managing diverse data types (e.g., text,
images, and numerical data) and ensuring proper semantic code mapping for accurate
data interpretation.

Processing Service. This service manages temporary data storage and clinical infor-
mation processing, performing tasks such as data aggregation, analysis, and generating
clinical insights for healthcare providers. It is essential to ensure efficient storage with-
out compromising processing capabilities, while defining clear data processing pipelines
based on clinical and medical needs.

Notification Service. This service manages multi-channel notifications (e.g., SMS,
email, push notifications, in-app messages) to keep users informed about critical events
such as appointments or care plan updates. Timeliness and accuracy are essential, as
delays in communication can adversely impact patient care.

Validation Service. This service ensures data integrity within the system by validating
both incoming FHIR and harmonized data against the required standards. This process
is vital for maintaining system reliability, as invalid data could lead to non-compliance
with FHIR standards and potentially erroneous clinical insights.

Event Scheduler Service. This service is responsible for managing the timely execu-
tion of system and application events, including periodic tasks (e.g., data processing)
and one-off events (e.g., appointment notifications). It ensures proper workflow and task
coordination, addressing challenges like high workloads and task conflicts. The service
must scale effectively to accommodate increasing event volumes.

Audit Service. This service tracks relevant system events, ensuring traceability for
compliance with privacy and security regulations. It monitors system performance
through key metrics and health checks. A key challenge is minimizing performance over-
head while processing large volumes of clinical data.

API Gateway. The API Gateway serves as the central entry point within the architec-
ture. It manages all incoming requests and orchestrates services to ensure interoperabil-
ity, as well as meet operational and security requirements. Additionally, it facilitates sys-
tem adaptability to accommodate future changes. As a critical component, the gateway is
responsible for routing traffic, performing load balancing, and directing requests to spe-
cific services. It also forwards authentication and authorization requests to the Identity
and Access Management (IAM) system, ensuring that only authenticated and authorized
users can access the system’s resources. Given the gateway’s pivotal role in facilitating
service interactions, particular attention must be paid to avoid creating a Single Point
of Failure (SPOF) and bottlenecks. Its scalable design allows for horizontal replication,
improving system capacity and resilience.

5. Case Study

This case study focuses on monitoring patients undergoing cardiac surgery, ensuring
continuous support throughout their medical journey. The patient’s trajectory is divided
into several phases, each presenting unique challenges and requirements.
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Figure 2. Sequence diagram of new patient registration and treatment configuration.

In the preoperative phase, patients diagnosed with cardiovascular conditions requir-
ing surgery are registered in the system. This initiates structured tracking of their medi-
cal data and facilitates prehabilitation exercises and lifestyle changes to optimize surgi-
cal outcomes. A well-defined system is critical in guiding patients through this phase to
minimize post-surgical complications.

The hospitalization phase follows, where the patient undergoes surgery and subse-
quent monitoring of vital signs. After surgery, the patient moves from intensive care to a
general ward, where rehabilitation and continuous monitoring are essential for ensuring
stability before progressing to the next phase.

The rehabilitation phase, often in a specialized clinic, involves remote monitoring,
as the primary healthcare provider may no longer have direct contact with the patient.
Digital systems that enable remote tracking of recovery indicators can significantly en-
hance outcomes and facilitate timely medical interventions.

Once discharged, the patient enters the home-based postoperative phase, with pe-
riodic medical reviews and long-term recovery plans. A remote monitoring system can
track health parameters, issue reminders, and provide medical suggestions, thus offering
valuable support throughout the recovery process.

Given the complexity of this multi-phase journey, a structured approach to moni-
toring, data processing, and decision-making is essential at each stage. The proposed
architecture ensures seamless integration of monitoring features for both patients and
healthcare professionals.

As illustrated in Figure 2, when a patient is registered, their identity is created within
the IAM system, and their medical data is securely stored in the FHIR service. At this
stage, necessary monitoring parameters, such as medical appointments and assessments,
are configured. The Event Scheduler Service then triggers events based on this data.
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During active monitoring, the patient interacts with the system through a mobile ap-
plication, transmitting health data from fitness trackers or manually entered information.
This data undergoes an ingestion process that validates its FHIR compliance, evaluates
retention policies, and stores it appropriately, either permanently in the FHIR service or
temporarily in the Processing Service. Data from external systems is first harmonized by
the Harmonization Service to conform to the FHIR standard, as shown in Figure 3.

Figure 3. Sequence diagram of data ingestion process.

Once the Event Scheduler triggers relevant processing tasks, the system performs
predefined operations for the patient. Results are stored in the FHIR service, and if clini-
cal intervention is required, the Notification Service sends timely updates to both health-
care providers and patients via various communication channels.

We implemented a prototype to evaluate feasibility and effectiveness. The following
describes the technologies adopted.

The open source Traefik! has been identified as the API gateway. It is a modern re-
verse proxy and load balancer that automatically discovers services when deployed in en-
vironments such as Docker and Kubernetes. Supporting TLS, routing, and middlewares,
Traefik offers a customizable and extensible gateway based on architectural needs. It in-
tegrates seamlessly with Keycloak? as the Identity and Access Management (IAM) solu-
tion. Keycloak is an open-source IAM platform that supports authentication, authoriza-
tion, and single sign-on (SSO) for applications using protocols such as OAuth2, OpenlD
Connect, and SAML.

Inttps://traefik.io/traefik/
’https://www.keycloak.org/
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For the FHIR service, Medplum?, an open-source healthcare API platform, was used
to simplify development. This ensured compliance with the FHIR healthcare standard
and facilitated seamless data exchange within healthcare systems.

For monitoring, Prometheus* and Elasticsearch® were selected. Prometheus is a
scalable tool for time-series data collection, storing metrics from applications and in-
frastructure for analysis and alerting. It is ideal for tracking component health. Elastic-
search, with its distributed search engine, is suited for storing and quickly searching large
datasets, particularly for complex logging and auditing information.

The processing service uses custom algorithms, either suggested by practitioners or
developed ad hoc. For the Notification service, we are exploring multi-channel notifica-
tion, with Novu® as an open-source platform to orchestrate updates via email, SMS, push
notifications, and chat.

Patient data, if not already in FHIR, must be converted with syntactic and semantic
validation. The data is then stored either temporarily in the Processing Service or per-
manently in the FHIR service, according to retention policies. Due to the variability in
third-party tracker (TPT) data sources, creating custom Harmonization Services for each
would be costly. Instead, a single service leveraging Large Language Models (LLMs)
offers a more efficient solution, though it may introduce inference latency and poten-
tial harmonization errors. Syntactic validation is handled by the official FHIR validator,
while semantic validation requires mapping to SNOMED and LOINC codes, potentially
aided by a Retrieval-Augmented Generation (RAG) model. Storage decisions will follow
physician guidelines or an intelligent custom policy.

To ensure GDPR compliance and facilitate data sharing, we have implemented
open-source solutions for data anonymization, including Microsoft FHIR Anonymizer’,
ARX Data Anonymization Tool®, and OpenDP°. For data security, all traffic is securely
routed via HTTPS, with certificate management handled by the API gateway using ser-
vices like Vault'® or Let’s Encrypt'!. Data at rest is encrypted using Trusted Secure
Databases (TSD) or volume-level encryption, while PostgreSQL Transparent Data En-
cryption (TDE) is applied for relational databases.

6. Conclusions

The MIRACLE architecture delivers a modular, secure, and interoperable framework
designed to address the multifaceted needs of remote patient monitoring. By leverag-
ing HL7 FHIR standards, microservices, and privacy-preserving mechanisms, the archi-
tecture supports the integration of heterogeneous data sources, adaptability to diverse
clinical settings, and compliance with GDPR and HIPAA regulations. Its services are
clearly defined and organized to ensure scalability, performance optimization, and fine-

3https://www.medplum. com/

“https://prometheus.io/

Shttps://www.elastic.co/elasticsearch

Shttps://novu.co/
7https://github.com/microsoft/Tools-for-Health-Data-Anonymization
8https://arx.deidentifier.org/

“https://opendp.org/

Ohttps://www.vaultproject.io/

https://letsencrypt.org/
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grained control over identity, consent, and data retention. We recognize that adopting
a microservice-based design introduces architectural complexity and that implementing
stringent security measures may impact system performance. Nonetheless, the modular-
ity enabled by microservices significantly enhances system adaptability and scalability.
At the same time, ensuring security and privacy is essential to maintain user trust and
enable sustainable remote patient monitoring.

While the prototype demonstrates feasibility in cardiac surgery follow-up, future
work will assess performance under varying workloads, integration with legacy systems,
and microservice orchestration. We also aim to deepen the security analysis to explore
robustness-efficiency trade-offs.
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