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Abstract. Autonomous vehicles (AVs) represent a transformative shift in
transportation, promising faster transit, enhanced safety, and reduced accidents.
Leveraging the Vehicular Ad-Hoc Network (VANET) for communication among
vehicles and roadside units, AVs exchange critical information to optimize driving
conditions. However, the constant communication necessitates robust security
measures to safeguard both the network and the vehicles themselves. This paper
delves into the various cyber threats facing AVs and proposes countermeasures to
mitigate them. A comparative analysis identifies prevalent attacks such as Denial of
Service (DoS), Sybil, Spoofing, Replay, and Blackhole attacks as the most
prominent in AV environments. Subsequently, protocols aimed at thwarting these
common attacks are examined. However, it is noted that these protocols may fall
short in cases where physical tampering compromises the vehicle’s systems. To
address this vulnerability, a novel countermeasure involving cryptographic key
management for system access control is proposed and discussed. Additionally, the
reliability of each countermeasure is evaluated to ensure robust protection against
evolving threats.

Keywords. autonomous vehicles, VANET, security, attacks, countermeasures,
autonomy levels, analysis, reliability, CIA

1. Introduction

Autonomous vehicles (AVs) boast a rich history, tracing back to the groundbreaking
work of German computer scientist Ernst Dickmanns and his team in the 1980s,
culminating in developing a van capable of autonomous highway driving [1]. Since then,
advancements in AV technology have been fueled by the promise of enhancing road
safety, efficiency, and sustainability [2]. Studies underscore human error as a primary
contributor to accidents, citing factors such as speeding, distractions, and impaired
driving [3]. AVs hold the potential to mitigate accidents and fatalities by eliminating
human-related driving behaviours while also enhancing fuel efficiency and alleviating
traffic congestion through optimized driving and improved coordination [4]. However,
concerns about cybersecurity vulnerabilities have emerged as AVs increasingly rely on
software. While strides are being made to address these risks through evolving security
standards [5], challenges persist in ensuring robust cybersecurity practices across the
automotive industry.

This paper aims to delve into the mechanics of AVs, scrutinize security risks and
objectives, and propose defences against potential cyber threats. The research goals are
to examine the security challenges autonomous vehicles face comprehensively and eview
various countermeasures and protocols developed to detect and prevent these attacks in
VANETSs. Subsequent sections will provide an overview of standard AV terminology,
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review relevant research, analyze attack scenarios, conduct a comparative analysis, and
discuss defense strategies. Through this comprehensive examination, we seek to
contribute meaningfully to the ongoing discourse surrounding the reliability and security
of autonomous vehicle systems.

2. Background
2.1. Autonomy levels

The Society of Automotive Engineers (SAE) International has delineated six levels of
driving automation systems, ranging from level O to level 5 [6]. These levels are
summarized in Table 1, illustrating that as autonomy increases, so does the vehicle’s
ability to operate independently. This advancement is facilitated by various technologies
within the vehicle, enabling seamless wireless interaction with the surrounding
environment. These interconnected devices form what is known as vehicular ad hoc
networks (VANETSs). With each escalation in autonomy level, there is a corresponding
increase in reliance on connected technologies. Consequently, the security surrounding
the exchange of data among computer systems becomes increasingly critical as vehicles
become more autonomous.

2.2. Vehicular Ad Hoc Networks (VANETS)

A study [7] defines VANET as a wireless network that interconnects a group of moving
or stationary vehicles with other devices in their vicinity. Vehicles are equipped with an
onboard unit (OBU) to facilitate communication, enabling seamless integration into the
VANET network. Acting as nodes, vehicles and devices exchange information to
enhance safety and optimize traffic flow. Despite its open nature, allowing nodes to join
and leave at will [8], VANETSs are susceptible to security issues that can impact the
exchange of data among vehicles and devices. VANET communication primarily
comprises three types: vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), and
infrastructure-to-infrastructure (I12I).Vehicle-to-Vehicle (V2V) Communication: V2V
communication involves data exchange among different vehicles, enabling the sharing of
crucial information like speed and location [9]. This allows vehicles to detect potential
risks and threats posed by other vehicles and respond accordingly. Employing a mesh
topology, each vehicle is directly connected to others in the network, ensuring resilience
even if a node fails. Given the critical nature of communication in AVs, maintaining
uninterrupted service is paramount to avoid potential disasters.
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2.2.1. Vehicle-to-infrastructure (V2l): V21 communication facilitates interaction
between vehicles and surrounding infrastructure, including traffic lights, signage, and
cameras [10]. This communication enables adaptive traffic control, such as adjusting
speed limits to prevent accidents based on weather conditions and sending warning
messages to vehicles to adjust their speed based on traffic conditions [11]. Additionally,
connected infrastructure units can serve as intermediaries to facilitate long-range
communication between vehicles that are too far apart [12].

2.2.2. Infrastructure-to-Infrastructure (121): 121 communication involves interactions
between roadside units connected to the internet, which gather and share data on current
traffic conditions [12]. When a vehicle approaches a roadside unit, it sends a signal
requesting information, which the unit authenticates using a digital signature algorithm
and generates a unique key. Information is exchanged as the vehicle moves within range
of other roadside units to maintain continuous service.

2.3. Controller Area Network

In modern vehicles, electronic control units (ECUs), equipped with microprocessors,
facilitate communication throughout the vehicle and are enabled by the Controller Area
Network (CAN) protocol. CAN ensures reliable data transfer at speeds of up to 1 Mb/s
[13, 14]. Described as a “multi-master message broadcast system,” CAN allows any
connected ECU to broadcast messages to all nodes on the network when the bus is idle
[15]. CAN messages include Data frames, Remote frames for requesting data, Error
frames to address data frame errors, and Overload frames to request additional delays
[16, 17]. While these messages primarily operate internally within the vehicle,
safeguarding them is essential. Messages from the On-Board Unit (OBU) are processed,
and the vehicle’s in-built computer compares values with those from the CAN bus.
Without protection, malicious messages received by the OBU could traverse the CAN
bus, potentially causing the vehicle to malfunction.

3. Related Works

Several types of research have been conducted on the different security issues in AVs.
However, little work has been done to determine the most common attacks in AVs. A
previous study [18] discussed the different communication layers in AVs. Moreover, a
taxonomy of the security threats was performed. Nevertheless, little analysis was carried
out to determine the common attacks. Countermeasures and defence techniques were not
discussed. In another research [19], different attacks were summarised, and proposed
countermeasures for navigation was given. The research ended with a new spoofing
attack against GPS navigation. However, the defence techniques were little discussed. In
a different paper [20], security issues about VANET were reviewed and discussed. The
security requirements were also analyzed. However, little research has focused on
identifying common attacks. The previous research [21] reviewed different challenges
VANET network faced. The issues regarding authentication, availability, privacy,
integrity, and non-repudiation were discussed. The authors described the types of
attackers and made a taxonomy of them before going into the different attacks.
Nonetheless, the paper did not touch on the defence mechanism in the VANET network
or the vehicle’s system.
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4. Methodology

In pursuit of the study’s objectives, a meticulous methodology was employed to select
and analyze pertinent research papers. The process commenced with a comprehensive
search across leading databases, including IEEE Xplore Digital Library, ACM Digital
Library, Google Scholar, and ScienceDirect. Focused on recent advancements, the search
was confined to publications spanning from 2017 to 2022, ensuring the inclusion of up-
to-date insights into AV threats.

Strategic keyword combinations such as “AV attacks,” “AV vulnerabilities,”
“VANET attacks,” and “AV network defence” were employed to retrieve relevant papers.
Subsequently, a rigorous filtering process was implemented to ascertain each paper’s
alignment with the study’s focus on AV security. Only papers directly addressing AV
threats and defence mechanisms were considered for further analysis.

Following the selection process, the content of the chosen papers underwent
meticulous scrutiny. Each paper was thoroughly examined to identify prevalent threats
and corresponding countermeasures. Notably, threats discussed in more than 50% of the
reviewed papers were prioritized for in-depth analysis. Additionally, proposed defence
mechanisms were scrutinized to assess their efficacy in mitigating identified threats.
Finally, based on the findings, a tentative approach to address physical tampering
vulnerabilities was proposed, aiming to bolster the overall security posture of
autonomous vehicle systems.

Relevant papers are filtered
9

IEEE Xplore
ACM Library

Threats from the papers are
Google Scholar ‘dentified

ScienceDirect 30

Most common ones are
identified
5

Figure 1. Research Methodology to identify the most common threats

5. Comparative Analysis of AVs attacks

In this section, nine research papers discussing the different attacks are analyzed. The
papers are Nanda et al. [18], Kaur et al. [20], Junaid et al. [21] Cui et al. [22], Upadhyaya
and Shah [23], Chowdhury et al. [24], Ghori et al. [25], Sirola et al. [26] and Samara [27].
In total, 30 unique attacks were reviewed in these studies.

The attacks from each paper were written down. Then, the number of times those
attacks appeared in the different papers were noted. The attacks with more than 60% of
occurrence are considered the most common in AVs. Table 2 shows the list of all attacks
and their occurrences.
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From Table 2, it can be seen that five attacks are discussed in most of the papers reviewed.
Two of them have been in all the papers: DoS and Sybil attack. The other three attacks
are GNSS Spoofing, replay and blackhole, which appeared in six papers out of the nine
reviewed. Thus, the most common attacks in AVs are DoS, Sybil, GNSS spoofing, replay

and blackhole.
Occurrences
10
9
8
7
6
| ‘ ‘
4
3 ‘ |
2 1
5 b vvvnns
005 (@e’b y;@& (@c‘# ‘é,b& %000 \‘,@& . S &@c‘# (@C* & o ‘é,b& éeﬁ é)\oﬁ\
.Q%'b O\Q:b O\Q:b &'b &o° -o‘\'b Q%'b \?}'b .<\°¢>® .z’b. .o(\'b ° Q@
FE ¢ FFS &L E SR
L & & & &N K S & & N2
NS N ¥ A Y& & °
o RS 2 & 8 ®®°’
Q R~
Q
Figure 2. Occurrences of attacks from the different papers
Table 1. Taxonomy of Avs Attack
Attack Type CIA Triad Description
Denial of Service Network Availability Rendering the network
Disruption unavailable to users by
overwhelming it with
excessive messages.
Sybil Attack Identity Confidentiality Creating false identities
Spoofing deceives the network into
believing there are multiple
vehicles.
GNSS Spoofing Location Integrity Falsifying the location of a
Spoofing vehicle in the GNSS
network leads to incorrect
localization.
Replay Attack Message Integrity Resending previously
Manipulation transmitted information to
exploit timing
vulnerabilities.
Blackhole Attack Routing Availability Deceiving  users  into
Manipulation sending packets through a

malicious node, which
drops the packets.
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In November 2019, an incident unfolded concerning white hat hackers targeting
Tesla S vehicles manufactured before 2018 [28]. Exploiting vulnerabilities via the Wi-
Fi attack vector, these hackers raised significant concerns regarding the cybersecurity of
connected vehicles. Specifically, the vulnerability, identified as CVE-2019-13582, was
found within Tesla’s Model X Wi-Fi connectivity modules.

CVE-2019-13582 constitutes a critical flaw characterized by a heap-based buffer
overflow. This vulnerability enables attackers to manipulate Wi-Fi packets, potentially
triggering a denial of service or facilitating the execution of arbitrary code within the
affected vehicle’s systems.

This case underscores the paramount importance of robust cybersecurity
countermeasures within the automotive industry, particularly concerning connected
vehicles. Without adequate defences, vehicles become vulnerable to exploitation by
malicious actors, potentially resulting in severe consequences such as loss of control,
compromise of sensitive data, or physical harm to occupants. Thus, proactive measures
such as comprehensive vulnerability testing, routine software updates, and robust
intrusion detection systems are imperative to safeguarding the integrity and security of
connected vehicles against evolving cyber threats. Additionally, collaboration among
automakers, cybersecurity experts, and regulatory bodies is essential to establish and
enforce stringent security standards that mitigate the risk of similar vulnerabilities in the
future.

6. Defence Mechanism

As seen previously, AVs are subject to attacks compromising confidentiality, integrity,
availability, and authentication. This section reviews and discusses countermeasures for
the attacks elaborated above in research papers.

6.1. Authenticated Routing for Ad-hoc Network (ARAN)

ARAN is a secure routing protocol that can be used in an open network like VANET.
Cryptographic certificates are used to ensure authentication and non-repudiation. As a
study [29] said, each node in the network is given a signed certificate by a third-party
certificate authority. This signed certificate is then appended in packets sent by the node
when requesting a route for a destination [30]. The certificate in the packet acts as a
signature of the node [31]. ARAN ensures the authenticity of routing requests and
responses by issuing signed certificates to each node from a trusted third-party certificate
authority. This authentication mechanism mitigates the risk of attacks such as replay
attacks, eavesdropping, and node impersonation, thus enhancing the reliability of route
establishment and data transmission within the network.

6.2. Secure and Efficient Ad hoc Distance (SEAD)

SEAD is a protocol that was designed to be effective and simple. As a previous study
[32] explained, SEAD can provide a low delay in the packet transfer in a dense
environment. Furthermore, it also reduces the broadcast storm problem since each
packet contains a unique ID consisting of the ID of the vehicle and the packet itself. Each
time a message is received, the vehicle compares it with the received message buffer to
see whether the same message was previously received and stored. If it was, then the
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message is disregarded. The paper [32] explained further that only messages received
from the vehicle in front are processed and analyzed, whereas messages from vehicles
behind are only acknowledged. By efficiently managing packet transmission and
reception, SEAD enhances the reliability of data delivery.

6.3. ARIADNE

ARIADNE is a routing protocol developed by Chun Hu et al. [33] which uses symmetric
cryptography and message authentication code for authentication. The sender and the
receiver choose two keys. One key is from sender to receiver and the second is from
receiver to sender. The communicating node then sends its message, which includes a
nonce like a timestamp, along the calculated message authentication code (MAC),
encrypted by the sender’s key. On the receiving side, the receiver can be sure the
message is indeed sent from the sender because the message contains the MAC and a
digital signature that confirms authenticity and non-repudiation. This robust
authentication mechanism bolsters the reliability of route establishment and data
exchange.

6.4. Non-Disclosure Method (NDM)

NDM protocol uses asymmetric encryption and a third-party agent to safeguard
exchanged information. Communication between sender and receiver is passed through
the third-party agent. Messages sent by the sender are encrypted using the agent’s public
key and sent to the agent. The agent knows all the addresses of the connected nodes in
the network. Then, it encapsulates the message sent by the sender and sends it to the
destination, encrypted with the receiver’s public key. Using a third-party agent increases
the security in terms of confidentiality, given that the agent is genuine [34]. This
approach enhances the reliability of data confidentiality by mitigating the risk of
unauthorized access and information disclosure, thereby bolstering trust and confidence
in VANET communications.

7. Security Analysis

Table 2. Analysis of Defence Mechanism

Defense Mechanism Strengths Weaknesses Attack Prevented
ARAN e  Robust e  Limited Replay attack,
authentication using effectiveness against Eavesdropping,
cryptographic sophisticated DoS node
certificates attacks and GNSS impersonation
. Minimizes risk of spoofing
node impersonation e  Primarily focuses on
and data tampering message
e  Effective against authentication rather
Sybil attacks and than traffic filtering
replay attacks or anomaly
detection
SEAD e  Efficient packet e May lack adequate DoS, Routing
structure and protection against attack, node

GNSS spoofing and impersonation
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message buffering
mechanism
Reduces impact of
DoS attacks and

sophisticated replay
attacks

Primarily focuses on
optimizing packet

blackhole attacks by delivery rather than
minimizing network cryptographic
congestion security
ARIADNE Uses symmetric May struggle to DoS, Replay

cryptography and detect and mitigate attack and
MAC for message DoS attacks and node
authenticity and Sybil attacks impersonation
integrity effectively
Resilient against Security
replay attacks and mechanisms
blackhole attacks primarily focus on

message

authentication rather

than traffic analysis

or anomaly

detection

NDM Enhances data May face challenges Eavesdropping,

confidentiality and in addressing Sybil Man-in-the-
integrity through attacks and Middle,
asymmetric sophisticated replay Identity
encryption and attacks Spoofing

third-party agent-
based approach
Effective against
GNSS spoofing and
certain DoS attacks

Relies on secure
message relay rather
than extensive
network verification
or anomaly

detection

Combining defence mechanisms such as ARAN and ARIADNE can significantly
enhance the reliability and effectiveness of mitigating various attacks in VANETSs. For
instance, the combination of ARAN and ARIADNE can offer robust authentication and
message integrity, complementing SEAD’s efficient packet delivery mechanism to
combat DoS attacks. Furthermore, integrating NDM’s data confidentiality measures can
further bolster security against GNSS spoofing and information disclosure threats.
However, it’s essential to acknowledge that no single solution can provide
comprehensive protection against all attack vectors. This underscores the importance of
adopting a layered defense strategy and continually researching to address evolving
threats in VANET environments.

Moreover, ensuring the physical protection of the system is equally vital as securing
the network. Unauthorized access to an AV’s system compromises the integrity of
messages exchanged and jeopardizes the confidentiality of information. It is imperative
to implement measures to safeguard the system’s physical components to mitigate this
risk. However, it’s crucial to strike the right balance between preventing access entirely,
hindering maintenance, and leaving the system vulnerable to attacks.

One way to enhance physical security is to use asymmetric encryption to control
vehicle ECU access. This enables engineers to inspect the system for potential
vulnerabilities while thwarting unauthorized access. By employing cryptographic keys
for system entry, attackers face significant obstacles in breaching the system.
Additionally, implementing separate sets of cryptographic keys for read and write access
ensures an added layer of security. With this approach, attackers would require distinct
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sets of keys to access and modify the system, making unauthorized access exceedingly
challenging.

8. Conclusion

In conclusion, this paper has thoroughly examined the security challenges confronting
autonomous vehicles, with a particular emphasis on attacks such as Denial of Service
(DoS), Sybil, Spoofing, Replay, and Blackhole attacks within the VANET network.
Through a comparative analysis, these attacks have been identified as prevalent in
existing research literature, highlighting their substantial impact on the confidentiality,
integrity, and availability goals of the CIA triad. Additionally, we have reviewed various
countermeasures and protocols designed to detect and mitigate these attacks in VANETs.

It is essential to acknowledge that while these protocols are effective in
safeguarding vehicle networks, their efficacy relies heavily on the physical integrity of
the vehicle itself. Recognizing this limitation, our security analysis has explored potential
measures to enhance the physical protection of computer systems within autonomous
vehicles. By integrating network-level and physical security measures, we aim to
enhance the overall resilience of autonomous vehicle systems against evolving cyber
threats. Ultimately, these efforts are directed towards ensuring the safety and security of
passengers and pedestrians, thereby bolstering the reliability of autonomous vehicle
technology.
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