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Abstract. We introduce our solution developed for data privacy, and specifically
for cognitive security that can be enforced and guaranteed using blockchain
technology in SAAL (Smart Ambient Assisted Living) environments. Personal
clinical and demographic information segments to various levels that assures that it
can only be rebuilt at the interested and authorized parties and no profiling can be
extracted from the blockchain itself. Using our proposal the access to a patient's
clinical process resists tampering and ransomware attacks that have recently plagued
the HIS (Hospital Information Systems) in various countries. The core of the
blockchain model assures non-repudiation possible by any of the involved
information producers thus maintaining ledger fidelity of the enclosed historical
process information. One important side effect of this data infrastructure is that it
can be accessed in open form, for research purposes for instance, since no individual
re-identification or group profiling is possible by any means.
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1. Introduction

In the realm of clinical information storage and maintenance one of the most hazardous
situations that have been developing lately are the ransomware attacks and sensitive
information breaches that are frightening the Hospital and National Health Information
Services all around the world. Some new forms of data (actually information and
knowledge) storage are in need that can circumvent this problem urgently for the
adherence to health information processing that is emergent in these times of Artificial
Intelligence and Big Data Analytics dawn. Our proposal prevent, by design, all these
problems and is not vulnerable to these kind of threats while promoting security in the
edge-computing era [1, 2, 3]
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2. Problem

We define an abstraction that we call ICP (Individual Care Process), a knowledge item
that collects comprehensive information about an individual’s health and care history. It
is necessary for the comprehensive functioning of the ICP, to keep the information
coming from many sources, which can change it without central control, but with the
consistent need to keep an unchanging record of all state transitions. All the stakeholders
may, in accordance with the fulfillment of the necessary authorizations for access to
clinical data, consult and change this data. The distributed technology that allows us to
guarantee this type of access while maintaining the privacy and confidentiality of the
data is Blockchain, in which the different actors maintain the ledger of all the transactions.
We can visualize the ICP as the ledger for all events related to the health / care process
of a citizen. Blockchain technology ensures that only the owner of the private
authentication key can authorize the manipulation of the sensitive data of any ICP.

3. Methods
3.1. Cognitive security impact evaluation

It has become utterly important that data protection be not only concerned with data in
isolated terms but with the cognitive power that systems can extract from data when
taken aggregated. Individual profiling as well as Group profiling, are currently major
privacy concerns, and to avoid them a special attention has to be provided to Cognitive
Security [4]. This kind of concern has lead in European Union to the enforcement of
General Data Protection Regulation that became effective in all EU countries in May 25
of 2018. In wireless networks like those present in AAL environments special concerns
have to be taken has illustrated in [5] and particularly in Smart Environments [6, 7, 8, 9,
10] as already predicted by [11, 12, 13].

3.2. Blockchain data privacy and protection

It is necessary for the operation of the comprehensive ICP (Individual Care Process) to
keep the information coming from many sources that can change without central control,
but with the need to keep a record of all immutable state transitions. The distributed
technology that allows us to ensure this type of access and data confidentiality is the
Blockchain [14—18], in which the different actors maintain the ledger of every healthcare
transaction [19, 20, 21, 22, 23]. We can visualize the ICP as the ledger of all events
related to the process of health/care of a citizen. Access to data, which a particular
healthcare provider may have access to is encapsulated in the ICP itself by prior informed
consent. For example, be encapsulated in accordance to the legislation (regulation) in
force and prepared for the regulations already in place GDPR (General Data Protection
Regulation)and eIDAS 910/2014 regarding digital signature and document certification
[7, 24, 25]. Specifically it is implemented the DLA that use BFT (Byzantine Fault
Tolerance) [15] like Hashgraph and others based on the Hyperledger project of the Linux
Foundation [18, 19].With these algorithms, even the IoT gateways, based on
smartphones, may act on the ledger while ensuring absolute authenticity and privacy of
the ICP [26].
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4. Blockchain

Blockchain is a shared, distributed ledger that facilitates the process of recording
transactions and tracking assets in a business network. Transactions can be verified and
recorded through the consensus of all parties involved. The blockchain is permissioned
and offers enhanced privacy. Through the use of IDs and permissions, users can specify
which transaction details they want other participants to be permitted to view. Because
participants in a transaction have access to the same records, they can validate
transactions and verify identities or ownership without the need for third-party
intermediaries. Electronic medical records are currently maintained in data centers (in a
cloud-like environment), and access is limited to hospital and care provider networks.
Most healthcare data is held in some type of centralized location: an EHR system, a data
warehouse, or a repository run by a health information exchange. Each system may have
been developed independently and might generate and store the data in its own particular
format, leading to the data siloes and interoperability woes that frustrate providers,
patients, researchers, and facilitators. Centralization of such information also makes it
vulnerable to security breach and can be expensive [14]. The blockchain approach might
just be the overhaul that healthcare is looking for. No single entity is in charge of holding
the data, yet all participants are responsible for ensuring data integrity and security.
Because participants in a blockchain in healthcare are more likely to be altruistic and
operate under real identities than are users of a highly anonymous the benefits of
avoiding PoW may outweigh the risks associated with node voting like the solution to
byzantine faults [27].

4.1. Distributed Ledger Algorithms

It is important to use Distributed Ledger Algorithms (DLA) algorithms that only require
small computational power and maintain an adequate level of justice in the transaction
order. We use these algorithms, specifically, DLAs implementing "Byzantine Fault
Tolerance" [15] such as Hashgraph and others based on the Linux Foundation's
Hyperledger project [18, 19]. With these algorithms, the implemented Smartphone-based
SAAL (Smart Ambient Assisted Living) IoT gateways can act on the ledger while
guaranteeing the authenticity and absolute privacy of the ICP, even in IoT [26].

4.2. Byzantine Fault Tolerance

Byzantine Fault Tolerant systems are designed to tolerate a number f'of Byzantine faulty
nodes in a network. To ensure that a transaction is accepted as valid, 2f+/ valid
signatures from distinct peers are needed. In non-failure cases, a client submits a
transaction to a leader peer. That peer verifies the transaction and signs it. It then
broadcasts to the remaining 2f+/ validating peers. The other peers do their own signature.
The broadcast is sequentially made until the last needed peer receives the required
number of valid signatures, including its own. All the signatures are validated and that
transaction is then considered valid. Having met the consensus state, a final broadcast to
all peers is done so that they can add the transaction, with all the signatures, to the ledger.
The process is repeated until reaching 2+ 1 valid signatures [16].
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4.3. Information hiding through API

Encapsulating in the ICP as an object that contains the named authorizations for its
manipulation. Authorizations allow the object itself to be viewed/changed by who
(human or device) authenticates, according to eIDAS 910/2014 [24, 25]. An
authenticated user can reconstruct the identity, but always in an ephemeral and non-
transmissible environment to prevent personal re-identification according to the GDPR,
HIPPA and the Umbrella Protocol [28]. To enable the development, using Deep Learning
(DL) techniques, of the models that activate the less differentiated caregiver. Allow the
application of DL algorithms to reason about the ICP in order to suggest rules for
automatic activation of care providers (human or devices).

5. Solution

According to the several considerations introduced above, we developed our solution
using a raw blockchain implementation [14] with the Hyperledger Fabric DLA [5] in
order to attain computable reasoning over a highly secure and authentic home based
ambient assisted living environment. Some other related proposals have been emerging
recently as of late 2017 like [17].

6. Conclusions

While completely tamper proof, we indicate the Blockchain technology algorithms
which usage can lead to a fair, democratic maintenance of the ledger while being low
computational power consumers. This characteristic enables the usability by low
computing power device like those present in the AAL environments. The level of safety
perceived by monitored patients in these domiciled or institutionalized environments is
very high while their health information is guaranteed to be at no risk.
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