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Abstract. Secondary use of healthcare data is dependent on the availability of 
provenance data for assessing its quality, reliability or trustworthiness. Usually, 
instance-level data that might be communicated by HL7 interfaces entail limited 
metadata about involved software systems, persons or organizations bearing 
responsibility for those systems. This paper proposes a strategy for capturing 
interoperable provenance data needed by data stewards for assessing healthcare data 
that are reused in a research context. Aimed at a realistic level of granularity even 
system-level metadata will support a data steward trying to trace the origins or 
provenance of healthcare data that have been transferred to the research context. 
Those metadata are extracted from the 3LGM2-system, used for modelling hospital 
information systems. Based on the W3C provenance specification interrelated 
activities, entities and agents can be integrated and stored in RDF triple stores and 
therefore queried and visualized. 
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1. Introduction 

In medical research, genotype and phenotype data from multiple sources as well as 
workflows and log records of corresponding data processing steps are distributed among 
heterogeneous information systems that are used under the authority of different 
healthcare actors [1]. Provenance is regarded as the equivalent of a logbook: Capturing 
all the steps that were involved in the actual derivation of a result, and which could be 
used to replay the execution that led to that result [2]. In the comparatively young field 
of bioinformatics the demand of reproducible science is accomplished by provenance-
aware workflow systems e.g. Galaxy [3]. These workflow systems take advantage of an 
ecosystem of almost harmonized services, e.g. from EMBL or NCBI which can be 
integrated in compact workflows for generating experiment pipelines. Such an approach 
with executing prospectively defined process models are not suitable for capturing the 
provenance of healthcare data. The recording of relevant context data for data capturing 
and processing steps of interest needs to be treated differently.  
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In the following a twofold approach for capturing provenance data is proposed: The 
data processing activities and entities at instance-level are enriched by linkages to 
responsible agents at system-level. In research context data stewardship would gain a 
significant added value, reviewing the quality of medical data, if links to responsible 
applications, persons or organizations are available, see chapter 5 “Conclusion”. 

2. Methods 

The de-facto standard W3C PROV for interoperable provenance data [2, 4] is based on 
a conceptual model with basically three classes activity, entity, agent and nine binary 
relationships like “wasGeneratedBy” or “startedAtTime”, see Fig 1. Data processing 
steps like “laboratory_data wasGeneratedBy laboratory_ analysis” are represented as 
RDF-triples of corresponding instances. Using semantic web formats like OWL for 
ontologies, RDF for instance data and several data interchange formats like RDF/XML, 
N3 or Turtle, facilitates the utilization of powerful tools. For processing, querying or 
visualizing provenance graphs consisting of interconnected triples; e.g. the ontology 
editor PROTÉGÉ [5], SPARQL-query tools [6] and visualization tools [7] can be used.  

 
Figure 1. General approach for capturing interoperable provenance data. 

In order to capture provenance data of processing steps, analogously to the 
bioinformatics pipelines, the workflow tool TAVERNA [8] has been evaluated. By 
launching a defined workflow with suitable service connectors instance-level data from 
different sources can be accessed. TAVERNA inherently records service invocation, 
intermediate and final workflow results and exports provenance data as RDF triples 
formatted in Turtle syntax conformant to the W3C PROV standard. However, the lack 
of suitable service connectors in routine clinical application systems like a laboratory 
software, leads to the conclusion that TAVERNA is not suitable for accessing the 
provenance of healthcare data. For that reason, available clinical data is used directly for 
deriving a W3C conformant model of provenance data, e.g. by starting from HL7 V2 
messages. The main motivation for this paper is the observation that provenance data is 
not available or is not communicated, e.g. attributes for almost all data elements in 
databases like “created_by”, created_date”. Therefore, missing information about 
responsibilities are supplemented by linkages to suitable metadata at the system level, 
e.g. about agents like administrating persons related to application software systems.  
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3LGM2 is a tool for modelling hospital information systems at three interrelated 
layers presented in Fig 1 [9]. The enterprise functions at the domain layer correspond to 
W3C PROV activities, which are supported by software systems at the logical tool layer, 
known among W3C as agents. These systems use data storage or message artefacts 
correlated to W3C entities, that are realizations of Entity types in 3LGM2 models. 
References to the physical tool layer allow accessing information about responsibilities 
for hosting application systems opposed to context data concerning responsibilities to 
operate software systems at the logical tool layer.  

The 3LGM2 tool provides a set of predefined queries, like the availability of 
enterprise features because of network component failures or generic assessments like 
functional redundancies within a Hospital Information System (HIS). However, it does 
not support simulations of enterprise functions by processing real data and adding 
provenance at all three layers [10]. With respect to missing instance-level data, context 
data describing W3C agent instances, the static system-level data, structured 
documentation on the state of a distributed information system is very valuable.  

3. Results 

A simplified laboratory use case has been chosen to demonstrate the proposed strategy 
for integrating instance- and system-level provenance data by using the mentioned tools. 
Aiming at an improved secondary use of healthcare data in the medical research context, 
consumers like data stewards, members of use-access-committees or researchers should 
be supported in assessing data´s context and history. 

3.1. Phase 1: 3LGM2 Model Providing System-Level Data to the PROV Agent Node 
Type 

At all three layers the consecutive data processing steps “capturing of laboratory data”, 
“mapping to LOINC” and “re-used in a research IT platform” are modelled. All 
components are described in detail via dialog windows, as shown in Fig 2. Of special 
interest are involved application and computer systems providing provenance data for 
agents. 

 
Figure 2. Simplified 3LGM2 model with exemplary inter-layer relationships based on a laboratory use case.  

3.2. Phase 2: Instance-Level Provenance Data Extracted from HL7 Messages 

Instance-level provenance data can be obtained for example by analyzing and annotating 
HL7 messages with respect to suitable PROV classes “ACT” (e.g. LabTest “UMIC^ 
Urinalysis” in the OBR segment) and “ENT” (e.g. LabResult like “UGLB^Glucose” in 
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OBX segments). The header segment provides the corresponding instance of the PROV 
class “AGNT”. The laboratory information system presented in the 3LGM2 model at the 
logical tool layer in Fig. 2 are provided by HL7 V2 messages. The LabData-Mapping 
where proprietary names are mapped to LOINC (e.g. UGLB^Glucose to 25428-4) is not 
explicitly shown.  

3.3. Phase 3: Integrating Instance- and System-Level Data from Phase 1 and 2 

RDF (Resource Description Format) is used for representing instance data from HL7 
messages [11] as well as system level data from the 3LGM2 model complemented by 
general data about responsible persons and organizations. To avoid name collisions and 
to refer to defined ontologies namespaces like “f3LGM” [12] and “FOAF” [13] are 
necessary. For space reasons, the following examples illustrate just the rough idea. 
 

<LabTest_2018_9876543...>  
   rdfs:label "UMIC^Urinalysis" ; 
   rdf:type prov:Activity ; 
   hl7:segment “OBR_1 (LabResult)” ; 
   hl7:message <http://hl7.org/message/2018/a63d332-17ea-4fa3-.....> ; 
   prov:startedAtTime  "2009-05-04T12:13"^xsd:dateTime ; 
   prov:wasAttributedTo  <LabSystem#> . “Taken from HL7 message header” 

<LabSystem#> 
   rdfs:label "Laboratoryinformation System" ; 
   rdf:type prov:SoftwareAgent, f3LGM:Appl.System ; 
   f3LGM:basesOn “OPUS::L” ; 
   prov:actedOnBehalfOf <Computer_12> . 

<Computer_12> 
   rdf:type prov:SoftwareAgent , f3LGM:Comp.System ; 
   f3LGM:belongsTo  <subnet_123> ; 
   f3LGM:isLocated <UKSH_room_456> ; 
   f3LGM:ContactPerson  <Person_789> .                 Note 

<Person_789> 
   rdf:type prov:Agent, foaf:Person ; 
   foaf:givenName “Mr. Smith” ; 
   foaf:mbox <mailto:smith@example.org> ; 
   prov:actedOnBehalfOf <Organization_159> . 

<Organization_159> 
   rdf:type prov:Agent, foaf:Organization ; 
   foaf:name “University Hospital ” . 
 
(f3LGM): Namespaces must start with letters. 

3.4. Phase 4: Analyzing the Complete Provenance Graph 

Due to the mainstream technology many opportunities of analyzing the integrated RDF 
dataset occur. Straightforward, the turtle file with provenance data can be visualized [7]. 

 
Figure 3. Web-based PROV-O-VIZ tool for visualizing W3C PROV conformant provenance data. 

For a deeper analysis, semantic web tools like the ontology editor PROTÉGÉ [5] or triple 
stores like LUPOSDATE [6] are used for evaluating SPARQL queries. For enabling 
inferences based on the PROV ontology with suitable axioms like inverse properties, e.g. 
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“Activity prov:generated Entity” or subclass relationships, e.g. agent with subclasses like 
Person, the exported turtle file and PROV OWL file are merged. 

4. Discussion 

Extracted healthcare data from HL7 messages and linked metadata provided by a 
separated HIS modelling tool like 3LGM2 can be integrated suitably by using RDF triples 
conformant to the PROV model. This was prototypically implemented to demonstrate 
the feasibility of this approach for making provenance data available und usable. 
However, the 3LGM2-tool needs improved interfaces for accessing agent-related data 
automatically and a suitable mechanism for uniquely identifying agents. 

5. Conclusion 

Adding metadata about responsible persons or other relevant context item alone is 
certainly not enough in the end. Regarding the potential granularity of provenance data 
targeted to application systems, data elements or values, the proposed approach can be 
extended by using more ambitioned methods presented by Curcin et al. [14]. 
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