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Abstract. Biomedical data integration and processing is a very sensitive issue and 
a main barrier for research, since it normally implies dealing with private clinical 
information. To overcome this problem, we propose a solution based on multiple 
levels of data visibility, combined with a fine-grained access control over the shared 
data. Through our proposal, on one hand, data custodians can decide the level of 
detail at which they want to share data, in a flexible manner that can be adjusted 
along the time. On the other hand, adequate permissions are provided to the users 
that want to access the data, according to their role and research plan. 
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1. Introduction 

In recent years, several solutions for biomedical data integrations were proposed [1–3]. 
One of such initiatives is the European Medical Information Framework2 (EMIF), which 
aims at leveraging the access to patient data, by aggregating biomedical data sources 
otherwise found in disparate locations and systems. The main goal of these initiatives is 
to encourage collaborative research and clinical data reuse. Clinical studies are often a 
burden for researchers, who first need to identify data sources, request access to the data, 
access each data source, many times in an isolated way, and then conduct the study. 
Despite enabling collaborative research and clinical data reuse, data integration has to 
take into account privacy and confidentiality issues and ensure that no private data are 
revealed. We propose a solution for the exposure of private biomedical data in a safe 
way, in which the data custodian controls, at the core of the system, to whom and how 
much of data can be shared. 

 

2. Background 

Health information is regarded by many as the most confidential of all types of personal 
information [4]. Protecting these data is crucial and it is part of one of the three security 
goals that have to be met when exposing it: confidentiality, integrity and availability [5]. 

                                                           
1 Corresponding Author: alina.trifan@ua.pt 
2 http://www.emif.eu 
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To facilitate healthcare evolution, patient data usually need to be widely disseminated 
[6]. This, however, cannot imply the disclosure of private and sensitive information. 

Along with the proliferation of digital biomedical data, the concern of maintaining 
data privacy, while still making use of the benefits of data exposure and integration, has 
arose [7]. Most often, researchers rely on data anonymization or de-identification in or- 
der to protect biomedical data privacy [8]. However, the detail and diversity of 
information collected in the context of healthcare and biomedical research is increasing 
at an unprecedented rate and the ready availability of such large volumes of detailed data 
has also been accompanied by privacy concerns [9]. 

Several projects have been developed for exposing and discovering de-identified 
health data in efficient ways [10–12]. Most of these solutions represent isolated software 
tools or projects designed to support specific research, with a clear purpose, but new 
solutions for redefining the way data privacy is handled need to be addressed. In this 
paper we provide a different perspective on how data privacy can be maintained when 
biomedical data is exposed. 
  

3. Method 

The main purpose of our work was to facilitate biomedical data exposure and sharing, 
but at the same time, to ensure fine-grained access control to these biomedical data. For 
that, we developed a methodology that tackle data privacy from a different perspective, 
in which real data sources are characterized based on a schema that can be easily de- 
fined by any data custodian. The data custodian controls right upfront how into detail 
s/he wants to expose a data source. Several levels of information can be exposed, from 
summarized views to raw data, accessible in a controlled and possibly remote 
environment. Moreover, a role-based access control (RBAC) assures that an access 
policy can be tailored to combine the access constrains with the needs of biomedical 
researchers. By conjugating these two orthogonal perspectives, we designed an approach 
for exposing biomedical data sources, at different levels of details, while preserving data 
privacy. 

3.1.  Data exposure 

Data exposure is provided from a drill-down perspective, where at least three different 
views can be explored: a general one, over metadata extracted through the 
characterization schema, a summarized view of aggregated information and a deep view, 
that can extend up to the exposure of raw data, under controlled conditions (Figure 1). 
Through a dynamic characterization schema, data custodians are given the opportunity 
to ex- pose their data on a multi-level visibility approach. The schema architecture is 
flexible enough to allow the data custodian to expose as much or as little information 
that s/he understands necessary and can be extended or diminished at any time. Its 
definition is a straightforward operation that can be done by any data custodian by 
following some simple formatting rules. 
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Figure 1. A multi-level model for clinical data exposure. The example includes three distinct paths: a) a 

general view over metadada; b) an aggregate view, over summary-level data; c) a deeper view, over raw data. 

 

3.2. Data access control 

Once the data is published, registered users can access it, according to their research 
needs and taking into consideration the permissions they are granted. A user permission 
system further refines the multiple layers of data access control. 

Different user profiles and roles are contemplated. Combined, they provide the right 
amount of access to the right amount of data. According to the user profile, this approach 
also allows managing the access to distinct functionalities and tools that allow exploring 
the published data. Moreover, users can be organized in groups, simplifying the 
management of profiles, roles and access permission. User groups can be created and 
granted different data or functionality permissions at any time. A rule of thumb is that 
default users can browse, search and compare public metadata exposed by data 
custodians. Data custodians, for example, are specialized users that have been granted 
the permission to add information about a data source. More advanced users can be 
granted permissions for evaluating requests to a deeper data view and to manage the 
proper tools for analyzing and eventually granting the requested access. 
 

4. Results and Discussion 

To address the technical requirements raised by the proposed methodology, we 
developed a solution for data characterization with multiple levels of exposure. The 
schema for metadata extraction can be constructed as simple as a spreadsheet by the data 
custodian, who is provided with a set of formatting options. The schema is then rendered 
in a user-friendly way (Figure 2), where different views are available for the end-user. 
These views are in practice, representations of data according to visibility levels that 
were granted. A general view displays the metadata that best characterizes a given data 
source. The summarized view, for example, presents population characteristics, or 
average measurements, while the raw view exposes real data if research agreements and 
adequate protocols are in place. 
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Figure 2. Mapping from the schema definition into HTML5 forms. On the left, a view of some fields from the 
schema template (open-text, multiple choice, numeric and location - these are just a few of the formatting 
options that a data custodian can use). On the right, their rendering on the general view.  

 
 
Once the several data views are made public by the data custodian, granular access 

control can be given to users, according to their research profiles. Such access refers to 
tools that they can use along with the exposed metadata, permissions to export the 
metadata or the result of comparative search among different data sources. In Figure 3 
we present an example in which three user groups are defined: default, editors and study 
managers. Each of these groups can access different functionalities, designed to meet 
their research needs and authorization agreements. In this example, we include two 
components that can be used in a research study, TASKA3 and ATLAS4, in order to 
illustrate our approach for granting distinct permissions to specialized users. TASKA is 
a work- flow system intended for the management of research studies, while ATLAS 
provides a unified interface to patient level data and analytics. 

 

 
Figure 3. User groups and permissions. Each column represents a different functionality, that can be used 
either at the level of the data source or at a higher level of data visibility, such as the aggregated view. 

                                                           
3 https://bioinformatics.ua.pt/taska 
4 http://www.ohdsi.org/web/atlas/ 
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5. Results and Discussion 

In this paper, we proposed a two-fold approach for promoting biomedical data exposure 
and discovery, while addressing privacy concerns. The first strand of our solution pro- 
vides the support for a data custodian to control the visibility of his/her data. The second 
one further refines data access control through user permission policies. The 
methodology for fine-grained access that we designed is already being utilized by several 
research communities, showing that biomedical data exposure and collaboration is 
possible, without breaking any data privacy. 
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