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Abstract

The rise of distributed ledger technology, initiated and 
exemplified by the Bitcoin blockchain, is having an increasing 
impact on information technology environments in which there 
is an emphasis on trust and security. Management of electronic 
health records, where both conformation to legislative 
regulations and maintenance of public trust are paramount, is 
an area where the impact of these new technologies may be 
particularly beneficial. We present a system that enables fine-
grained personalized control of third-party access to patients’
electronic health records, allowing individuals to specify when 
and how their records are accessed for research purposes. The 
use of the smart contract based Ethereum blockchain 
technology to implement this system allows it to operate in a 
verifiably secure, trustless, and openly auditable environment, 
features crucial to health information systems moving forward.
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Introduction

Medical data, both routinely collected and specifically studied,
is increasingly being recorded, represented, and stored 
electronically [1]. Having access to these resources in 
electronic form is immensely beneficial to researchers, 
allowing novel research methods to be applied over large 
volumes of data in a way that would not have been possible 
even a decade ago [2, 3]. This switch to the digital does,
however, bring with it problems relating to the physical and 
ethical security of medical data [4]. Data stored electronically 
is much easier to copy, distribute, and mine for confidential 
information. Breaches of security and the loss or 
misappropriation of data negatively impact the public 
perception of medical research and threaten to bring down 
regulatory restrictions that will prevent or hinder future 
research [5]. The current state of information security within 
the medical informatics domain makes controlling and 
identifying such breaches difficult [6].
Further, there is a gap between the ideal needs of the research 
community and ethico-legal restrictions on the use of personal 
medical record data [7]. The research community’s desire for 
essentially unfettered access to data is checked by the legal 
responsibility of data owners to guarantee the privacy of the 
patients whose data they protect. There is also a recognized 
need for public involvement in the research process [8] and 
even where patient data is de-identified and used in the 
aggregate, granting of explicit consent for data use has been 
identified as the preferred model for half of all patients, with 
increased awareness of Electronic Health Records (EHRs) 
impacting positively on willingness to consent to research [9]. 
The best way of achieving and maintaining this balance 

between trust, security and admittance of public participation is 
an open question [10] — how can medical data be shared in a 
way which still, at its core, guarantees as far as possible the 
security and integrity of the data being shared? Addressing 
these challenges will be of crucial importance to health 
informatics moving forwards.
We present a proof-of-concept system for enabling fine-grained 
specification of access control policies as pertaining to third-
party access to electronic health records on an individual level, 
which goes some of the way towards tackling these issues. 
Giving patients control of access to their own records whilst 
giving research organizations, possibly from the private 
commercial sector, the ability to directly reach out to patients 
and request access to medical data, opens up a series of issues 
around trust and security. We have implemented this system 
using the Ethereum platform, a modern, smart contract based, 
distributed ledger system [11]. This choice of platform not only 
allows for a natural expression of a solution to the problem we 
address but also explicitly addresses and solves the underlying 
complex issues of trust and security.

Methods

Enabling direct patient involvement in controlling the use of 
medical data, and doing so in open and secure manner will 
enhance both uptake and acceptance of medical informatics 
platforms aimed at enabling access to research data. We aimed 
to develop a core Application Programming Interface (API), for 
use as a service within a wider platform, that would enable a 
permission system through which patients could both specify 
who could access their records and to review the uses to which 
their data have been put. We identified this as the most 
fundamental building block of any system that would purport 
to enhance patient control in a research-oriented informatics 
system.
The requirements for the design of the API were gathered 
through an analysis existing systems for sharing and reuse of 
medical data deployed within the North of England [12]. This 
gave us an overview of the core functionality required by such 
a system.
The design of the API proceeded first with the identification of 
the key class of actors who would interact with the system. A 
series of core requirements based around ensuring requisite 
levels of security, trust environment, and transparency were 
then developed. Following this development, a series of use 
cases were produced that specified the ways in which the 
system actors would be able to interact with the API in order to 
achieve the overarching goal of enabling patient control of 
access requests to EHR data.
In implementing the system to address these use cases we chose 
distributed ledger technology (‘DLT’) as the underlying 
technical implementation. DLT is the mechanism, in terms of 
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data structures and associated computational methods, 
underlying the Bitcoin cryptocurrency, in which the specific 
instance of DLT is the Blockchain [13]. The driving use case 
behind the design of the Blockchain was the desire to allow for 
a decentralised transaction ledger; the provision of a canonical 
global account balance for all holders of the Bitcoin currency, 
without reliance on a trusted third party as a point of control 
[14]. The Blockchain implementation further provides both a 
public key–based infrastructure for account identification and 
control, and a ‘mining’ mechanism (a computational 
competition which both incentivizes hosting of the peer-to-peer 
Bitcoin network and solves the so-called ‘Byzantine Generals 
problem’ — that of guaranteeing consensus amongst 
distributed network nodes containing potential bad actors) [15]. 
Since its conceptualisation DLT found extended use across a
range of application areas [16] and has been extended with the 
addition of ‘smart contracts’, a means of adding distributed
computational processing to the underlying transactional ledger 
[17].
The core features of DLT were identified to meet the specified 
system requirements. Specifically, we chose the Ethereum 
Platform [11] to host the API given an assessment of its 
capabilities in producing a system to fulfil the outlined use
cases. Ethereum itself provided both the core DLT blockchain 
capabilities allowing for hosting within a trustless, secure 
environment, and a smart-contract implementation allowing for 
the programmatic implementation of the API directly on the 
platform itself.

Results

Presented in the following section are the results of our design 
and implementation in terms of the actors we identified, the 
core requirements, the driving use cases and a specification of
the API.

The core actors within the system were identified as 
follows:
� Public Participant — someone for whom associated 

EHRs are accessible within some system who will be 
granted control of a permission system for accessing 
those records.

� Research Organization — Representing an 
organizational entity that wishes to request access to 
EHR data for research purposes.

� Data Custodian — An organizational entity with 
ultimate control of source electronic medical data

We identified the following underlying requirements for 
the system:
� Trustless — Reliance on a third party to maintain 

control of some or all of the system functionality 
decreases trust and adds a single point of failure to the 
system.

� Incentivized — With use of a distributed technology, 
it is required that  participants within the system 
should share the burden of hosting the system itself. A 
mechanism is needed to ensure this happens.

� Secure — The system needs to be secure in that it 
must prevent actions being performed by entities or 
actors not specified as being allowed to perform those 
actions.

� Identifiable — Actors need to be strongly and 
verifiably identifiable within the system. Recognizing 
that key management by the lay public is a difficult 
issue, formal identity management may be delegated 
to other actors (for example Data Custodians 

performing actions within the system on behalf of 
users)

� Transparent — Perceived trust in the system is 
crucial so all actions that take place within the system 
need to be publicly auditable. 

The following use cases were identified as the drivers of 
the API design:
� A Research Organization can publish a request for 

data in the form of a Research Proposal. The
Research Proposal will outline what medical data is 
required for the research, the form of that data and the 
limits of its use.

� A Data Custodian can vet a Research Proposal and 
decide whether it is published to Public Participants
whose data that custodian safeguards.

� A Public Participant can set a general preference for 
how their medical data should be used. This will allow 
options for allowing or denying all requests, or 
granting permissions on a proposal-by-proposal basis. 

� A Public Participant can view lists of  Research 
Proposals which would utilize their private medical 
data.

� A Public Participant can specify an option against a 
Research Proposal indicating whether or not they 
will grant permission for the use of their data within 
that proposal.

� A Data Custodian can request a list of patients who 
have consented for a particular Research Proposal

We chose to implement the code for enacting these use cases 
using DLT. Through creating a distributed ledger instance, 
records of what proposals have been offered and which 
participants have granted, either implicitly through global 
options, or explicitly against a particular proposal, are recorded 
within the 'blocks' that form the ledger. These use cases were 
then implemented directly in the form of smart contracts 
deployed within the blockchain instance. A smart contract is an 
executable piece of code that references the current state of the 
ledger and can write back to it. Smart contracts are authored in 
Solidity, a Turing complete programming language, broadly 
similar in syntax and structure to javascript. These were 
compiled into Ethereum compatible byte-code and hosted on 
the ledger instance. An illustrative extract of such a smart 
contract is given below.

Figure 1– A Portion of a Smart Contract

Accounts for actors within the system (patients, research 
organizations and data custodians) were either created directly 
as user accounts within the Ethereum system (with associated 
public/private key pairs), or, in the case of patient accounts, 
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managed via a data custodian account -- that is, public 
participants controlled their accounts via functions exposed by 
the data custodian entity. This mitigated the difficulty of 
requiring public participants in the system to manage their own 
public/private key pairs.
The hosting environment for the API consisted of a private 
instantiation of the Ethereum platform -- one entirely distinct 
from the canonical, publicly accessible peer-to-peer instance. 
Further, node hosts were set up inside in virtual machines and 
firewall rules put in place to restrict peer-to-peer connections to 
other known hosts. Access to the system in its entirety is then 
ultimately controlled through network-level security.

Discussion

We chose distributed ledger technology as the underlying 
technical implementation for this service as it provided, as an 
integral part of the technology itself, a secure framework that 
enables deployment within a network not reliant on a central 
point of trust. As stated, establishing a balance between the 
desires of the research community, the ethical and legal 
obligations of data custodians, and the ultimately decisive 
needs as well as the perceptions of the public is of key 
importance in establishing sustainable medical informatics 
frameworks enabling the use of electronic health data. The 
nature of distributed ledger technology, in that it provides an 
auditable, accountable framework removed from a single point 
of trust (and hence possible failure or compromise), makes it a 
natural fit for such systems. Identity management is a 
fundamental requirement of any such system — inability to 
establish and ensure identity across a system immediately 
invalidates any claim to security. Again DLT is built around the 
concept of identity and public key management, providing a 
base on which to build systems where identity is a crucial 
component. Smart contract functionality is provided by the 
Ethereum platform.
The blockchain data structure is designed for redundancy across 
a network of peers and smart contract mechanisms deliberately 
replicate computation of programatic structures across all nodes 
in the network. Whilst this provides benefit, as mentioned, in 
the areas of trust and security it does introduce computational 
inefficiencies. These raise potential issues in terms of the use of 
the technology in a real-world setting, particularly one at scale. 
However, the use cases that the design of the system was based 
upon do not require absolute real-time instantiation across the 
system. The preferences set by users and the requests for 
research data do not need immediate processing or acting on by 
external services. As such this mitigates to a degree the natural 
inefficiencies in the system. The reliance of current distributed 
ledger technology on essentially arbitrary computation (token 
mining) again introduces inefficiencies into the system. The 
original aim of the mining mechanism in the Bitcoin scheme —
that of incentivizing distributed participation and as a means of 
introducing and distributed currency — does not translate 
entirely into an environment with a higher degree of trust 
between participants. Such mechanisms can still be leveraged 
as a means of ensuring fair participation in the ecosystem; for 
example with tokens, rather than providing economic value, it 
can be used as a proof-of-participation and required for ongoing 
use of the system.
Distributed ledger technology, in particular Ethereum, are new 
and hence relatively untested technologies. Whilst their 
primary use case as financial tools with intrinsic economic 
value incentivizes both secure implementation and testing 
through real world exposure, bugs and security flaws are do
persist. Further, the rapid pace of innovation and evolution of 

the platforms will carry increased risks of potentially harmful 
design flaws becoming apparent.
Constant evaluation and auditing of the underlying 
technologies in terms of monitoring and addressing security 
flaws will therefore be crucial in the future use of this
technology. the current system we have developed exists as a 
stand-alone API with the explicit design goal of acting as a 
component in a wider service oriented medical informatics 
platform. Future work will address this as we aim to roll out a 
test deployment of the system within an infrastructure for 
enabling actual access to data within a real-world setting. Also, 
given the potential issues surrounding public perception of 
distributed ledger technology, both in respect to it being a 
nascent and relatively untested technology, and its association 
with negative reporting and use within black markets, work will 
be done on gauging public attitude towards the use of the 
technology within a healthcare environment.
For any medical informatics system the key driver of its 
implementation, and the ultimate gauge of its success, will be 
measured in the benefit it brings to medical care and practice. 
In moving forwards the state of the art in terms of security, 
privacy and accountability, distributed ledger technology has 
the potential to add a significant degree of trust to the 
functionality of medical informatics systems. With this 
enhanced trust will come the ability to utilize medical data 
within richer settings and with a wider range of participants —
something that will ultimately improve medical care and 
practice moving forwards.

Conclusion

We have identified a series of key requirements for enabling 
enhanced patient control of EHRs and have developed a proof-
of-concept API meeting these requirements. Distributed ledger 
technology was chosen specifically to meet what we see as the 
fundamental issues in health informatics, namely trust and 
security. Whilst problems do exist, particularly with respect to 
the fundamental inefficiency and current immaturity of the 
technology, distributed ledger technologies offer unique 
solutions in the health informatics domain and will inevitably 
see increasing use in the field in future.
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