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Abstract

Successful health care, eHealth, digital health, and personal
health systems increasingly take place in cross-jurisdictional,
dynamic and risk-encumbered information space. They require
rich amount of personal health information (PHI). Trust is and
will be the cornerstone and prerequisite for successful health
services. In global environments, trust cannot be expected as
granted. In this paper, health service in the global environment
is perceived as a meta-system, and a trust management model

is developed to support it. The predefined trusting belief

currently used in health care is not transferable to global
environments. In the authors’ model, the level of trust is
dynamically calculated from measurable attributes. These
attributes describe trust features of the service provider and its
environment. The calculated trust value or profile can be used
in defining the risk service user has to accept when disclosing
PHI, and in definition of additional privacy and security
safeguards before disclosing PHI and/or using services.
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Introduction

Starting from Hippocratic time, trust has been one of the main
cornerstones in successful healthcare. Until now, trust and
distrust have not been big questions in today’s health care.
Instead, it is expected that both health care services and their
information systems occur in a controlled environment where
ethical codes and laws guarantee fair and trustworthy
information processing. It is also expected that patients
intrinsically trust the health care service provider, and believe
that information systems and networks that communicate,
process, and store patients’ personal health information (PHI)
are trustworthy. In other words it is argued that predefined
organizational trust is sufficient, and security based access
controls guarantee privacy [1].

However, health care in general is in transition. Health care
services and information systems are increasingly provided
cross-organizationally, across boundaries, and cross
jurisdictionally. New services models such as digital health,
personal health, health eco-systems, and ubiquitous health take
place in global information networks. They are built on using
modern information and communication technology (ICT),
global communication networks, and applications as service.
This implies that service providers, customers, patients, the PHI
and applications can operate in different contexts and
jurisdictions. Furthermore, the PHI is increasingly collected,

used, communicated and stored in environments not regulated
by health care or privacy laws, global guidelines, codes of
conducts; and fair information processing rules are
implemented just poorly or even worse, not at all. It is also
common that service provider, service user (a person or
patient), medical practitioners, secondary users of PHI and
health software developers can all have their own notion of how
PHI should and can be used and protected. This may basically
differ from the expectations of the data subject and his or her
local regulations.

From the standpoint of privacy and trust, the modern global and
distributed health service environment is challenging. First, in
the context of cross-jurisdictional e-health and personal health
services, contextual trust and privacy features cannot be
predicted or measured in advance. Secondly, the network itself
is unsecure, and the data collector or customer has few or no
tools to measure the level of trust. Furthermore, he/she has
limited or no power to enforce informed privacy and security
decisions concerning the trustworthiness of services and control
how, by whom and for what purposes PHI is collected and
processed [2].

It is widely accepted that trust and privacy are key enablers for
global health care and the use of personal health services. Using
the self-regulation principle, industry has developed trust,
security and privacy rules for eCommerce. Unfortunately, those
rules are most of all developed to support industry’s own
business needs, expecting that customers blindly trust on the
service provider and accept rules as they are (i.e. take-or-leave
principle). Yuan and Ruotsalainen et al. have mentioned that
increasingly modern health care and ubiquitous health services
are dynamic and take place in unsecure and uncertain
environment where no predefined trust cannot be expected [2,
3]. This indicates that current rules used by eCommerce cannot
be moved to health services as such.

The authors state that health information is highly sensitive
requiring special protection. To enable trustworthiness of
global health care and the use of personal health services, there
is an urgent need for practical and easy-to-use solutions for trust
measurement, trust creation and management. Without such
prerequisites, it can be dangerous for a service provider to
disclose PHI, and for a customer (persons and patients) to use
offered services. In global environments, it is also necessary
that customers using services and service providers disclosing
the PHI can make rational and information based choices
concerning additional safeguards needed, in advance.

This paper is based on the following assumptions: Privacy and
trust are interrelated concepts in a way that less trust requires
more privacy protection. Trust is situational and context-
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dependent. Knowing the trust level of a health service provider
enables the service user (patient, person or organization) to
make rational choices concerning to what extent it has the
willingness to use services, and what amount of PHI it is ready
to disclose at certain level of trustworthiness. In global
environments, trust features expressed in the form of trust value
or trust profile enable the service user to define necessary
safeguards before starting the use of services.

Previous research

Trust is a multifaceted, context-dependent concept, and a term
with many meanings. There is no globally agreed definition for
it. Widely wused trust models are trusting belief,
organization/institutional trust, dispositional trust,
recommended trust, direct trust, and computational trust [4]. In
the context of global health services, trust can be seen as a
process of practical reasoning that leads to the decision to
interact with somebody [5]. Institution-based trust deals with
structures (e.g. legal protections) that make an environment
trustworthy. Institutional trust is the belief that needed
structural conditions are present [6]. System trust represents the
extent to which a customer believes that the proper structures
are in place, i.e. that reasonable safeguards are in place to
reduce risk. These safeguards may be represented in form of
regulations, guarantees, or stabilizing intermediaries [7].

Ruotsalainen et al. have noted that in networked and ubiquitous
health service systems dispositional trust, recommended trust,
and direct trust are not much stronger than belief, and
organizational trust is static [2]. Because the use of global
health services is increasingly dynamic, it requires the
possibility to make online trust decisions.

Trust models are often based on use of a pure numerical
approach. The mechanisms used to calculate trust values range
from simple aggregation of values to the use of probability
theory, fuzzy logic, or the use of entropy [8]. The number of
past experiences, observation interaction, and recording are
also widely used [5].

According to Saadi et al., previously discussed “classical” trust
approaches that cannot be adapted to networked and ubiquitous
environments such as cross-jurisdictional healthcare and
personal health systems where the unpredictability and
unreliability of service location, contextual features, regulation
and rules make mechanisms inappropriate [9].Viljanen et al.
have defined a trust formulation process using trustors
contextual attributes and actions, information attributes, social
and ethical attributes and third party information (e.g.
certificates or reccommendations)[10].

Trust models are developed especially for multi-agent systems,
Mobile Area Networks (MANET), and open dynamic and
ubiquitous environments [5,11,12]. In MANETSs, trust is
typically evaluated using transaction history of past interactions
and transactions and others recommendations. Another
approach is the use of trusted third parties and certificates [13].
Hereby, calculated trust values are deployed as estimates of the
service provider’s trustworthiness [14].

Ruotsalainen et al. have proposed the following attributes for
trust calculation in pervasive health: trustor’s environmental
factors and contextual features, ICT systems properties, privacy

policy, predictability, transparency and openness, and system’s
regulatory compliance [2].

Methods

In this paper, the collection and use of the PHI in global
environment is perceived as a meta-system characterized by its
structure, functions, behaviour, and relevant stakeholders.
Using system modelling methods, system analysis and system
engineering techniques, a conceptual trust management model
for the protection of PHI in global environment is developed.

Based on a careful analysis of findings and proposals from
research published in journals and conference proceedings,
measurable trust attributes are identified. Attributes are aimed
for the evaluation of the level of trust of different kind of health
providers and secondary users of the PHI in existing in global
environment.

Results

Because the global health service environment forms a meta-
system, trust should be created between its actors. According
Saadi, Sabater-Mir and Zheng [2, 8, 9, 14], the authors state that
belief and recommendation based trust solutions are too weak.
Instead, dynamic system trust that is based on service
provider’s real life measurable features is the most promising
approach.

Trust Management Model

Because the use of PHI takes place in different contexts,
contextual trust approach is needed. According to Josang et al.,
contextual trust describes the extent the data subject can expect
that necessary services and institutions are in place in order to
support trustworthy communication; and trust implies a
decision [15]. As discussed earlier, belief as well as
dispositional and recommended trust approaches cannot be
used in dynamic, distributed environments, and meaningful
trust decisions are impossible without reliable information.
Therefore, the approach of calculated contextual system trust
that is based on measured features of service providers is
selected for the model. Thereby, policies can be used to define
what is permitted or prohibited, and what security and privacy
obligations the service provider must perform in advance.

The proposed model for trust management in global health
services is shown in Figure 1. The model is focused on the
processing of PHI in different contexts and environments. The
model is developed and presented using UML.

In the model, service providers can be either regulated or
nonregulated health service providers, or other entities
processing PHI (e.g. secondary users). Non-regulated service
providers include institutions beyond regulated healthcare
establishments such as personal health systems, personal health
and ubiquitous-health services. From a data processing
perspective, service providers are represented by different
instances such as data creator, data controller and data
processors [16]. The data controller manages, stores, and
discloses personal health information to data processors. Data
processors use disclosed health data on behalf of data
controllers [16].
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Figure 1 - A conceptual model for the trust management in global health

The data controller can be a health care provider/providing
organization or the data subject (a person or patient). The data
processor is any entity deploying received PHI during its
service process. The data processor has own business goals
such as offering health service or using PHI for research. In
global health settings, the data controller often has no
predefined trust to the service provider to whom PHI is
disclosed to. Instead it has trust concerns.

The data processor deploys an information system with an
appropriate ICT architecture (the concept of a system covers
both components and processes, i.e. structure and behaviour of
that system). One component of the ICT system is the trust
decision application. It is typically an Artificial Intelligence
solution.

The environment includes national and international
regulations, laws and norms guiding the processing of PHL, e.g.,
security and privacy regulations.

The business environment is a combination of external and
internal factors such as organizational rules and constraints in
the framework of national and international regulations. The
business context of the data processor in the system in question
includes expectations of other parties involved such as the data
controller/customer, but also process-specific constraints,
technologies, etc.

Global requirements include ethical principles and codes of
conduct, international Golden Rules (e.g. Fair Information
Practice Principles, OECD principles), standards and
international certification requirements (e.g. possible future
global privacy regulations for health services).

Because trust and privacy are interrelated in such a way that
lower trust requires more privacy safeguards, both trust
requirements (e.g. audit-log for transparency, policy based
access control as properties of the ICT system, standards for
reliability) and privacy requirements such as anonymization
and denying the post-release of the PHI have to be managed.

Trust creation provided by the data controller requires that the
level of trust of the data processor can be defined, formalized
and communicated. In the model, the Trust calculator service
(e.g. an agent application) collects necessary information for
the calculation of trust level or trust profile of the service
provider and communicates this information.

The Trust Requirements service uses information received from
the Trust calculator, Trust concerns, Global requirements and
service providers Trust features to define rules (policies) the
service provider offering health service should follow. System
requirements such as audit-log, policy based PHI management,
notification, and privacy requirements such as anonymization
and denying the post-release of the PHI are expressed in the
form of computer understandable policies as defined in ISO
22600. In the proposed model, each service provider is first
authenticated and then assigned to a trust value or trust profile.
Trust and privacy requirements associated to a service provider
are processed by its trust decision application.

The presented model is suitable for both static and dynamic
online situations in global environment. For example, the Trust
calculator can be a Certification Authority (a Trust CA) that
generates trust certificates for service providers, and compares
them against data controller’s certificate.

Trust attributes

In the developed model, trust attributes are needed and used to
measure the amount of trust. Researchers have suggested more
than 40 different trust attributes [6, 14, 17, 18, 19, 20] (Table
1). Seppanen et al. have defined benevolence, competence,
fairness, honesty, moral integrity, motivation, predictability,
and reputation as most common trust attributes [21].

The challenge with most of trust attributes shown in Table 1 is
that they are difficult to conceptualize and to measure.
Therefore, it is also difficult in global environment to generate
common understanding for attributes. For overcoming that
problem, the concepts should be represented explicitly using
ontology representation tools.
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Table 1 - Common trust attributes

Ability Competence Likeability Responsibility
Authenticity Data quality Moral integrity Receptivity
Benevolence Fairness Motivation Reciprocity
Certificates Frankness Recommendation | Risk
Credibility of Judgment Openness assessment
promises Honesty Past interactions Security
Confidence Habitualization Privacy policy System
Consistency Integrity fulfilment reliability
Discreteness Intention Reputation Togetherness
Integrity Institualization Predictability Transparency
Confidentiality | Legal requirements Tracking
Transactions
Trustee’s
promises

To make attributes acceptable and implementable at global
level, the authors propose the following set of attributes for the
calculation of trust when health services are used in global
environment:

e Ability and willingness

e Integrity

e Openness and transparency

e Properties if service providers manage the ICT system
e Predictability of promises

e Reliability of service provider’s promises

e  Service provider’s environmental factors and
contextual features

e  Service provider’s regulatory compliancy

e  Willingness to follow rules (policies) the data
processor define

Attributes presented above form a minimum set of attributes
that can be measured in real life situations.

Ability can be calculated from direct measurement and/or from
the systems’ past history [2]. Integrity addresses that the service
provider accepts rules and meets its promises [18]. This can be
measured using systems’ history and other’s witnesses.
Openness and transparency means that service provider’s
security and privacy policies, audit trail, standards and laws
used, evaluation and risk assessment documents are openly
available, and the security and privacy breaches will be notified
to the data controller. Properties of the service providers’ ICT
systems can either be identified from evaluation or assessment
reports, with the help of system documents and features
expressed in contract documents, or from trust certificates.
Predictability concerning service provider’s promises can be
measured using systems history or continuous monitoring.
Service provider’s contextual and environmental features can
be resolved by available information concerning service
provider’s location and business goals. Regulatory compliance
can be measured using conformance assessment and the
regulatory compliance documents. Willingness to follow rules
(policies) the data controller has defined can be measured either
by direct measurements or by monitoring.

In the model, trust value can be expressed using the scale
proposed by Liu [22]: Compromised or malicious, unable to
determine trust-level, low trust level, medium, fairly high trust
level, and extremely high trust level. For more detailed trust
creation, the data controller can use rich trust profiles received
from the Trust calculator [2]. Based on calculated trust values,
the data subject can define service provider specific data
processing policies for all organizations and persons

participating in the service provision chain, and for all
secondary users [2].

Discussion

In this paper, the authors proposed a novel trust formulation and
management model for health care and health information
systems operating in the global information space. The model
enables the data controller to disclose PHI, and the customer to
use networked health services, by creating and managing
contextual trust across geographical, cultural and jurisdictional
borders. The authors have also proposed nine measurable trust
attributes which the data controller can use in defining
additional service provider specific privacy requirements.

The proposed model is flexible. For example, it accepts the use
of certificates. Unfortunately, a typical certificate represents
only a digital identity of the users, and is static [9]. Therefore,
a trust certificate that can be used for the evaluation of trust
level requires much richer information such as the trust profile.

In the model presented, the data controller (data subject or
organization controlling the use of PHI) can make informed
policy decisions by balancing service benefits expected and
own privacy needs against trust level of the data processor. A
strength of this model is that it enables the calculation of trust
level/profile in cases where only incomplete information of data
processor’s trust features is available. The latter situation
generates low trust value. In this way, the proposed solution is
proactive and stresses the data processor to support openness
and transparence. Challenges include the development of trust
calculation services and the global agreements on trust
attributes. This might require political and legal actions at
global level. It is also necessary to test the feasibility of
proposed attributes, and standardize their presentation and
meaning. In the future, it is also necessary to demonstrate that
the proposed solution is technically valid, reliable and easy to
use. Globally, the biggest challenge is to make the principle of
direct measurement based on calculated trust accepted by health
industry, healthcare professionals and organizations.
International political, legal, regulatory and organizational
actions are needed to make this true.

Conclusion

The authors have developed a conceptual model for trust man-
agement in global, cross-organizational and cross-jurisdictional
health service environment. The model enables the data con-
troller (a person or organization) to evaluate the level of trust-
worthiness of the data processor before starting to use services
or to disclose PHI. Both regulated healthcare and nonregulated
health services models are supported. For trust evaluation/cal-
culation, a set of practical and measurable trust attributes is pro-
posed.

In the model, trust level is expressed as trust value or trust vec-
tor. The model enables the data controller to define for the ser-
vice provider minimum privacy and security safeguards re-
quired to be qualified trusted.
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