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Abstract 

Health Smart Homes provide various forms of assisted living 

support, by monitoring the activities and health status of their 

occupants to generate flows of information and sometimes 

interventions involving the occupants and their careers. 

Technologies of varying complexity must be combined to 

produce the underlying Health Smart Home system, and 

processing of the resulting data may require methods of varying 

sophistication. These aspects have been well studied, but no 

widely-adopted approaches for practical implementation of 

systems or systematic processing of data have been developed. 

Also, the integration of Health Smart Home services with the 

overall health care system has not been regularized. This paper 

identifies and categorizes the emerging high-level challenges 

beyond those in the basic technical and algorithmic spaces. 

These challenges will influence future directions for Health 

Smart Homes and their wider adoption and integration with 

health systems. 
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Introduction 

Contemporary Smart Home concepts have been developed over 

the last two decades. A Smart Home consists of a living space 

equipped with electronic devices and communications 

infrastructure to enable monitoring and control of the 

immediate physical environment, coupled with a system with 

sufficient computational power, data storage and decision 

making capabilities to provide customization and efficiency of 

operation [1]. The emergence of Wireless Sensor Networks  

[2] and more recently, the Internet of Things (IoT) [3] and 

Cloud Computing [4] services, have provided the ideal 

technical fabric for constructing Smart Homes. Integration 

approaches relying on middleware and open source conversion 

platforms for various device and communications standards are 

now being supplanted by evolving Cloud-IoT synergies [5]. 

Health Smart Homes have been popularized alongside the 

mainstream Smart Home movement [6], with additional 

distinctive characteristics. Their purpose is more critical, in  

that they must measure, understand, and manage the health 

status of their occupants [7]. Early technical challenges 

identified for Health Smart Homes included the lack of 

appropriate sensor availability and performance [8], and 

difficulty in coordination of subsystems to provide component 

functions targeted to health needs [9]. The importance of  

social and ethical considerations for home occupants  

and subjects of care were also identified [10], and the need  

for multidisciplinary collaboration in the development of more  

 

comprehensive health solutions [11]. Examination of Health 

Smart Home experimental implementations has revealed a wide 

spread of technology choices across numerous contexts [12], but 

little evaluation of their clinical effectiveness has been performed 

[13]. Despite attempts to standardize health sensor device 

protocols, such as the Continua framework [14], the lack of 

integration at a systems level remains a major limitation [15]. 

More recently, emphasis is being placed within health systems in 

the development of new models of care where consumers can 

receive a range of health services in new settings including their 

homes [16]. There is a clear consumer- supported move towards 

the widespread use of personal monitoring devices [17] that will 

need to be integrated into this emerging care environment. There 

is also a more general societal move towards wider access and 

use of personal electronic health records, and the implied 

connectivity of information systems, which will be required to 

achieve this [18]. Increasingly, interoperability and 

standardization are becoming aspirations for health systems that 

will ultimately rely on universal electronic data exchange and 

rich information environments supporting personalized 

“precision” patient care [19]. Health Smart Homes will need to 

harmonize with developments in these areas and, importantly, 

become part of a health services continuum, rather than isolated 

entities. 

Methods 

Given this broader perspective, we can readily distinguish two 

major challenge areas, Systems and Data, that will need to be 

addressed in the Health Smart Home of the future. In the 

following sections, we identify aspects within these two areas 

that are currently open issues and for which substantial work is 

needed to make further progress. 

Systems Challenges 

In the context of whole-of-systems concepts for Health Smart 

Homes, we comment on three new challenge areas: Architecture 

issues, including overall design considerations; Integration 

issues, such as interfacing and interoperability; and Safety issues, 

involving protection of users and the systems themselves. 

Architecture Issues: The computing-based components 

consisting of: (i) hardware units; (ii) connecting networks; and 

(iii) intelligent software modules, which make up a Health Smart 

Home, can be viewed as a Critical System, in the same sense as 

large scale physical infrastructure systems (e.g., power grid) or 

complex machinery control systems (e.g., passenger aircraft). 

Such systems need mechanisms to allow update and replacement 

of components without disrupting system function, and addition 

or deletion of components without compromising 
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the integrity and performance of the system. This would imply 

an ability to assure the effects of any such changes, and to 

predict their impact, on other components should be embedded 

in the system development methodology [20]. Consistency of 

protocols for managing data and control within critical systems, 

including movement towards self-validation to provide error 

resilience to changes [21] along with convergence of Wireless 

Sensor Networks with IoT and Cloud Computing technologies 

[22], will help advance this cause. 

Integration Issues: To achieve fuller knowledge of past health 

history and to conduct longer time frame modeling of 

occupants’ complex health circumstances (e.g., when 

monitoring a subject with multiple chronic diseases), it may be 

necessary to connect with external sources of health 

information on the individual and leverage sophisticated 

external health decision making and services delivery systems. 

This implies interoperation of the Health Smart Home with 

other health services will be necessary, which in turn will have 

associated impacts on workflows and care models. Some 

reconceptualization of the Health Smart Home as one of the 

essential components in the overall health system would help to 

address this matter. This would include differentiating between 

the role of supporting healthy living (e.g., preventive health 

coaching and lifestyle monitoring) [23] and that of supporting 

existing acute health care delivery (e.g., the numerous “hospital 

in the home” initiatives) [24]. Monitoring to support acute care 

at home is currently arguably more socially acceptable and the 

intrusiveness of the required technology tolerated if not 

accepted. However, in designing for non-acute care and 

supporting everyday wellbeing, this level of acceptance and 

related engagement diminishes [25]. 

Safety Issues: As wireless connectivity becomes ubiquitous 

individuals are placed at higher risk of accidental or malicious 

interference with electronically managed data streams and 

control functions. This security vulnerability is amplified in 

high density Wireless Sensor Networks and IoT settings [26] 

such as Smart Homes, and where the sensitivity of health data 

to breach must be considered. Protection against such situations 

necessitates rigorous enforcement of failure detection and 

recovery, audits and monitoring to determine misuse, and 

system risk management processes to mitigate against failures. 

Robustness and resilience components in the system design 

cycle need to be developed, and operational surveillance 

protocols need to be established so that warnings can be 

generated and fail-safe defaults adopted. Whether it is in the 

pre-determined sensor networks or the healthcare IoT 

environment, the fail-safe modes of devices, such as power 

failure incidents, must be carefully considered. The fail modes - 

default on or default off – need to be contextually considered. 

For example, under some conditions in falls monitoring, a false 

negative (e.g.. from a slow fall) may be more damaging than a 

false positive (e.g., bending down to reach the floor). Further, 

the device susceptibility to attacks and the challenge of 

applying traditional security models with delineated network 

boundaries to dynamic Smart Home and Healthcare IoT 

networks, pose significant problems which demand more 

attention in system standards development [27]. 

Data Challenges 

Extracting more value from health data is currently a major 

emphasis in formulating major electronic health record and 

Clinical Decision Support strategies. This is beginning to 

extend to the use of data from sources such as Health Smart 

Homes monitoring. Three aspects of this trend contribute to the 

emergence of new issues here: Management of the related data- 

 

sets including content and custodial issues; Recognition of 

relevant patterns in the data to allow accurate continuous 

classification of an individual’s activities; and Personalization of 

decision making concerning health events or status, relative to 

the individual’s aggregated data. 

Data Management Issues: As in hospital-based patient record 

systems, strict establishment and adherence to standards for 

Health Smart Home datasets will be necessary, and equally, the 

interpretation of externally sourced health data on individuals 

will need to be informed by knowledge of those standards. Little 

existing standards work has been reported for Health Smart 

Home settings and this inhibits wider use and sharing of datasets 

with other elements in established health systems. If this was 

addressed it would become easier to provide reference sets of 

experimental data for algorithm tuning and benchmark data for 

performance analysis. In the same way as standards were 

adopted in the research community for sharing physiological 

datasets via PhysioNet [28], a similar practice would be desirable 

for Health Smart Homes where sharing is much less common 

[29]. Another related matter is that of the processing of the data 

in a Health Smart Home to ensure clinical usefulness as well as 

appropriate detection and response to potential health indicators. 

The healthcare workflow and the integration of data from sensors 

with clinical knowledge is of vital importance to assure 

improved health outcomes [30]. 

Pattern Recognition Issues: Characterization and reliably 

detecting patterns associated with health conditions (e.g., using 

physiological signals) or behavioral manifestations (e.g., 

mobility tracking) remains an open problem. Much effort has 

been invested in attempts to create robust algorithms for such 

pattern extraction using machine learning and artificial 

intelligence methods on data which may be sparser than desired 

due to physical limitations in the collecting infrastructure [31]. 

The highly variable nature of repeated situations and activities, 

both between and within subject, and allowing for “drift” in 

patterns over time and in different contexts can confound the 

success of these approaches [32]. Statistical detection of 

anomalies and structuring patterns into a hierarchy of macro to 

micro pattern characterizations offer some positive directions for 

longer term adaptation within activity algorithms, leading to 

greater consistency of results [33]. The enormity of the range and 

tolerance issues associated with achieving high sensitivity and 

specificity performance for detecting and classifying daily living 

activities, will likely maintain this challenge for research into the 

foreseeable future. 

Subject Personalization Issues: Personalized application of 

algorithms in a Health Smart Home is an essential feature of its 

operation: if real health benefits are to be gained then it is 

necessary to tune the system as well as possible to fit the 

characteristics of the occupying individuals. This may require 

considerable sophistication in classifier decision-making logic, 

as well as dealing with multilayer redundancy through the 

existence of overlapping data sources (e.g., wearables vs 

ambient) in the data collection and processing stages [34]. 

Interference from interactions with other people and from 

externally imposed events which affect the individual, can 

degrade performance considerably. The more factual data that 

can be collected on an individual, and the more information that 

captures the influence of context and current situation, the more 

opportunity there is to create a fuller personalized picture [35]. 

Incorporating knowledge of phenotypical habits such as a weekly 

cycle of behavioral interactions and incorporation of indirectly 

measurable affective parameters such as mood and stress, may 

also contribute to overcoming these limitations [36]. 
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Discussion 

The simplicity of typical Health Smart Home solutions and the 

lack of compelling evidence for their clinical effectiveness has 

been identified as a major limitation in their adoption [37]. On 

the other hand, the increasing importance of home-based 

healthcare delivery and the consequent acceleration in the need 

for Health Smart Homes has been noted [38]. The clinical 

evidence for keeping people at home and avoiding unnecessary 

hospital admissions is plentiful [39]. Integrating social and 

health care, patient self-management, socio- economic status as 

well as coordination with primary care providers are some of 

the factors that can impact this [40]. The use of Health Smart 

Homes could be a vital component for improvement in keeping 

people at home longer. 

It is probably unreasonable to expect that any of the new 

challenges identified above will be resolved by incremental 

progress, or by awaiting an unforeseen breakthrough followed 

by widespread adoption. The history of Smart Home 

development has been marked by independent engineering 

contributions and implementation models driven in a bottom- 

up manner [41]. A much broader, overarching approach will be 

needed to catalyze progress in these areas, as they will affect 

other aspects of the technology. For example, if a standard were 

to be agreed for data captured by sensors in a Health Smart 

Home, which prescribed that side information on precision and 

reliability must be included, then much previous work would be 

rendered obsolete. 

Conclusions 

The evolution of Health Smart Homes to achieve widespread 

presence requires more than technology advancement. The 

challenges identified above are subtle and complex 

consequences of the broader environment for health care within 

which the Health Smart Home functions. However, it seems 

likely that these challenges will influence future directions in 

Health Smart Homes, their wider adoption, and their integration 

with existing health systems. We advocate that more attention 

should be paid to these broader issues and that related research 

questions must be explored, alongside the current proliferation 

of underpinning engineering and implementation work. 
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