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Abstract

Current methods for monitoring harm caused by health
information technology (HIT) are minimal, even if there are
known risks associated with the use of HIT. Monitoring is
predominantly based on voluntary reporting using generic
patient safety adverse events reporting systems. Another
important means for monitoring technology-induced errors is a
health authority reporting system. International oversight
systems have medical devices " related software’s adverse event
and failure reporting models, but these systems differ due to
differencies in the legislation. The protocol for this study
included an electronic database literature search and the
eliciting of information for study purposes from the literature.
The purpose is to provide a scoping review focused on two types
of systems and provide implications for monitoring technology-
induced errors in the future. The analysis revealed not only
differences, but also similarities between these systems which
raises the question of these systems’ effectiviness due to
overlapping goals in collecting data.
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Introduction

A recent systematic review of eHealth technologies and their
impact on the safety of healthcare showed that the problem of
electronic health record (EHR) safety is an existing and
possibly critical issue [1]. It is assumed that an increase in the
implementation of information technology within healthcare
systems will potentially lead to patient safety incidents by
introducing novel vulnerabilities [2]. In 2012, the Institute of
Medicine (IOM) [3] recommended that patient safety incidents
which relate to the use of Health Information Technology (HIT)
should be monitored and that this information be used to
improve the safety of HIT. By detecting these errors, there is an
opportunity to decrease risk for patients [4].

HIT related medical errors are defined in several ways. The
concept of technology-induced error as defined by Borycki [4]
has increasingly appeared in the literature during recent years.
These errors result from ‘the design and development of
technology, the implementation and customization of a
technology, and the interplay between the operation of a
technology and the new work processes that arise from a use of
technology’ [4].

Existing methods for monitoring adverse events and harm
caused by HIT systems rely mostly on voluntary reporting
using generic patient safety adverse event reporting systems [5-
6]. These adverse event monitoring systems have multiple
functions, including: (a) the monitoring of levels of harm, and

(b) identifying rare events and disseminating knowledge about
patient safety issues arising during healthcare to avoid these
incidents recurring [7]. These systems form a mechanism which
also includes the analysis and triggering of an investigation of
an incident [8] whether on a mandatory or voluntary basis. It is
believed that voluntary adverse event monitoring systems are
the most effective way of avoiding liability issues for providers,
but there is also the belief that there is a need for greater
accountability. Incident reporting systems generate numerators
without denominators which has been regarded as a major
problem [9-12].

HIT has not been strictly regulated over the past few decades
[13]. Today, international healthcare systems have medical
device related software adverse event and failure reporting
models, but there are differences between these systems [13-
18]. The differences originate from different legislation. In the
United States (US), regulatory requirements that can be used to
evaluate EHR system safety are insufficient [16-18]. Software
has been regarded as a medical device according to European
Union (EU) legislation for almost a decade. Medical device
regulations apply to medical software in the EU [18]. The EU
directive focuses on pre-market testing aiming for European
conformity. In general, the regulatory oversight systems seek to
gather data to help HIT developers and clinicians better
understand and mitigate risks associated with HIT
implementation and use [19, 21].

In this paper the authors provide: (a) review two of the most
dominant reporting system types, (b) outline the implications of
monitoring technology-induced errors in HIT and (c) provide
insights into future research directions based on these analyses.
More specifically, the authors answer the following research
questions: (1)What are the main characteristics of the two
dominant HIT related monitoring systems, (2) What are
differences between these systems? and (3) What are the
implications of this research for future analyses?

The scoping review presented in this paper is limited to the
perspectives of healthcare organisations” (i.e., the HIT vendors
view is excluded). For the purpose of this paper the term patient
safety incident reporting system is referred to as “IRS”.
Different types of software s regulatory authority adverse event
and failure reporting models and vigilance systems are referred
to as “oversight systems”.

Methods

A scoping review was conducted by the authors using Arksey’s
and O’Malley’s approach [20]. The following steps were
undertaken: (1) an electronic database was searched, and (2)
information was elicited from downloaded articles to answer
study questions. The database search was performed on
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PubMed. Search results were restricted to those references
published in English only. The search was performed on the
two main topics associated with the theme of this work: HIT
and monitoring. A combination of keywords were used: “HIT”
OR “EHR”, OR “medical software” and “monitoring” OR
“patient safety reporting” OR “incident reporting system” OR
“surveillance”, “regulation” OR “oversight” OR “vigilance”
(Moreover, an additional search was based on these previous
results which were combined with a keyword “technology
induced error”, and this resulted in 3 citations of which one was
a duplicate.)

Initially, the researchers reviewed the abstracts of the
downloaded publications. Those abstracts that fulfilled the
following criteria: patient safety incident reporting system and
an authority surveillance perspective were downloaded and
reviewed further. An additional type of non-scientific material
collected contained legislation documents. Finally, the
following data were extracted by two reviewers from the
articles using the following criteria: the main objectives of
reporting systems, nature, confidentiality aspects and reporting
modes, who are the reporters, what is reported, and analysis of
the incidents. The findings arising from our work are reported
according to these data extraction criteria.

Results

In the next section of this paper, we report on our findings
arising from the scoping review in the following areas: main
objectives of reporting systems, nature, confidentiality aspects
and reporting modes, who are the reporters, what is reported,
and analysis of the incidents. Figure 1 illustrates the detailed
steps of the literature search in PubMed. A total of 4966
citations were received of which 18 articles were included in
the final review. We present our findings in terms of the two
types of reporting systems described in the literature: oversight
(ORS) and incident reporting systems (IRS).

Pubmed

4966 Citation(s)

0 Non-Duplicate

Citations Screened

4823 Anticles Excluded

After Title/Abstract Screen

Inclusion/Exclusion 124 Articles Excluded
Criteria Applied After Full Text Screen

18 Articles Included

Figure 1. A PRISMA flow diagram of the review.

During Data Extraction

1 Articles Excluded ‘

Main Objectives of Reporting Systems

Oversight system

The primary purpose of the EU Medical Device Vigilance
System, which is grounded in the Medical Device Directive
93/42/EC, is to “improve the protection of health and safety of
patients, users and others by reducing the likelihood of
reoccurrence of the incident elsewhere”. The Medical Device
Vigilance System aims to facilitate an early and harmonised
implementation of ‘Field Safety Corrective Action” across the

Member States where the device is in use, in contrast to action
taken on a country by country basis [18, 20].

Existing FDA databases for medical device errors are focused
on collecting data about medical devices and have only recently
been used to collect some data on reporting EHR-related
incidents. The Office of the National Coordinator (ONC) has
recently created a HIT complaint website; however, the form
for entering complaints is basic with few specific HIT and error
questions to answer limiting the usefulness of the resulting
database. The regulatory oversight system’s intention is to
gather data to help HIT developers and clinicians better
understand and mitigate risks associated with HIT
implementation and use [8, 15, 19].

Incident reporting system

The aims of a patient safety incident systems (IRS) are broad.
IRS systems are intended to monitor levels of harm, identify
rare events and disseminate knowledge about patient safety of
care. Learning from errors is the main goal of IRS [7-8, 22].

Legislation

Oversight system

Directive 2007/47/EC1 amended the definition of the term
"medical device" used in Directive 93/42/EEC, and stand alone
software with medical purpose are subject to medical device
directives [18].

The FDA currently considers clinical information systems to be
medical devices, but to date their regulatory requirements are
not enforced. The Office of the National Coordinator (ONC) is
collecting data and attempting to resolve issues that have been
submitted to their complaint system. In the US, no government
agency is currently fully equipped to perform regulatory and
legal authority functions where Medical software is concerned
[15-17,19].

Incident reporting system

EU Council Recommendation 2009/C151/012 [23] regarding
reporting and learning about incidents recommends that
Member States support the establishment or strengthen blame-
free reporting and learning systems regarding adverse events,
which provide information about the extent, types and causes
of errors, adverse events and near misses. In the US the Patient
Safety and Quality Improvement Act was launched in 2005.
The core goals of the act are to encourage health care
professionals to improve the safety of health care, to understand
the underlying causes of hazards, and to share the results,
thereby minimizing risks related to patient care [27].

Nature, Confidentiality Aspects and Reporting Modes

Oversight system

ORS in the EU are mandatory and failing to report an event may
be punishable [e.g., 26]. The US databases supported by the
FDA: Medical Device Reporting (MDR) cover mandatory
reporting from 1984-1996 and voluntary reporting thru to June
1993. Manufacturer and User Facility Device Experience
(MAUDE) contains voluntary reports starting in June 1993, and
facility reports starting in 1991 [15]. The ONC Health IT
Complaint system is newly active and posts information about
how to address issues [20] The aspect of confidentiality does
not apply to vigilance systems, when it comes to the principle
of anonymity, and as is the case in the voluntary based IRSs,
which are described in the next section of this paper. Vigilance
systems are based on the traceability and accountability of the
event and confidentiality would limit both traceability and
accountability [19, 21, 25]. Paper-based reporting systems as
well as electronic formulas are used, e.g., in Finland both are in
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use, with the data structure of the report always remaining the
same [26].

Incident reporting system

IRS reporting systems often contain anonymous data from both
mandatory and voluntary systems. Closely connected to the
issue of mandatory or voluntary reporting are the questions of
reporting confidentiality. The discussion is focused around the
aspect of preserving the reporter’s anonymity. If healthcare
personnel perceive that they will suffer judicial or legal
consequences, when reporting patient safety incidents, they are
less likely to report an incident [27]. To date the research
suggests that the use voluntary IRSs continues to be the most
effective way of encouraging reporting in a nonpunitive or “no
blame” culture. The opposite view also exists, e.g, the public
feels that mandatory reporting improves accountability [10-11].

There are big differences between these reporting systems in
EU Member States. In the EU both mandatory and voluntary
incident reporting systems exist across states; for example, in
Finland, hospitals are required to have reporting systems (i.e.,
mandatory), but the reporting of adverse events (i.e., errors) by
health professionals is a voluntary activity. In Finland, there is
also a focus on reporting on near misses. In the Netherlands,
healthcare professionals are obliged to report serious incidents
to the Health Care Inspectorate. Yet, the reporting of incidents
by health professionals is voluntary and recommended by
professional organisations (EU). Three different types of
national patient safety incident reporting systems are used to
collect adverse event data: systems for sentinel events only,
systems focusing on specific clinical domains (e.g. intensive
care, emergency room) and healthcare system-wide,
comprehensive reporting systems [27].

Traditional paper-based incident reporting systems as well as
new forms of IT are used to enhance reporting. It has been
suggested that elecronic health records could support new
applications such as surveillance of patient safety events e.g.,
the integration of an IRS into an EHR used in operating theaters
that has been implemented to allow for the reporting of
accidents and preventable complications [28].

Who Are the Reporters?

Oversight System

Research suggests that health professionals need to be involved
in reporting. For example, in the EU for a monitoring systems
to be effective, user involvement is regarded important. There
are differences between EU member states in the EHR user
involvement [19, 29]. For instance, in Finland there is an
obligation for the professional user of Medical software to
report HIT related safety flaws but in most EU countries the
user reporting is not mandatory [26].

Incident Reporting System

Reporting is typically done by frontline personnel where IRS
are used. In recent years, patient involvement in reporting has
increased, even though this involvement is voluntary in nature
for organizations [27].

Reporting Criteria

Vigilance System

An incident in EU vigilance systems is defined as “any
malfunction or deterioration in the characteristics and/or
performance of a device, as well as any inadequacy in the
labeling or the instructions for use which, directly or indirectly,
might lead to or might have led to the death of a patient, user or
of other persons or has led to a serious deterioration in their
state of health.” [29]. In the EU, manufacturers must report
medical device related serious adverse events and device
failures, that might lead to or might have led to a death or

serious injury, to the competent authority (CA) in the nation of
their occurrence. There is no legal requirement within the
directives obliging users to have an active role in a vigilance
system, but this area may be reinforced by separate advice from
national regulatory bodies, as is the case of Finland, where
National Supervisory Authority has issued national regulations
on reporting serious adverse incidents for users and
manufacturers. The duty to report applies to manufacturers and
professional users of medical devices in Finland. Medical
device serious adverse incidents must be reported to the
authority within ten days of the user or manufacturer first
becoming aware of the incident. The case of a near miss should
be reported within thirty days [19, 21, 26, 29].

The core FDA requirement to manufacturers in the US
vigilance systems requires reporting within 30 days of an
awareness of a problem with a device. Key criteria for inclusion
are devices that: (1) may have caused or contributed to a death
or serious injury; or (2) have malfunctioned (and this device or
a similar device that was marketed would be likely to cause or
contribute to a death or serious injury, if the malfunction were
to recur) [17]. The ONC requires that issues be taken up with
vendors and developers and only if the vendor has not resolved
the issue or there is dissatisfaction with solution should an ONC
complaint be submittted [20].

Incident Reporting System

Patient safety reports usually describe the key data categories
used to understand what happened, why it happened, and what
were the consequences and reactions to the incident [27].

Analysis of the Incidents

Oversight System

This goal of the EU vigilance system is to be achieved by the
evaluation of a reported incident, and where appropriate,
dissemination of information could be used to prevent other
occurences of a similar event, or to alleviate the consequences
of incidents. Suspected incidents are made known to the
manufacturers and it is with their close involvement and co-
operation that the implementation of the Field Safety Corrective
Actions (FSCA) is made possible [19, 21, 26, 29].

In the US system there are no regulatory requirements to
evaluate EHR system safety [17], and adverse outcomes
associated with EHRs are not being systematically and
consistently tracked. The regulatory data is stored in several
databases supported by the FDA and ONC [19]. EHR
certification alone does not guarantee that EHRs will be
implemented and that they will work as planned [6, 14-18, 30].
If issues arise there is opportunity to: contact a vendor and this
is followed by a formal complain with an ONC certification
body [20, 31].

Incident Reporting System

Collected data is most commonly used for hazard identification
and issuing of alerts, as well as for trends-cluster analysis. Risk,
causal and systems analysis, are utilized in more mature US
national reporting systems [27].

Summary

IRS are associated with voluntary reporting while oversight
systems require that health professionals’ are mandatory.
Anonymity and confidentiality are important aspects of IRSs.
Oversight systems do have usually more detailed HIT-specific
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structures. Neither of these systems publically share data e.g.,
on a national level.

Discussion

This analysis provides a useful comparison between two types
of reporting systems for technology-induced errors. The
purpose and reporting criteria of IRS and ORS are not always
clear for HIT users that are reporting these incidents. This paper
may serve as guidance e.g., for clinicians by clarifying the
major differences in these systems. In this context, our analyses
reveal that there is a need for effective reporting about
technology-induced errors. If there are multiple reporting
systems with similar goals, health care professionals may
become confused and this may negatively influence their
willingness to report technology-induced errors. The issue of
underreporting in both systems is a recognized phenomen
which  requires further consderation. For example,
underreporting exists in the US regulatory system. In the US
there are only a small number of EHR incidents in differring
databases so the total number of reports requires a review and
analysis of multiple differing databases [7, 16-18]. EU studies
are scarce. To address this underreporting of technology-
induced errors there is a need to encourage clinician reporting,
to develop reporting criteria for health professionals when
reporting to IRS and ORS (in such a way as to avoid duplicate
reports), and to outline the process and provide information
about how issues are resolved for health professionals to
improve trust in the safety of HIT.

Specifically, in the EU the details of the medical software
directive are relatively unfamiliar for EHR users and leaders.
The application of the requirements of the directive have not
been clear. Not all stand alone medical software qualifies as a
medical device [21, 24, 29]. This complexity of criteria
highlights the fact that resources are needed to strenghten the
clinicians” knowledge of reportable EHR-issues and
consequently contributes to the reporting of incidents to
improve the effectiveness of the regulatory system

When comparing oversight systems between the EU and US,
there are challenges specifically with the US approach. Expert
opinions of HIT oversight in the US and the HIT community
should re-examine whether and how regulation of electronic
health applications could foster patient safety [15]. Sittig and
Singh proposed that in the US, there is a need to create a
nationwide 'post-marketing' surveillance system to facilitate
monitoring of HIT related safety events (i.e. technology-
induced errors), and that methods and governance structures to
support investigation of major HIT related safety events be
developed [18]. Regarding both systems, there is an area still
requiring consideration. Countries are at different stages of
addressing technology-induced errors arising from HIT and
there is considerable knowledge to be shared across the
countries and internationally to improve HIT safety [32].

Conclusion

Criteria surrounding the types of reports that should be
submitted to ORS and IRS systems are important so that health
professionals know where to report such events and to avoid
duplicate reporting (i.e., submitting one report across multiple
databases). There is a need to provide informaton about HIT
related safety events (and how they were resolved) to health
professional users to encourage reporting of events and enhance
their trust in the process of improving HIT safety.
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