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Abstract. The risks of relinquishing control of electronic healthcare data for re-use 
in research are mitigated by the use of data sharing agreements and information 
governance procedures. These exist as legal, or quasi-legal, textual documents ex- 
changed between data owners. Their existence outside of the digital realm leads to 
a situation where breaches of an agreement can only be detected and acted on post-
hoc. We introduce the design of a system of computable contracts, specified 
formally, that can enforce the rules of data sharing agreements within the bounds 
of electronic health care systems.  
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1. Introduction 

Historically medical records have been paper-based, with the UK only recently moving 
towards an electronic representation [1], mirroring efforts and trends in Europe, North 
America and Australia amongst others [2]. Whilst the increased benefits this gives to 
health care provision and large scale medical research are clear [3] a sense of owner- 
ship has grown-up around the physical, paper-based, records an their corresponding 
electronic form. Value exists to both the organization and the practitioner in 
maintaining sole ownership of patient data. Economic value is created through the 
retention of a patient and even within the UK’s relatively unified National Health 
Service (NHS) there exists competition between healthcare providers [4]. The 
challenges surrounding the reuse and trustworthiness of healthcare data are well 
recognised [5]. Whilst the use of electronic healthcare data is crucial for research, its 
continued use for such purposes is grounded in the maintenance of strict ethical 
frameworks of control [6]. Situations in which these ethical frameworks are perceived 
as ineffectual can lead to a breakdown in public trust in EHR systems, and in turn will 
threaten to bring down tighter regulatory controls on the use of data, threatening its 
effective use moving forwards [7]. Information Governance (IG), the policies 
procedures and controls that ensure the correct use of data, is therefore a crucial aspect 
in the use and practice of the digitisation of healthcare data. Without correct IG 
procedures, that both bring confidence in data use and ensure that this use falls within 
existing regulatory frameworks, the future benefits of digitised healthcare data will be 
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severely limited. The documented procedures and legal agreements that specify the 
correct ethics-legal use of electronic healthcare data are specified and exchanged as 
documents distinct from the digitised data that they pertain to. There has been no ‘big 
bang’ move from the paper to the digital realm whereby all systems were switched at 
once to a modern representation; the transformation has been slow and piecemeal – an 
inevitable consequence of the crucial role that patient records play in day-to-day care 
and the need to maintain the smooth running of healthcare system. As such there are 
aspects of healthcare that have not yet started the move to the digital, information 
governance agreements and their use being one such aspect of the domain.  

In this paper we describe a framework for specifying information governance con- 
tracts in computable form. These computable information governance contracts allow 
data owners to precisely specify the conditions under which certain actions (such as 
querying and retrieval) can be performed on medical data. These contracts can then 
produce electronically signed warrants which grant permissions to users and 
organisations the right to use data for purposes controlled by the underlying contracts. 
By attaching these warrants to formal requests for data both the data controller and the 
data user are provided with evidence that can ensure the correct and verifiable delivery 
of data for the purpose that its provision was intended, although production and 
delivery of the data itself lies outside the scope of this framework.  

2. Method 

The system we describe is based at its core on the notion of contracts for specifying 
the scope of allowed behaviour in terms of data sharing within an EHR system and 
warrants that specify data that can be returned from a system for a particular data 
access request. Contracts are mapped from agreements and exchanged between data 
providers. For a given access request for data a request object is specified which 
describes who is requesting the data and for what purpose that data will be used. Given 
a request and a contract a warrant is produced that describes the data accessible by that 
user for that purpose from a given data source. This warrant is then provided by the 
user to the data owner and used to determine what data is produced for that user.  

The system as described below is given as a series of functional data types 
specified using the semantics of the F# programming language. Briefly, a type has an 
identifying name and a series of constructors (separated by the | symbol) that are used 
to define a value of that type. A constructor can, if needed, be given a series of values 
or the types specified by the ‘of’ keyword and separated by . The types used to 
construct the warrants and contracts used by the system are given in the following.  

A Purpose describes the use to which data will be put. Initially we have 
identified the core categories of PatientCare – accessing data in order to directly 
influence the course of care of a patient, Research – secondary research use, and 
Benchmarking – general data auditing. Additionally a Purpose can be defined as 
being Any, which indicates that once data is received it will potentially be used for any 
purpose within any standard constraints.  
type Purpose  
| Any  
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| PatientCare 
| Research 
| Benchmarking  
 
An Action describes something taking place. In the simple case an Action can be 
For a Purpose as described above. An Action can also be specified as taking place 
Until or After a given date and time. Further a Choice represents a means of 
grouping a list of Actions.  
type Action  
| None  
| For of Purpose 
| Until of DateTime  Action  
| After of DateTime  Action 
| Choice of Action list  
 
The type Decision signifies a binary choice of Allow or Disallow and is used to 
build the underlying form of the Contract datatype.  
type Decision = Allow | Disallow  
 
A Code is used to explicitly identify an item of data that is being queried against and is 
designed to hold a value translatable into an underlying clinical coding system. At 
present the type Code simply holds a string to be matched against. A more complex 
type definition of a clinical code is possible but was not deemed necessary for this 
prototype implementation.  
type Code = CodeValue of string  
 
On a basic level a Contract associates an Action, a list of Codes or both with a 
Decision. This captures the essence of the Contract, which is to allow or disallow 
given actions or requests for types of clinical code. Contracts which specify 
multiple Actions are grouped using the Or constructor and finally a default decision 
is specified using the Other constructor, although in practice and in the absence of a 
specific value this will be presumed to be Disallow.  
type Contract = 
  ForAction of Action  Decision  
| ForCodes of Code list  Decision  
| ForActionCodes of Action  Code list  Decision  
| Or of Contract  Contract 
| Otherwise of Decision  
 
A Request mirrors in part the form of a contract, but pertains to only a single request 
with the corresponding Or constructor missing.  
type Request = 
  RequestFor of Action  
| RequestForCodes of Code list  
| RequestForActionCodes of Action  Code list 
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Finally a Warrant, produced as the result of a Request being matched against a 
Contract specifies that the holder of the Warrant be allowed to perform a given 
Action against the data held by the holder of the corresponding Contract. The Warrants 
constructor allows for a list of individual Warrants to be held in the data type.  
type Warrant = 
  WarrantedFor of Action  
| Warrants of Warrant list 

 
The programmatic API for accessing the system essentially consists of a single 
function that takes a Contract and a Request and produces a corresponding Warrant.  
type VerifyRequest = Contract −> Request −> Warrant  
 
The semantics of the function implementation are such that if the Action of the 
request matches a corresponding Action of a contract with a given Allow decision 
type then a Warrant for that Action is returned. If the corresponding decision type 
is Disallow then a Warrant is produced but with an Action of None. Similarly 
the underlying function implementation matches requests for Codes in a similar way, 
but the method for deciding whether two different Code strings match can vary based 
on the underlying semantics of the given coding system.  

3. Results 

We demonstrated the applicability of the system described above by translating 
existing information governance agreements into this computable format. These 
contracts were taken from real-world examples of information governance agreements 
placed on users of data from the Salford Integrated Record [8]. In the following we 
give a description in plain language of what the governance contracts specified in terms 
of the allowable forms of request and then show the corresponding implementation of a 
Contract datatype for two such contracts.  

Contract 1: Data agreements were already in place for access to data for research 
purposes. Additionally access to data for auditing purposes would be granted for a six-
month period. The contact granted benchmarking access to users for this period and 
then reverted back to the original agreement for ongoing research use. The 
corresponding formally typed definition is given below.  
 
let contract1 = Or (ForAction (Until (”03−01−2016”)  
                                (For Benchmarking)))  
                   (ForAction (For Research)) Allow  
 
Contract 2. A data agreement was put in place allowing research access to data 
pertaining to Diabetes or for Asthma. The underlying coding system used was the Read 
code system. The corresponding formally typed definition is given below.  
 
let contract2 = ForActionCodes (For Research) [”CD10..”; 
”H33..”] Allow  
The system was used to translate a series of such contracts into the underlying formal 
specification, demonstrating the general feasibility of the system for such use.  
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4. Discussion 

The exemplar results outlined above demonstrate the feasibility of the system in terms 
of its ability to translate existing information governance agreements into a 
computational format. This ability removes the existing ‘analogue gap’ between 
electronic health records existing in the digital domain and information governance 
contracts that lie outside that domain and yet are used to enforce the use and control of 
digital health records. As it stands the system is in proof-of-concept stage, and whilst 
we have demonstrated its feasibility through the translation of existing real world 
agreements, fully integrating it into an existing system would serve to fully prove its 
suitability in the real world. Given that information governance has at its core an 
underlying legal foundation, there will likely be barriers to adoption in terms of a 
requirement for computational contracts as described here to be formally verified to 
meet such legal requirements. This, combined with the natural reticence that exists 
towards the adoption of novel methods to be applied to a field as sensitive as personal 
medical data may make moving forwards in the real world difficult.  

Information governance is a vital aspect in the use of electronic healthcare data. 
Without strict information governance procedures in place the use of electronic health- 
care data, particularly for research purposes, will remain limited with respect to its 
potential use. By moving the specification of IG contracts into a computable form we 
have taken a step towards demonstrating the potential for formally enhancing the trust 
that can be placed in such systems. This is the first step in integrating the currently 
informal (in a computational sense) specification of IG procedures into the digital 
realm within which patient records already reside. Moving forwards we see this as a 
key future direction into the full digitisation of the healthcare domain, which we see as 
a crucial future direction of the field.  
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