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Abstract.

A Smart House Welfare Technology project to facilitate the independent living
of older people at their home is being developed at the University College of South-
east Norway (USN). Smart Houses are a promising and cost-effective option of im-
proving access to home care for older people. The project models behavior patterns
using sensor information, detects when deviations of these patterns occur, and no-
tify caretakers in case of a potential dangerous situation. In order to implement the
project, it is necessary to consider the legal areas related to Smart Houses devel-
opment. Therefore, the purpose of this article is to describe existing legal aspects
on the deployment of Smart Houses for older people, with emphasis on Norway.
The main legal aspects identified were data privacy, data access and management,
stakeholders interests , and informed consent.
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1. Introduction

The main goal of the “Smart House Welfare Technology” (SHWT) project at the Uni-
versity College of Southeast Norway (USN) is to provide the user with the opportunity
to live independently at their own home for as long as they are able to, with a dignified
independent lifestyle. In Norway, as of January 2016, the population aged 67-79 years
represented 10.1% of the total population, and the oldest, 80 years and over represented
4.2% [1]. The ratio of persons aged 67 and over to those aged 20-66 has increased 31.9%
from 2005 to 2015. Furthermore, this trend will continue to increase over the years, and
by 2060, the group 67 and over will increase to around 19% [1].

The SHWT system seems to be cost effective. In Norway, the majority of older
people prefer to live at their own home for as long as possible. The average cost of
home health services provided by the municipality of Norway is approximately NOK
227 000 per year per person, while the cost of a person living in a nursing home is
estimated to NOK 900 000 per year, as of 2013 [2,3]. Home health services provided
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by the Norwegian government include nurses visiting the older person at their home and
assisting them. However, these analyses show that it can still be more cost-effective to
allow people live at their homes [4] for as long as they are able to, if their safety is not
compromised.

Given the importance of the Smart House project and that the targeted group is
conformed by older adults, it is essential to study the legal aspects on how the project
will affect the user and the population in general. In this article, description of the main
legal concerns that Smart Houses technology present will be disclosed.

2. Methods

The aim of this article is to assess the legal aspects that arise when implementing Smart
House systems for older people in Norway. Two search processes were performed: bib-
liographic search and laws search.

2.1. Bibliographic Search

The search process consisted of a manual search for relevant articles from the year 2000
to the year 2016. All papers containing the terms “legal”, “Smart House” or “Smart
Home”, “elderly” or “older”, and “Norway” as main subject headings, abstract, and/or
keyword were identified.

The papers included in this article were selected because they met the criteria of ei-
ther empirical studies or literature surveys on the legal aspects related to welfare technol-
ogy. In addition, the journals chosen were sources for other literature reviews on Smart

House systems. The search was restricted to English written documents.
2.2. Laws search

In addition to the bibliographic search, the law and the Health Ministry regulations from
Norway were searched, as well as a search on the European Union law. No restrictions
on the language of the documents were made for this.

2.3. Results

The results from both searches were organized in groups to show the recurring topics
found on legal aspects of Smart House Welfare Technology. The groups include: Smart
Houses concept, data privacy, data access and management, stakeholders’ interest, and
informed consent of the users and/or the users’ family .

3. Results
3.1. Smart House Concept
The Smart House project at USN is aimed to help the third age population. As defined by

Saranummi [5], the third age refers to those who are retired, alert, and in full possession
of their physical and mental capacities. Therefore, the “Smart House” idea is generally



V.G. Sdnchez and C.F. Pfeiffer / Legal Aspects on SHWT for Older People in Norway 127

used to refer to any living or working environment that has been carefully constructed to
assist people in carrying out required activities to promote an independent lifestyle [6,7].

Aging population may be regarded as an opportunity to implement information and
communication technologies (ICT) including Smart Houses services. Nevertheless, the
rapid development of ICT “should not lead to social exclusion or a widening of the digital
divide” [10] .

Some reports have highlighted that technology in Smart Houses or Ambient As-
sisted Living (AAL) should be: “embedded (non-invasive), distributed throughout envi-
ronment, personalized (according to users needs), adaptive to the user and user’s envi-
ronment, and anticipatory (anticipating users desires as far as possible) ” [8].

Grguric [8] continued to point out that the research and development stage in
Smart House systems should include a multidisciplinary approach such as the areas of
medicine, law, economics, psychology, and other disciplines dealing with gerontology.

Therefore, a Smart House system should ideally control the functions of the house
and interact with the person through voice, movement sensors, hand gestures, touch pan-
els, and other devices. In order to achieve this, the Smart House system needs to adapt to
the user’s need and adjust the functions according to the user’s preference [9].

3.1.1. The Smart House Welfare Technology project at the University College of
Southeast Norway

The SHWT at USN aims to automatically monitor the older adult on their activities of
daily life (ADL) such as eating, bathing, and sleeping habits [12]. Hence, the Smart
House system search for patterns in the user behavior, detects when these patterns break,
and warns caretakers in case of potential dangerous situations for additional assistance
[13,14].

The system integrates information from sensors, including movement detectors,
sonars, temperature sensors, weather stations, switches on doors and windows, among
others. The system does not require the use of any device on the body, nor requires the
user to modify their daily routines [15]. An important part of the system is a computer
vision component that allows the usage of multiple cameras, which work as sensors to
extract the position and location of the person, but not as a surveillance system. Only
reference images are stored and no person can look at any image or video at any time.

The information collected by the system is mapped into discrete state variables in
order to ease the task for pattern recognition, classification, analysis, and modeling of
discrete events systems [15]. The data collected includes information from the person,
the house, and external weather information. In addition, the activities and behaviors of
the system are defined based on possible values of the state variables during sequential
time spans and obtained using the system states history [15].

3.2. Data Privacy

Legal regulations should be secured to asses patient-identifiable data [16] in order for the
older adult to accept monitoring in a Smart House system. Data storing raises a number
of legal and privacy issues that are important to consider. A legal solution should be
established for storing data from the welfare technological equipment [17].

The European data protection law states that it is important to clarify how data will
be shared, stored in the system, and who will be responsible for such data [18,19]. Also,
the Norwegian Health Ministry Act §8 adds to specify [20] :
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Purpose of the processing of health data
Which kinds of information can be processed
Requirements for identity management
Requirements for securing data

Who is the data controller.

Additionally, the update of the European directive concerning the processing of per-
sonal data states that “confidentiality of communications” must be “guaranteed in ac-
cordance with the international instruments relating to human rights” [21], fundamental
rights, and freedom [22].

Keeping health record journal of the older person is regulated by the Health Per-
sonal Norwegian law §39 and §40 [23]. Journal recording from health care professionals
forms the legal basis for processing necessary and relevant personal health data. There
is, therefore, no requirement for specific consent from patients to allow health personal
to keep journal records [17].

Data from sensors are generally regarded as information that does not require jour-
naling. Nevertheless, this information may be important to determine whether the person
is in need for health care or not. Consequently, it remains the obligation of the munici-
pality regulation to assess if the service offered to the older person is adequate or if the
person is in need for other type of service such as further medical or health monitoring
[17].

Moreover, security must be ensured through the communication networks in order to
protect the freedom and fundamental rights of the person using the Smart House system,
especially regarding the large capacity for automated storage and processing of data [21].
Privacy, confidentiality, and data security are the legal issues that stand out in the area
of tele-medicine and e-health [24]. The heterogeneous information that is generated by
health care is considered sensitive [25], and thus confidentiality is required.

3.3. Data Access and Management

The Smart House system handles sensitive information. It must be decided who will
have legal rights to view the data resulting from the monitoring (surveillance, audiotape,
sensor information, and others). Moreover, the data must be secured to keep it from
falling into the wrong hands [26].

Security must be ensured, and encryption in the system communication lines must
be secured. No third party should have access to the data of the Smart House system,
and transmission of the data to external entities must comply with legal requirements
[27]. Therefore, it is essential to guarantee that whoever access the information ensures
confidentiality [28,6], fully understands the situation, and commits to never misuse the
information.

The service provider of the Smart House system should safeguard the security of
their services, including the selection of regulated network providers, and inform the
user about any risk or breach of security in the communication service of the network
[21]. The national legislation in some European member states only prohibits intentional
unauthorized access to communications [21].

Moreover, treatment of health and personal information requires a legal basis. Cur-
rent Norway legislation does not allow the central storage of health information in gov-
ernment auspices (Medical Act §10 [17,29]). A proposed solution that would not require
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new regulation is to establish national “hosting services” (local data storage) with local
ownership that would give voluntary control to store data [17].

Another proposed technical solution is to store data centrally, but separately. This
means that health data from various sensors are stored in the same database, but logically
separated ensuring that only healthcare working in the same business can access them
[17]. Third-party or other stakeholders access to health information from such registry
must follow the normal rules for health professionals access to health information (Med-
ical Records Act §10 [17,29]). Also, stakeholders that have signed an agreement on ac-
cess to health information, as stated in Medical Records Act §19, can directly access the
information, while keeping the normal rules for health professionals’ right to disclose
health data (the Health §25 and §45) [17,23].

Another legal issue that needs to be addressed is liability for malfunctioning equip-
ment [30,31]. Smart House systems, as any other technology, may carry the risk of failure
[32]. Such failures include maintenance in the system, false alarms, and others. There-
fore, it is essential for users to be fully informed by the service provider of any security
risk or any other type of risk that may lie outside the main scope of the Smart House
system [21].

3.4. Stakeholders’ Interests

Regulations need to be standardized to prevent legal issues. Conflicts between the users
and the provider of remote care may arise. In a Smart House environment, informal
caregivers, relatives, or friends may be often visiting or living in the house with the older
person. Thus, it is important to know who are the direct and indirect stakeholders in order
to seek consent from them [33].

An important stakeholder is the user/patient himself. In a report by Trill and Pohl
[34], the following key tenets of the patient empowerment philosophy regarding e-health
were listed: patients cannot be forced to follow a lifestyle dictated by others, preventive
medicine requires patient empowerment to be effective, patients, as consumers, have the
right to make their own choices and the ability to act on them.

These points need to be taken into consideration during the research and devel-
opment process. In addition, there are three dimensions of patient empowerment [34],
which can also be considered as stakeholders: professional perspective (Doctors, nurses
and other health takers), consumer perspective (self-determination of the users through
the individual choices they have ), community perspective (social inclusion through the
development of collective support).

Other stakeholders are goods suppliers and providers, to whom the lack of stan-
dardization and misunderstanding of requirements can hinder the development of Smart
House systems. Yet, another stakeholder is the organizations working on legal and eco-
nomic issues, to whom other barriers such as funding, heterogeneous target groups, and
lack of standard and certifications, can also hamper the development of Smart House
systems [8].

3.5. Informed Consent

According to Demiris [33] “Informed consent is an individual’s autonomous authoriza-
tion of a clinical intervention or research participation”. The major components of in-
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formed consent are competence, disclosure, understanding, and voluntary understand-
ing. The European Parliament also states that consent of a person “may be given by any
appropriate method enabling a freely given specific and informed indication of the user’s
wishes” [21].

Informed consent must be sought before implementing a Smart House environment.
Informed consent in generally signed by patients or subjects that require or volunteer
for diagnostic, therapeutic, or research procedure. The providers offering these services
or seeking for volunteers for research need to obtain consent from the subjects. The
consent includes the social rules that an organization needs to follow during the research
procedure.

In Norway, the type of information that is not regarded as health data, such as the
data collected by the Smart House system, requires informed consent for its implemen-
tation [17]. This includes the processing of data from the welfare technological equip-
ment such as local storage data from the security-creating technologies; for example:
fire alarms, security alarms, and fall alarms. Such storage, where information from the
equipment is not to be regarded as personal health data in itself, can be based on the
user’s consent [17].

In addition, the Smart House system would have the potential to detect early stages
of dementia; hence, agreement must explicit detail the ethical and legal aspects to pro-
ceed on those cases, and the user must be fully informed [6].

It is important to mention that the Norwegian law on Health Register Act §20 [20]
specifies that exceptions exist on the sharing of the health information data. The informa-
tion may only be disclosed if the person’s treatment is of significant interest to the com-
munity, concern for patient privacy and confidentiality are safeguarded, and processing
is unobjectionable on ethical, medical and health considerations.

4. Discussion

Smart House Technology is relatively new, but it has a promising future. In Norway,
Smart House Technology began in the middle of the 90s, with the BESTA project in
Tonsberg [35]. However, the BESTA project stagned [26].

Now, the project at USN aims to develop a Smart House system for older people.
The project takes into consideration the legal aspects that can raise when developing a
Smart House system. With the development of many new technologies, new laws and
regulations need to be established.

Health care personal and nursing homes are provided by the Norwegian government.
Thus, welfare technology is also an important part that the Norwegian government needs
to standardize. “Morgendagens omsorg” (Tomorrow’s care) in Norway is dedicated to
standardize the welfare technology area. Their mission will contribute to integrate Wel-
fare Technological solutions in 2020 as a natural part of the municipal health and care
services [17].

In general, the main concern with the implementation of Smart Houses system is the
data privacy and management. It has been stated that as long as data confidentiality and
security are ensured, there would not be major legal problem [36].

Smart House systems deal with sensitive data that can result dangerous if unautho-
rized persons have access to it. Thus, it is crucial to have proper legislation that han-
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dles the issue of data privacy. In addition, it is important to know who is responsible for
what and when [8]. Acts §29 and §30 on Health Register [20] states some charges and
penalties against those who violate the processing of health data.

Also, the person who will deal with malfunctioning of the equipment needs to be
identified when deploying a Smart House system. The responsible for system failure
should be a person who is capable of giving informed consent.

Analysis and assessment of security and legal aspects need to be prioritized when
dealing with a wide range of stakeholders, who are prone to responsibility diffusion
implementing a Smart House project [37,24]. There should be a special legal framework
that handles important questions regarding the role of Smart Houses Welfare Technology
for older people. The characteristics, limitations, and permissions in Smart House system
should be stated clearly through a set of guidelines and standards [36].

Finally, with Smart House systems in Norway, signed informed consent is always
recommended. The person using the Smart House should be capable of deciding on the
implementation of such system at his or her own home. Moreover, the person needs to
be aware that the system may detect deviation from the usual behavior pattern, and thus
alert to caregivers or family if something is wrong.

4.1. Older People Perception and Ethical Challenges

There are also studies that report older people perception on Smart House systems, as
well as the ethical challenges that Smart House systems present from a non-legal per-
spective. These reports include but are not limited to: “Systematic review of studies of
patient satisfaction with telemedicine”, “Systematic review of cost effectiveness studies
of telemedicine interventions” [38], “A cross-sectional study on person-centred commu-
nication in the care of older people: the COMHOME study protocol” [39], “Care work
in changing welfare states: Nordic care workers experiences” [40], “Carers’ and nurses’
appraisals of needs of nursing home placement for frail older in Norway” [41], “Ethical
implications of home telecare for older people: a framework derived from a multisited
participative study” [28], “Senior residents perceived need of and preferences for smart
home sensor technologies” [42], “Findings from a participatory evaluation of a smart
home application for older adults” [43], “Privacy and senior willingness to adopt smart
home information technology in residential care facilities”[44], “A smart home applica-
tion to eldercare: Current status and lessons learned” [45].

The main concerns on the ethical challenges described on these articles are privacy
of the user being monitored, security and reliability in the system, commercial interest,
human interaction, and training or learning process for the older adult.

5. Limitations of the study

A limitation of this study is that there are not enough scholar studies on legal aspects
regarding Smart House systems in Norway. Therefore, in order to obtain substantial in-
formation for this article, we have included articles on recommendations for the imple-
mentation of welfare technology [17] and the Norwegian law [29,20,23].

Although Norway is not part of the European Union, we also included European
directives and regulations [18,10,22,21] to have a broader picture on how Europe, in
general, is legally dealing with new technologies for the older people such as Smart
House systems.
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6. Conclusions

Smart House technology have proven to be beneficial for improving older adults home
care. Statistics in Norway expect that the number of people aged 70 and older will double
in the next 30 years [1]. Therefore, Smart Houses development is an important research
topic, which will help to cope with the growing demand and supply of nursing care
homes.

Norway has almost 10 years of experience with Smart Houses technology as part
of home care services [46]. Nevertheless, legal issues are still unresolved. In this arti-
cle, the legal aspects of data privacy, data access and management, stakeholders, and in-
formed consent, are presented and briefly discussed. Several reports have addressed the
legal aspects that Smart House systems present, but the number of studies found are still
limited.

In general, the legal aspect of Smart House systems is a significant barrier that may
impede their widespread adoption. Thus, there is the need for standardization, research,
surveys and assessment on the legal aspects that Smart House systems convey in order
to provide evidence for optimizing the use of this promising technology.
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