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Abstract. In data-communication networks, network reliability is
of great concern to both network operators and customers. There-
fore, network operators want to determine what services could be
affected by software vulnerabilities being exploited that are present
within their data-communication network. To determine what ser-
vices could be affected by a software vulnerability being exploited,
itis fundamentally important to know the ongoing tasks in a network.
A particular task may depend on multiple network services, spanning
many network devices. Unfortunately, dependency details are often
not documented and are difficult to discover by relying on human
expert knowledge. In monitored networks huge amounts of data are
available and by applying data mining techniques, we are able to ex-
tract information of ongoing network activities. From a data mining
perspective, we are interested to test the potential of applying data
mining techniques to real-life applications.

1 Introduction

Over the last few years, approximately 2500 software vulnerabili-
ties were discovered every year [13]. The United States intelligence
community has identified malicious actors exploiting cyberspace as
a top national security threat [3]. Furthermore, IBM’s 2015 cyber se-
curity intelligence index reveals that approximately half of all cyber
attacks originate from within a company’s own network [4]. Hence,
network devices that are not connected to the internet also have to
be considered as potential entry points for cyber attacks. Due to the
large number of software vulnerabilities and the security threat they
impose, understanding their impact on a monitored network has be-
come an important objective. So network administrators are faced
with the challenge of assessing the security impact of vulnerabilities
on the network in order to choose appropriate mitigation actions.
For deriving how susceptible a network is to attackers exploiting
software vulnerabilities, it is essential to understand what ongoing
network activities could potentially be affected by a cyber attack.
A network is built with a higher purpose or mission in mind and
this mission leads to interactions of network devices and applications
causing network dependencies. A monitored infrastructure’s mission
can be derived through human labor, however missions are subject
to frequent change and often knowledge of how an activity links to
network devices and applications is not available. This is why an
automatic network service dependency methodology called Mission
Oriented Network Analysis (MONA) [9] was introduced to derive
these missions as network activity patterns. MONA was compared to
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three state of the art network service dependency discovery method-
ologies: NSDMiner [11], Sherlock [1] and Orion [2]. NSDMiner ad-
dresses the same problem of network service dependency for net-
work stability and automatic manageability. Sherlock is another ap-
proach, which learns an inference graph of network service depen-
dency based on co-occurrence within network traffic. A well-known
approach is called Orion, which was developed to use spike detection
analysis in the delay distribution of flow pairs to infer dependencies.
MONA was compared via F-measures to all these state of the art
methodologies and was shown to have a better performance. Current
network vulnerability approaches [10] focus on identifying critical
nodes in a network without focusing on the impact of software vul-
nerabilities. Even though, software vulnerabilities can be remotely
exploitable and sometimes even exploits are readily available online,
network vulnerability assessment currently does not take currently
present known vulnerabilities into account.

Developing a deeper understanding of network activities allows
network vulnerability assessment to analyze what network services
would be potentially be affected by a software vulnerability that was
detected in a monitored network. Knowing what network activities
would be affected by a software vulnerability being exploited, sup-
ports network operators in developing a deeper understanding on
how their network is affected by software vulnerabilities.

2 Network Vulnerability Assessment

Network vulnerability assessment consists of two parts: detecting
present software vulnerabilities in a monitored network and analyz-
ing a network’s sensitivity to particular software vulnerabilities. In
a monitored network, vulnerability scanners detect present software
vulnerabilities. According to the ISO 27005 standard, a vulnerability
is a “weakness of an asset or group of assets that can be exploited by
one or more threats” [7]. Whereas an asset is defined by ISO13355
ISO/IEC TR13355-1 [6] as being “anything that can have value to
the organization, its business operations and their continuity, includ-
ing information resources that support the organization’s mission”.
The non-profit organization MITRE since 1999 defines common Vul-
nerabilities and Exposures (CVE) identifiers for software vulnera-
bilities [8]. The purpose of vulnerability scanning is to identify all
software vulnerabilities, which can be linked to a monitored data-
communication network.

2.1 Vulnerability scanning

Vulnerability scanning a data-communication network is the process
of assessing whether software vulnerabilities can be linked to moni-
tored network devices. Software vulnerabilities can be linked to op-
erating systems, software or firmware [5, 12]. Network vulnerability
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analysis helps network operators to verify whether a software vulner-
ability linked to an application within the monitored network might
endanger ongoing network activities. In the following we rely on the
network model introduced in [9]. Vulnerability scanning provides
us with a mapping function SVU LN, which links CVE identifiers
cveld; to network services in a monitored data-communication net-
work. Such that we are able to associate a network service s; € S

SVULN : s; — cveld; (1)

with a cveld;. Given that an operating system of network device d;
is affected by a vulnerability cveld;

SVULN : HOSTS(dj;) — cveld;, ?2)

all hosted network services are linked to the vulnerability. Hence,
we assume that an affected operating system will lead to applica-
tion hosted by that network device being compromised. A software
vulnerability with confidentiality impact signifies the threat of infor-
mation disclosure, in comparison a vulnerability with an integrity
impact signifies the threat of data modification and a vulnerability
with availability impact could lead to performance degradation. As
network activities often span multiple network services for a higher
mission, not only network services directly linked to a vulnerabil-
ity could be affected by an attacker exploiting this vulnerability. All
network services relying on requests or responses from a network
service linked to a vulnerability with a confidentiality, integrity or
availability impact could also be affected.

Consider a vulnerability with a confidentiality impact. Given that
a network service is linked to this vulnerability, all information pro-
vided by other network services could be leaked as well. Hence,
these network services would also be affected by this vulnerabil-
ity. A network service, which is linked to a vulnerability with an
integrity threat, implies that requests sent from this network service
could potentially be modified. Similarly, a network service relying
on information from another network service, which is linked to a
vulnerability with an availability impact, would also be affected by
performance degradation of this vulnerability. The set of affected net-
work services AS, which are directly affected by detected software
vulnerabilities is defined as

AS =5CC ((Vs; € S: SVULN(s;), map(asSet, SDEP))), (3)

where SCC' denotes the strongly connected components of the hy-
pergraph given as parameter (asSet maps a tuple into a set of com-
ponents).

3 Motivating Example

The disaster recovery site of an energy distribution network, provided
an Italian water and energy distribution company, was available for
non-invasive experimentation. Based on this network, we are able
to collect and analyze real-life network traffic and also scan the net-
work for present software vulnerabilities. Figure 1 shows all network
service dependencies detected by MONA. These network service de-
pendencies were considered complete and correctly identified by net-
work operators.

Figure 2 shows the result of network dependency based vul-
nerability assessment for software vulnerabilities CVE-2007-5423
and CVE-2010-2075 that were detected via network scanning on
network device mferp2. Both software vulnerabilities can be ex-
ploited by automated code. CVE-2007-5423 is a vulnerability that
allows remote attackers to execute arbitrary code in TikiWiki 1.9.8
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Figure 1: Network service dependency analysis in an energy distribu-
tion network.
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Figure 2: Network dependency based vulnerability assessment for
vulnerabilities CVE-2007-5423 and CVE-2010-2075, who were de-
tected on mferp2.

and CVE-2010-2075 is an unauthorized-access vulnerability due
to a backdoor in UnreallRCd 3.2.8.1. TTY-T[116-163] are re-
mote terminal units of substations, which are dependent on re-
quests from the front end server mferp2. Hence, network based vul-
nerability assessment concludes that TTY-T[116-163] are affected
by CVE-2007-5423 and CVE-2010-2075, which were detected on
mferp2.
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4 Conclusion

We have introduced a novel network based vulnerability analysis ap-
proach. Network service dependency analysis allows the automatic
detection of ongoing network activities. Based on automatically de-
tected network service dependencies, we are able to link exploitable
software vulnerabilities to ongoing network activities. The proposed
framework is fully automated and is able to integrate vulnerability
specification from the bug-reporting community and helps network
operators develop a deeper understanding on how networks are af-
fected by software vulnerabilities.
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