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Abstract

The use of digital systems for storing medical images
generates a huge volume of data. Digital images are
commonly stored and managed on a Picture Archiving and
Communication System (PACS), under the DICOM standard.
However, PACS is limited because it is strongly dependent on
the server's physical space. Alternatively, Cloud Computing
arises as an extensive, low cost, and reconfigurable resource.
However, medical images contain patient information that
can not be made available in a public cloud. Therefore, a
mechanism to anonymize these images is needed. This poster
presents a solution for this issue by taking digital images from
PACS, converting the information contained in each image
file to a NoSQL database, and using cloud computing to store
digital images.
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Introduction

The Picture Archiving and Communication System (PACS) is
an approach widely used to store digital images. In 2010,
Teng et al. [1] stated that in 2014 the United States produced
approximately 100 Petabytes of medical images. Nevertheless,
PACS is limited in current scenarios, with high investment in
data centers and limited physical storage. Therefore, adopting
a scalable environment that can persist data as long as needed
and withstand varying loads is essential.

Cloud Computing is able to provide an elastic and appropriate
environment for a set of applications besides providing
hardware and software resources as a service, providing a
low-cost storage with high reliability and security [2]. Thus,
cloud computing becomes the ideal setting for several health
applications, providing a great resource for storage and digital
image processing. However, DICOM images contain private
patient information; therefore, a mechanism to anonymize
these images is necessary. The objective of this poster is to
build an automated backup environment of anonymized
medical images derived from PACS into a public cloud,
powered by a NoSQL database.

Materials and Methods

The experiments were developed using the PACS solution
from dem4che project, the Amazon S3 public cloud and 1761
computed tomography (CT) images in the DICOM standard.
The patient information contained in the DICOM file was
stored in a MongoDB NoSQL database since these DICOM

files are formed by tags that are similar to the key-value
documents in MongoDB. As shown in Figure 1, the images
are generated by acquisition modality equipments, sent to the
PACS, read by the backup manager, and uploaded to the
cloud after removing personal information.
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Figure 1 - Architecture overview

Results and Conclusion

The environment was built to be a fail-safe system by using
MongoDB documents as log reports. Through these log
reports, the environment will be able to recognize in which
task the backup process stopped and continue from that point.
The reverse way is also possible and is in development. In
other words, the system will be able to identify the patient ID
from the patient name, recover the file from the cloud, then
place the patient information inside this file, and identify
them. The query for patient information was optimized due to
the use of MongoDB documents instead of regular SQL
databases since it is possible to parallelize queries and these
documents consisting of key-value pairs. Using a NoSQL
database allows integration between other health bases within
the big data concept in a near future.
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