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Abstract

Definition and configuration of clinical content in an enter-
prise-wide electronic health record (EHR) implementation is
highly complex. Sharing of data definitions across applica-
tions within an EHR implementation project may be con-
strained by practical limitations, including time, tools, and
expertise. However, maintaining rigor in an approach to data
governance is important for sustainability and consistency.
With this understanding, we have defined a practical ap-
proach for governance of structured data elements to optimize
data definitions given limited resources. This approach in-
cludes a 10 step process: 1) identification of clinical topics, 2)
creation of draft reference models for clinical topics, 3) scor-
ing of downstream data needs for clinical topics, 4) prioritiza-
tion of clinical topics, 5) validation of reference models for
clinical topics, and 6) calculation of gap analyses of EHR
compared against reference model, 7) communication of vali-
dated reference models across project members, 8) requested
revisions to EHR based on gap analysis, 9) evaluation of us-
age of reference models across project, and 10) Monitoring
for new evidence requiring revisions to reference model.

Keywords:

Structured data elements; EHR optimization; Data govern-
ance.

Introduction

A lack of consistent data capture has profound implications on
reporting, e-measures, and clinical decision support and other
secondary uses of EHR data [1]. Much work has been
performed on the development and use of controlled
terminologies to mitigate inconsistent data capture [2—-8]. In
an ideal EHR implementation project, the initial definition of
structured data elements would require mapping to a
controlled terminology with comparison of each newly
defined data element to all other data elements that have been
defined previously. Such a data governance process requires
extensive resources, particularly: fraining for analysts,
clinicians and informaticians in terminologies and clinical
content management; sophisticated data management tools to
continuously search, view and compare all draft and final
structured data elements; and sufficient time to allow for
iterative, analytical, and collaborative content management
and validation cycles [9]. Training, tools, and time are limited
resources in large scale EHR configuration and
implementation projects. While best practice certainly should
require tightly controlled data governance of structured data
definitions at the beginning of an EHR implementation, in

many cases this is not done due to limited resources, a lack of
expertise, or competing priorities [9].

Challenges

A lack of consistent shared data definitions across EHR
applications and clinical settings, prevent reuse and
interoperability of healthcare data. EHR data collection forms
defined without reference models, compromise information
consistency and completeness. Adding further complexity,
many healthcare organization’s EHR implementation and
optimization projects are quite large with limited interaction
between individuals responsible for distinct applications
within the EHR system [9]. These limited interactions may
lead to decreased sharing of data definitions and an increase in
the number of distinct data elements defined to represent
similar topics.

In the absence of a pre-defined reference model for a given
clinical topic, data governance requires extensive manual
effort to verify completeness and consistency of
documentation and this effort constantly increases with the
creation of new EHR forms. This manual effort trickles down
as a significant negative effect on the accuracy, timeliness,
and relevance of downstream processes that use the collected
data, such as billing, clinical decision support, reporting,
population management, and analytics (risk estimation,
prediction) [10]. Overall, a lack of well-defined data
definitions that are not shared across EHR applications will
require additional resources to design, build, deploy, and
manage large quantities of data definitions and to remediate
consequences to downstream processes [10]. Adding to the
challenges, correction of data inconsistencies after data
elements and forms are in active use invariably require
expensive and error prone data conversions.

Potential consequences

As noted in the previous section, challenges that arise from
poor data definitions are well-known, significiant and far-
reaching. A solution needs to be tractable; hence, we believe
focusing on measureable consequenses to help target specific
efforts to improve the definitions of data across applications in
an EHR is a practical approach that can be implemented in
organizations with limited resources, expertise, and time.

Measureable potential consequences of poor data definitions
include: regulatory and compliance requirements, billing,
reporting, and clinical decision support.

Specific consequences of inconsistent data definitions that
relate to regulatory and compliance requirements include:



8 S.A. Collins et al. / A Practical Approach to Governance and Optimization of Structured Data Elements

incomplete or inadequate reporting, inconsistent evidence
during auditing events, and difficulties to implement quality
improvement interventions.

Billing consequences include: inconsistent evidence to
confirm level of care and decreased coding accuracy and
speed due to data variability. Consequences for reporting
include highly complex reports that need to account for data
being defined in multiple different ways, the design of
reporting processes that attempt to "normalize" data to enable
consistent interpretation, and the risk of not including relevant
data when data elements are missed or incompatible.

Clinicial decision support (CDS) rules have to account for
data being defined in multiple different ways which leads to
variability and highly complex CDS design. Incomplete or
incorrect data triggers can result in false positive or false
negative CDS alerts and reminders. Finally, CDS
maintainance requires expensive updates and re-testing to
accommodate new data definitions or to remediate CDS
interventions after data conversions.

Given the “real-world” resource limitations that often lead to a
state of inconsistent data definitions, and the subsequent
challenges and potential consequences that may result, our
goal in this study was to define a practical approach for
governance of structured data elements that is sustainable and
repeatable. Within our proposed process, specific analytical
processes (e.g., formulas, calculations, and weighted scores)
require in-depth exploration of assumptions and variables and
are likely dependent on an organization’s strategic aims and
priorities. Therefore, detailed descriptions of analytics within
our proposed process are out of scope of this paper and are
planned for dissemination in a future publication.

Materials and Methods

Setting

Our method development was conducted by a workgroup
comprised of informaticians, project analysts, and clinical
experts. The combination of these three roles enabled a col-
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laboration comprised of multiple expertises. For example,
informaticians had expertise in data modeling, terminologies,
software development lifecycle stages, and measurement re-
search. Project analysts were highly knowledgeable about the
EHR configuration and project management and helped en-
sure the practicality of our proposed method. Clinicians pro-
vided clinical expertise across a variety of specialties and pro-
fessions to ensure the clinical relevance of our work.

Acceptance Criteria

To meet our aim of defining a practical approach for data
governance for structured data elements that is sustainable and
repeatable, we defined criterion for an acceptable approach.
This criterion was to: 1) make efficient use of existing, though
limited, resources, 2) deliver clinically relevant, reusable in-
formation, 3) reuse existing data models, 4) leverage reliable
metrics for comparative decision-making, 5) manage compet-
ing priorities from various stakeholders, and 6) follow a
lifecycle stages process model.

Clinical relevance was maintained by focusing on clinical
topic categories as the unit of analysis. To increase reliable
and practical decision-making, we defined objective measures
to analyze downstream data needs and comparisons against
current state. The management of competing priorities from
various stakeholders was handled by prioritizing clinical top-
ics and revisions based on consensus defined weighted scores
and thresholds. Finally, each process in our practical ap-
proach was aligned with a stage from the software develop-
ment lifecycle framework to provide a foundation for a re-
peatable approach.

Results

After iterations within our team, we identified a 10 step ap-
proach that was efficient, clinically relevant, rigorous, and
practical for managing competing priorities from various
stakeholders, demonstrating evidence to support decisions
overtime, and ensuring sustainability for data governance
needs identification. The 10 steps of our method for data gov-
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Analysis
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Figure I - Practical Approach for Data Governance for Structured Data Elements
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ernance needs identification are: 1) identification of clinical
topics, 2) creation of draft reference models for clinical topics,
3) scoring of downstream data needs for clinical topics, 4)
prioritization of clinical topics, 5) validation of reference
models for clinical topics, and 6) calculation of gap analyses
of EHR compared against reference model, 7) communication
of validated reference models across project members, 8) re-
quested revisions to EHR based on gap analysis, 9) evaluation
of usage of reference models across project, and 10) monitor-
ing for new evidence requiring revisions to reference model.

Proposed Approach

1) Identification of clinical topics

The aim of identifying clinical topics is to align analytic focus
with the strategic aims of an organization and data governance
optimization. A key factor in identification of clinical topics is
to select topics that are orthogonal to topics previously used to
define the clinical content that is being optimized. For
efficiency and minimal engagement of resources, certain
assumptions may be made that topics focused on previously
are a lower priority than topics that have yet to be analyzed.
For example, the documentation of intravenous line placement
and wurinary catheter management may have been defined
previously, but independent of each other. A focus on catheter
placement and intravenous line management would allow an
efficient evalution of discordant and overlapping data
definitions among the topics.

2) Creation of draft reference models for clinical topics

The aim of creating a draft reference model is to quickly pro-
duce an artifact that can be used for initial analyses in the next
stage. A reference data model for a clinical topic provides the
names of each structured data element that pertains to that
topic, data definitions, data types, values sets, abbreviations,
synonyms, unique identifiers and original resources. We pro-
pose a targeted environmental scan of resources which publish
clinical data element reference models such as: 1) HL7 Do-
main Analysis Models, 2) LOINC, 3) Intermountain
Healthcare Clinical Element Model Browser
(http://www.clinicalelement.com), 4) salient professional so-
cieties, and 5) peer-reviewed literature. This list is not intend-
ed to be exhaustive, but rather, is intended to allow for a re-
peatable and efficient search to identify existing reference

models from organizations that are most likely to have pro-
duced them.

Existing reference models that result from the search should
be compared by mapping synonymous data elements and val-
ue sets and forming a comprehensive list of data elements
relevant to the clinical topic. This analysis should result in a
draft reference model. In the case of retrieval of one exten-
sively validated reference model, that should be used in its
entirety.

3) Scoring of downstream data needs for clinical topics

The aim of scoring downstream data needs for clinical topics
is to differentiate which clinical topics are most important for
an in-depth analysis and development of a validated reference
model. Given unlimited resources and time, all identified
clinical topics (and in fact all content) within an EHR could be
defined consistently. However, we are focused on real-world
EHR implementation and optimization projects with
competing priorities and limited resources; hence, a
requirement of our approach is to focus and prioritize
governance efforts for structured data elements.

Consistent data definitions are critical for interoperability,
however, there is a lack of measureable benchmarks for
interoperability for discrete clinical topics to differentiate
which topics are most important to focus on. Yet, there are a
set of measurable rationales for increasing the consistency of
data definitions: enabling automated reporting, demonstrating
adherence to regulatory requirements, maintaining clinical
decision support, documenting accurate billing codes,
adhering to best clinical practices and terminology described
in protocols, guidelines and evidence-based literature and
order sets and plans of care.

We propose an approach that identifies measurable
downstream data dependencies, calculates a weighted score
based on importance of each dependency and results in a total
weighted score that can be used to rank the priority of each
clinical topic. See Table 1 for an extract of a sample
“scorecard” for this downstream data needs analysis.

4) Prioritization of clinical topics

The aim of prioritizing clinical topics is to target the highest
priority topics and plan the sequence in which topics will be

Table 1 - Extract of a sample “scorecard” for downstream data needs analysis

[Clinical Topic Name] Scorecard= [total weighted Data Need Score score]

Data Need Tallies

Reason Data Data Data Data Data Data
Data is Element Element Element Element Element Element
Needed High Priority Data Needs 1 2 3 4 5 6
Regulato Regulatory requirement A v v v
y Regulatory requirement B v v
Billing Billing needs identified by subject matter v v v
expert
Report A v
Reports
Report B
CDS Intervention A v
CDS
CDS Intervention B v
Weighted Data Need Score [score] [score] [score] [score] [score]
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addressed for data governance optimization overtime. A
critical assumption is that this list is dynamic and is constantly
being refined, based on scores of downstream data needs for
new or re-evaluated clinical topics.

5) Validation of reference models for clinical topics

The aim of validating a reference model for a clinical topic is
to produce a standard data model that is clinically accurate
and complete and can be disseminated broadly for
implementation. The validation of a reference data model may
be completed by asking clinical experts to review the draft
reference model for missing, superflous, and inaccurate
information and asking analysts to review the draft reference
model for any feasibility issues or technical constraints to
implementation in the EHR system.

Clinical validation of reference models should be based on
best practices, is consensus driven, and can be a time intensive
activity. Due to the resources required validation of a
reference model is done for prioritized clinical topics, and not
all clinical topics.

6) Gap analysis of EHR compared against reference model

A validated reference model is useful when used as a
reference standard to assert how similar or different EHR data
elements are from the defined ideal state (the reference
model). We have applied validated metrics for information
extraction to this gap analysis [11]. These metrics can be used
for a reliable gap analysis measure to identify structured
documentation forms within the EHR that do not match the
validated reference model. Please see Table 2 for the list of
these metrics and their definitions. Documentation forms
developed prior to the development of a reference model may
not match exactly, but for practical purposes may be “good
enough” and not a priority for revisions in the short-term. A
pre-defined threshold for a total mismatch score is useful to
identify the cut-off score for revisions based on mis-matched
data elements. The particular threshold for this cut-off score
will dependent on available resources to revise content and
push changes into production for the EHR system.

7) Transparent communication of validated reference
models across project members

Transparent dissemination and open and ongoing feedback
about validated reference models is aimed at increasing the
use of the organization’s validated reference models across
EHR applications and continuing efforts to optimize the
models.In our proposed approach, validated reference models
are actively used to conduct gap analyses. However, to make
efficient use of resources all validated reference models
should be communicated across all project members and
available for use. Expectations should include that any newly
developed content or current revisions will utilize any related
validated reference models. Desired exceptions should be
communicated for two purposes: 1) to clarify if information is

missing or wrong in the reference model that should be added
or corrected, and 2) to discover if the exception is appropriate.

8) Request EHR revisions based on gap analysis

The gap analysis provides objective and reliable measure of
prioritized areas for revisions in the EHR to match validated
reference models. This step to request revisions is included for
consistency with change request processes that are common in
many organizations. The formality of this step allows for
communication about dependencies related to the requested
revisions and resources needed for the revision and to manage
dependencies of the revision. Additionally, this step offers an
opportunity to discuss any contextual information that may
impact the appropriateness of the change. For example, a gap
analysis may identify 5 documentation forms that vary
signficantly from Reference Model A and revisions are
requested for all 5 forms. It may be identified at this stage that
the 5" documentation form includes structured data elements
from a research study that should not be changed during the
course of the 12 month study period. A decision could then be
make to make revisions for forms 1-4 now and to revise form
5 in 12 months.

9) Evaluation of usage of reference models across project

Use of an electronic collaborative tool to disseminate
validated reference models would allow project members to
search all validated reference models. An electronic
collaboration space could enable the capture of usage metrics
with little overhead by providing users the opportunity to
document where and how the validated reference model was
applied to the EHR application. Usage metrics of reference
models can inform: 1) an understanding of the nature of
clinical topics that have highly utilized reference models as a
method to identify similar important topics, 2) EHR
applications that are underutilizing validated reference models
and may require training, 3) EHR applications that are
proficient in utilizing reference models and could assist teams
that are less proficient.

10) Monitoring for new evidence requiring revisions to
reference model

An annual clinical subject matter expert review of validated
reference models is ideal, and may be extended as limited by
resources. As protocols and guidelines change, reference
models with related data elements should be reviewed by a
clinical subject matter expert to determine if a change is
required. Consistent with our goals of a practical, efficient,
and reliable approach, the downstream data analysis
performed in step 3 should be re-purposed, and not replicated
for this step. For example, if a pain documentation ICU
protocol was wupdated to include new evidence, the
downstream data analysis that referenced to that pain
documentation ICU protocol could be easily identified and the
related reference model revised to reflect new evidence.

Table 2 - Proposed Metrics for gap analysis of EHR compared against reference model

Metric Definition

Match Data element in the EHR is the same as the data element in Reference model

Partial Data element in the EHR is different but intended to capture the same type of data as the data element in
Match Reference model

Conflicting Data element in EHR is not equal to the data element from Reference model

Extra Data element is in the EHR but does not exist in Reference model

Missing Data element is not in EHR but does exist in Reference model
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Discussion

We proposed a 10 step practical approach to governance and
optimization of structured data elements. Ten steps may
appear to be lengthy, however, we included explicit
communication and documentation steps as they are critical to
effective governance. It is important to note that organizations
may identify shorter paths to prioritizing clinical topics for
analyses and identifying gaps in current state for redesign,
however, we believe that our proposed approach most
effectively combines scientific rigor, collaborative decision-
making, and sustainability with efficiency.

Defining data consistently at the outset of an EHR
implementation project is the ideal and our research team
promotes this pro-active approach. However, we sought to
provide organizations who did not or could not effecively
govern consistent data definitions initially when configuring
and implementing their EHR with a practical approach to
remediate inconsistencies and decrease potential downstream
consequences. This practical approach is being applied in our
organization for a number of clinical topics and is expected to
continue as an ongoing activity throughout optimization of
our EHR system.

Limitations

The proposed approach is based on the experience of one
integrated health system in the Northeast United States during
configuration of a vendor based EHR. It is reasonable that the
application of this proposed approach to governance of
structured data elements would require modifications to fit
within the existing infrastructure of other organizations. Our
description of the proposed approach is purposefully general
to increase the ability for organizations to apply the steps and
concepts to meet their needs. As with the design of most best
practice and governance approaches, we expect this approach
to be iteratively revised and modified to fit different types of
health care organizations with varied available resources and
expertise.

Conclusion

We defined a 10 step practical and rigorous approach to
structured data element governance in EHRs: 1) identification
of clinical topics, 2) creation of draft reference models for
clinical topics, 3) scoring of downstream data needs for clini-
cal topics, 4) prioritization of clinical topics, 5) validation of
reference models for clinical topics, 6) calculation of gap
analyses of EHR compared against reference model, 7) com-
munication of validated reference models across project
members, 8) requested revisions to EHR based on gap analy-
sis, 9) evaluation of usage of reference models across project,
and 10) monitoring for new evidence requiring revisions to
reference model. This approach should be evaluated for its
applicability across difference types of health care
organizations and stages of EHR implementation. We believe
that practical and applied approaches that streamline
analytical steps while maintaining scientific rigor are highly
needed and beneficial to the clinical informatics and health
information technology communities amidst the great changes
and adoptions that are occurring every day in health care
systems throughout the world.
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