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Abstract

Hospitalized patients in the U.S. do not always receive opti-
mal care. In light of this, Computerized Decision Support
(CDS) has been recommended to for the improvement of pa-
tient care. A number of methodologies, standards, and frame-
works have been developed to facilitate the development and
interoperability of computerized clinical guidelines and CDS
logic. In addition, Health Information Exchange using Ser-
vice-Oriented Architecture holds some promise to help realize
that goal. We have used a framework at Intermountain
Healthcare that employs familiar programming languages
and technology to develop over 40 CDS applications during
the past 13 years, which clinicians are dependent on each
day. This paper describes the framework, technology, and
CDS application development methods, while providing three
distinct examples of applications that illustrate the need and
use of the framework for patient care improvement. The main
limitation of this framework is its dependence on point-to-
point interfaces to access patient data. We look forward to
the use of validated and accessible Service-Oriented Architec-
ture to facilitate patient data access across diverse databases.
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Introduction

Hospitalized patients expect to receive the best possible care.
However, of 25 clinical conditions examined, patients in the
U.S. only received the recommended processes for basic care
an average of 54.9% of the time [1]. Use of information tech-
nology has been recommended to help improve patient care
[2, 3]. Computerized Decision Support (CDS) has been de-
fined as “any computer program designed to help health pro-
fessionals make clinical decisions” [4]. Airline pilots cannot
look out the cockpit window and determine their exact alti-
tude, air speed and flight direction. On-board computer pro-
grams provide that information. Likewise, if pilots try to land
without the landing gear down and locked, or numerous other
potential problems are detected during flight, the on-board
computers generate alerts notifying the pilots of the situation
and danger. In a similar manner, CDS has been used to pro-
vide real-time information, reminders and alerts to healthcare
providers over the past 40 years, and has been shown to im-
prove patient care [5, 6]. For more than 20 years, a number of
methodologies, standards, intelligent systems, syntaxes and
frameworks have been developed to facilitate the development
and interoperability of computerized clinical guidelines and

CDS logic. Protégé, GLIF, Arden Syntax, Prodigy,
SEBASTIAN, GELLO and SAGE have been successful in
demonstrating the reconstruction of previous CDS logic and
the use of standards and ontologies to facilitate CDS and
computerized guideline interoperability [7-14]. Health Infor-
mation Exchange (HIE), using a Service-Oriented Architec-
ture (SOA), provides some additional capacity to realize the
goal of data independence [15-18]. Recently, the Substituta-
ble Medical Applications, Reusable Technologies (SMART)
project has recommended the development of substitutable
applications built around core electronic medical records
(EMR) [19]. To date, using the Fast Healthcare Interoperabil-
ity Resources (FHIR) data format standards for web-based
application programming interfaces (API), SMART looks like
the best candidate for API development [19]. However, HIE
efforts are not ready to be used and historically, committee
acceptance has been difficult to obtain [20]. For over 13
years, we have used a framework at Intermountain Healthcare
that uses familiar programming languages and technology to
develop over 40 CDS applications, which clinicians depend
on each day. This paper describes the framework, technology
and CDS application development methods and provides three
different examples of applications that illustrate the need for,
and how we use the framework to improve patient care.

Materials and Methods

Background

Intermountain Healthcare (IH) spans the U.S. states of Utah
and Idaho, and is comprised of 22 hospitals and 197 clinics, in
addition to urgent care centers, physician offices and home
health.. A key feature of our independently developed hospi-
tal information system (HELP) is the integrated EMR that
contains most clinical information. The coded data in the
EMR facilitates the development and use of CDS applications
to analyze patient data and constantly monitor patient care.
Natural Language Processing (NLP) is also used to analyze
non-coded dictated reports.

In 1995, development on the HELP? system was started and
ambulatory data in addition to hospital data began to be en-
tered into the EMR. HELP? was expected to replace HELP
before 2005. Moreover, during the past 20 years, IH has part-
nered with four different EMR vendors to develop a new in-
formation system, which would replace HELP and HELP?.
The HELP system and two vendor partners” EMRs were built
on a hierarchical data dictionary while HELP? and the other
two vendor partners’ EMRs were built on relational databases
and different data dictionary coding. Thus, for over 15 years,
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the needs of IH clinicians for new and updated CDS applica-
tions continued to grow while we were not sure which EMR
or data dictionary would eventually be used at IH nor which
clinical guideline, medical logic development or HIE would
become the standard.

Framework Description

Currently, the EMR at IH contains data from HELP and
HELP? (Figure 1). Eventually, all the data in the EMR will
only be provided by Cerner, the current partner, as HELP and
HELP? are replaced at all TH hospitals and clinics. Each
night, all clinical and business data in the EMR are archived
in the enterprise data warehouse (EDW). After the EDW has
been updated, Extract, Transform and Load (ETL) jobs are
activated by the time driver and use SQL to extract and popu-
late numerous Oracle tables on the staging server. The staging
server is maintained 24/7 and backed up each night. The stag-
ing server provides faster data access as opposed to collecting
that data from the large, slower and non-24/7 EDW. The data
on the staging server are stored in data marts oriented by spe-
cific clinical needs of decision support applications. The
“time driver” (Table 1) is also used to activate over 40 Java
based CDS applications that run from once a month to every 5
seconds. The enterprise encounter table contains the master
list of all inpatient and outpatient encounters along with some
demographic data. The first thing most of the CDS applica-
tions do is look in the enterprise encounter file for patients
that match specific requirements specified in the logic. The
logic in each of the CDS applications also has a specific list of
needed patient data elements within specific time windows.
An application may require a variety of different patient data
elements that could have been stored in any inpatient or out-
patient facility from a number of years back in time or just
during the current encounter. Historical data from other fa-
cilities is retrieved from the tables on the staging server, data
for monthly reports are retrieved from the EDW, and current
encounter data are retrieved from the EMR. A “data driver”
monitors the EMR and is activated by data entry to the sys-
tem. The data driver then runs specific medical logic modules
based on the data being stored. If the medical logic module
detects an action that needs to be made, an alert is stored in
the Alert File on the IH network. Additionally, there exist
data types not stored in the EMR. Electrocardiograms, echo-
cardiograms, pulmonary function tests and data from the TH
Health Plans are stored in different databases but also on the
IH network.
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Figure 1 - Framework used for clinical decision support applica-
tions at Intermountain Healthcare. NHSN-National Healthcare
Safety Network, CDC-Center for Diseases Control and Prevention.

Medical Devices Interface

Some CDS applications also need access to data from medical
devices on the framework such as ventilators, infusion pumps,

bedside and portable monitors, etc. Collection of data from
medical devices and stored in tables on the staging server or
the EMR is straightforward if the device has an interface that
allows data to be transmitted to an external device. That inter-
face can be analog or digital. If it is analog, the data must be
converted from an analog signal to a digital interpretation of
the signal. Many common analog-to-digital (A/D) converters
are available to perform that function. If the data comes from
the medical device in digital format, it may be in a number of
different formats, e.g., binary or ASCII. Binary data are gen-
erally decoded to form some kind of human understandable
format so that they can be stored as coded data. If the data
are in ASCII, it may follow several standard protocols, e.g.
HL7, XML, or it may be in a manufacturer’s proprietary for-
mat, which may also need to be decoded to extract the desired
components from the data. Hardware interfaces on the manu-
facturer’s devices range from 2 wires for an analog output, to
RS232 interfaces for simple serial data transmission and wired
Ethernet connections, or a wireless interface including 802.11
(WiF1i) or 802.15.4 (Zigbee).

Through the use of this framework, the logic in the CDS ap-
plications has access to all data within the IH network and not
just a single hospital’s EMR. Some data stored in the staging
server are not needed until a patient is re-admitted or sched-
uled for a clinic or home health visit the next day. Actions
from the CDS applications can be stored in the EMR or in-
clude alerts that can be sent to email addresses, pagers/cell
phones, the Message Log within the HELP? EMR, Web and
mobile devices, the National Healthcare Safety Network at the
Centers for Diseases Control and Prevention, or through an
API or service to a vendor. Data in the EMR from HELP? is
accessed through Oracle SQL queries imbedded in Java code
while HELP data are extracted using a client/server system of
components developed in-house.

CDS Application Development

The CDS applications we have developed on the framework
range from fairly simple alerts such as sending primary care
physicians daily alerts in the HELP? “Message Log” stating
that ECG results are finalized to a complex web-based version
of the Antibiotic Assistant program [21]. We have found Java
to work well and provide us with all the methods we need for
simple to complex CDS logic (Table 1). We use Eclipse as
the integrated development environment (IDE) for the CDS
application development (Eclipse Foundation, Inc., Ottawa,
Ontario, Canada). In addition to being free and open source,
it provides all the development and testing tools we need;
source code editor, intelligent code completion, build automa-
tion, documentation generator and especially debugging tools.
For complex applications, we need a symbolic debugger that
provides the ability to step through code, set break points,
break when variables are changed, modify variables and re-
run the program from specific lines of code. SQL embedded
within the Java code is used to extract the needed data ele-
ments from relational databases through Java database con-
nectivity. Java classes also handle the HELP data extraction
interface or point-to-point interfaces for the electrocardio-
gram, echocardiogram and pulmonary function databases and
medical devices.

We use JBoss middleware to write to queues and buffer data
sent to the EMR. While we use in-house developed services
to display alerts to our HELP? Message Log, we use common
methods to provide most alerts and reports to the users. Sim-
ple mail transfer protocol (SMTP) is used to send alerts to
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pagers and cell phones and lengthy text reports are sent via
email. Reports are encoded using XML to send monthly

antibiotic use data to the Center for Diseases Control and Pre-
vention. JavaScript is also used to display CDS derived out-
put on the web.

Table 1 — List of CDS tasks and common methods used within

the framework.
CDS Task Common Method
Core programming language Java
Integrated development envi- Eclipse

ronment: source code editor,
intelligent code completion,
build automation, documentation
generator, symbolic debugger

Time driver Windows Scheduler

Relational data access SQL embedded within
Java and Java Database

Connectivity

Non-relational data access Point-to-point devel-

oped Java classes

Messages within the HELP? In-house developed

EMR Java classes

Pager, cell phone and email Simple Mail Transfer

alerts Protocol

Medical device access and data RS232 interfaces, ana-

storage log-to-digital convert-
ers, HL7, XML, wifi,
JBoss

Antimicrobial use reports to XML

Center for Diseases and Control

Web-based report generation JavaScript and HTML

within Java

Application Examples

Ventilator disconnection: In 2004, we developed a system
to monitor critical ventilator events by using the framework
[22]. We collect data from mechanical ventilators every 5
seconds and look for evidence of a disconnection. Whenever
an event is identified, the system takes control of every com-
puter in the patient’s intensive care unit and generates an en-
hanced audio and visual alert indicating there is a critical ven-
tilator event and identifies the room number. Once the alert is
acknowledged or the event is corrected, all the computers are
restored back to the pre-alert status and/or application state.
That CDS application was first installed in the Shock/trauma
intensive care unit (ICU) at LDS Hospital. Today, the ventila-
tor disconnection alerts are installed in 13 ICUs at 6 different
IH hospitals. The audio and video alerts are so distinct and
annoying that all medical personnel quickly respond to get the
alerts turned off. Data from the past 10 years show that the
present critical ventilator alarm times are below durations that
are likely to be dangerous. In addition, now that data is col-
lected on all ventilator disconnections, our respiratory therapy
departments have been able to identify risk factors such as
where ventilators are placed in relation to heat and air condi-
tioning vents which can cause water accumulation in the tub-
ing and restrict airflow. This CDS example illustrates the need
for data access with the encounter data, medical devices,
EMR, the time driver and use of an IDE for complex code
development.

Venous thromboembolism (VTE) high-risk alerts: Routine
use of evidence-based guidelines for VTE prophylaxis is un-
common due to the difficulty in integrating them into routine
patient care. We developed a CDS tool which captures suffi-
cient data to use a risk prediction model to identify patients at
high risk for VTE [23]. This CDS application illustrates the
need for encounter, historical and current patient data from
throughout the enterprise. Patients are screened each day of
hospital admission at all 22 IH hospitals and their risk of VTE
is determined. Pharmacists are sent an email message listing
each high-risk patient and which risk factors they have. Pa-
tients at high-risk are then checked to see if they are on ap-
propriate VTE chemoprophylaxis including the drug, dosage,
route and interval. If not, 65 hospitalists get a page if their
patient is identified. Patient age, new surgery, bed-rest, can-
cer, height and weight information are collected from the
EMR. Previous cancer, previous VTE, previous surgery with-
in 90 days, hypercoagulability and hormone replacement and
oral contraception use are collected each night from the EDW
and stored in the staging server. The time driver activates the
application at 7am each day. We found this computerized tool
to identify patients at high risk for VTE with a sensitivity of
98% and positive predictive value of 99%. As of January
2014, high and low risk alerts are sent for every patient to the
nurse-charting program in the HELP EMR to meet the new
Center for Medicare and Medicaid Service mandate in the
U.S.

Antibiotic Assistant: The most complex CDS application we
have developed is the antibiotic assistant [21]. Most of the
data are accessed from the EMR except for previous microbi-
ology, laboratory, radiology and pathology data from other
hospitals during the previous 6 weeks. The application dis-
plays all the information physicians need to be aware of be-
fore they order antimicrobial agents or are checking the infec-
tion status of their patients. The most complex part is the
suggestion of which antimicrobial(s) along with the dosage,
route, interval and duration to use. The application was origi-
nally developed using Tandem Application Language and a
symbolic debugger on HELP. With the eventual sunsetting of
HELP, we were able to duplicate the application using Java
and JavaScript so it can run on HELP? or any other system
that can render web-based applications such as most vendor
EMRs. Based on the complexity of the logic and number of
interdependent Java classes in this application, it is used to
illustrate the need for a symbolic debugger. It would not have
been possible to develop, maintain or add new features to this
CDS application without the functionality provided by a sym-
bolic debugger - an ability provided by both Java and Eclipse.

Discussion

The CDS framework and application development methods
described in this paper have served us well for the past 13
years, and have allowed us to meet the diverse information
needs of many different types of clinicians and medical do-
mains. The majority of CDS applications that we have devel-
oped are a) time-driven, b) run in the background, and c) send
alerts or email reports at programed intervals in time designat-
ed by clinician workflow and patient care. These applications
are well aligned with the four predictors of improved clinical
practice: 1) automatic provision of decision support as part of
clinician workflow, 2) provision of recommendations rather
than just assessments, 3) provision of decision support at the
time and location of decision making, and 4) computer based
decision support [6].
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At present, there is no widely accepted, standard approach for
representing CDS intervention types and their structural com-
ponents including alerts and reminders, order sets,
infobuttons, documentation templates/forms, and relevant data
presentation [24]. Many gaps and challenges remain, includ-
ing the complexity of many standards, limited availability of
accessible knowledge resources, and lack of tooling and other
resources to enable the adoption of existing standards [25].
Moreover, many question the “outsourcing” of CDS to poten-
tially imperfect external agencies [26].

While system-agnostic CDS development tools hold great
potential to facilitate CDS implementation, little has been de-
scribed regarding their benefits and challenges (26). A benefit
of using Java and SQL is that they are common programming
languages taught within most computer science departments.
Thus, no other special knowledge or training is required to
learn how to use a new CDS development tool and syntax by
the programmers. Our experience is that most clinicians are
extremely busy providing and looking for ways to improve
patient care and don’t have the time for or an interest in learn-
ing how to program CDS applications. Also, use of Java clas-
ses and libraries provide an easy way to share and reuse the
same developed and tested logic from one application to an-
other. While not quite true, the Java write once, run anywhere
java virtual machine does facilitate the transfer of CDS appli-
cations to many different platforms. We do not imply that this
framework ought to replace others, nor do we predict that it
will outperform any of the other CDS development methods
available. Rather, we contribute this framework as a viable
option for other systems, given its high functionality in appli-
cation development and reduction of testing time at IH.

Use of this framework has taught us that the ability of CDS to
improve patient care depends on reliable access to the needed
patient data. Often, those data need to be derived in real time
from the EMR or medical devices, and not the EDW. We are
fortunate to have access to most patient data using this frame-
work we have built at IH. Other institutions can use these
same programming and development methods we describe to
create new CDS applications using the data to which they
have access.

The main constraint of our framework is its limiting accessi-
bility to EHR patient data, by way of medical device and da-
tabase point-to-point interface. Accessing patient data across
multiple EHRs has been a desired but largely unattained aim
of clinical informatics, especially in commercial EHR systems
(24). A potential opportunity for enabling CDS across multi-
ple EHRs is to leverage vendor-supported SOA development
and APIs. A recent report by JASON, an independent group
of scientists who advise the U.S. federal government on tech-
nology issues, states that to achieve the goal of improving
health outcomes, Stage 3 Meaningful Use requirements
should be defined such that they enable the creation of an en-
trepreneurial space across the entire health data enterprise and
suggest that EHR software vendors should be required to de-
velop and publish APIs for EMRs for third-party software
developers (http://healthit.gov/sites/default/files/ptp-

13700hhs_white.pdf).

SMART’s approach is to use FHIR, a HL7 draft standard de-
scribing data formats and elements and an API, to help drive
down healthcare costs, support standards, accommodate dif-
ferences in workflow, and especially foster competition in the
market to help promote “innovation” in healthcare [19]. To
date, we have used services provided by Cerner to access data

for two of the clinical applications that run on our framework.
Cerner’s upper management has publically stated they support
the need for vendors to provide SOA and especially use
SMART on FHIR. If so, when a SOA is finalized and in use,
we would be able to replace the current point-to-point data-
base specific services and continue to be innovative without
the need to make any changes to our current framework, tech-
nology or CDS logic.

Conclusion

We have used the described framework, which has employed
familiar programming languages and technology in the devel-
opment over 40 clinician dependent CDS applications during
the past 13 years. The main limitation of this framework is
the dependence on point-to-point interfaces to access patient
data. We look forward to when we can use validated and ac-
cessible SOA to facilitate patient data access across diverse
databases.
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