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Abstract. In healthcare applications a large cohort of recent implementations 
utilises IoT-oriented infrastructures (XMPP) as well as smart mobile devices as 
communication gateways. IoT characteristics such as Ubiquitous 
Communication/Connectivity, Pervasive Computing and Ambient Intelligence, are 
all highly related to Active and Healthy Aging environments. This paper presents a 
new idea, that of IoT enabled devices which are directly connected to the IoT (a 
glucose meter is used as an example herein), complying with the XMPP messaging 
protocol and the incorporation of a recently released Controller Application 
Communication (CAC) framework for distributed, cross-platform communication. 
A web based exergaming platform and a disease management tool, provide the 
vehicles for the demonstration of the feasibility and the successful implementation 
and integration of the aforementioned infrastructure. 
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Introduction 

The continuously growing aging population over the last decades led to an 
equivalent increase in Ambient Assisted Living (AAL) technologies [1]. Following this 
evolution, physical components used in AAL have been transformed to smart 
components, before they ended up as connected objects [2]. Architectures and 
implementations in this domain utilise either Internet of Things (IoT) oriented services, 
like XMPP, or service-oriented architectures and intermediate gateways [3][4][5][6], 
based on Restful services. Due to this, the road to the Web of Things (WoT) has been 
open allowing developers to create applications without having specific knowledge 
about physical devices or networking environments [4].  

In healthcare applications a large cohort of IoT implementations utilizes smart 
mobile devices or PCs as communication gateways. The recently introduced terms, m-
health and m-health Internet of Things “m-IoT” [6], reflect the essential role of these 
devices in the realm of IoT. A typical m-IoT scenario includes the integration of 
wearable sensors, coordinated by a gateway node, typically a smartphone, capable of 
transmitting biosignals [3][5][6][7]. However, the sensors in these implementations are 
not considered as IP enabled devices, but rather as remote sensors of the smartphones. 
To this end, it is argued that one of the most important factors for the realisation of the 
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IoT is to allow IP addresses to each of the embedded devices in the world (by means of 
IPv6??) [8].Some of the IoT main characteristics such as Ubiquitous Connectivity, 
Pervasive Computing and Ambient Intelligence [9], are all highly related to Active and 
Healthy Aging (AHA) environments. Monitoring health status or chronic diseases 
progression, wellness interventions, reminder and awareness services are examples of 
how IoT is involved in the promotion of AHA [9]. IoT can overcome many of the 
challenges, especially in acceptance and usability for the ageing population [10]. 

This work presents an innovative approach in the sense that the user is not required 
to carry a smartphone device 24x7 [11][12]. The implementation presented herein as a 
feasibility of the idea is an IoT enabled Glucose meter, connected directly to the 
Internet, contrary to the vast majority of glucose meters presented so far, which are 
connected to smartphones [6]; what is more, the paper describes a distributed 
framework for sharing sensing device data in the realm of an AHA environment. The 
exploitation of the proposed solution is presented by two use case scenarios. The latter 
illustrate how serious games could be revolutionised in this way and contribute to 
promoting of health self-awareness. 

1. Methods 

The architecture of the proposed system consists of two distinct components, namely 
the recently released Controller Application Communication (CAC) framework 
(http://www.cac-framework.com) [13] and an XMPP network. Both components align 
with the IoT paradigm and enable real-time communication between different entities. 
The CAC framework integrates multiple controllers and provides input to systems and 
applications such as exergaming platforms. On the other hand, medical devices, 
software components, disease management and elderly support services, such as 
decision support systems (DSS) communicate with each other using the XMPP 
protocol. 

 
Figure 1. Architecture design of the proposed solution for IoT enabled AHA environment 

1.1. Adoption of the xmpp protocol and its extension 

XMPP, a real-time communication protocol used for instant messaging, file transfer 
and IoT, uses TCP as a transport layer, but can also communicate over HTTP using 
Bidirectional-streams Over Synchronous HTTP. In order to integrate medical devices 
into our system, we have adopted the Sensor Data XMPP Extension protocol (XEP-
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0323) which provides a framework for sensor data communication taking into account 
hardware limitations of sensors and peripheral devices. 

1.2. The IoT enabled Glucose meter sensor 

The Glucose meter sensor consists of an off-the-self glucose meter device, the Lifescan 
OneTouch Vita [14], and an intermediate hardware IP ready device. The intermediate 
hardware is responsible for the connectivity of the glucose meter to the XMPP server 
by acquiring measurements of the glucose device (wired connectivity) and 
transforming them to XMPP (XEP-0323) compatible messages. The intermediate 
hardware scans the glucose meter periodically for any updated measurement. In case a 
new one exists, it is transmitted to the XMPP server. The user follows the usual 
walkthrough for a glucose measurement, without the need for additional actions. 

 
Figure 2. The glucose meter device adapted to the intermediate hardware device for XMPP compatibility 
(left). Configuration of XMPP server, username and password (right). 

2. Results: Scenarios of Use 

The USEFIL system [15] was conceived as a platform utilizing low cost, off-the-shelf 
sensors and devices. A set of applications, including the Disease management system 
and the cognitive and physical training (exergaming), were developed on top of the 
USEFIL core infrastructure. Elderly users are able to navigate through their own 
medical measurements collected by the appropriate sensor as well as to improve their 
wellbeing. 

2.1. Physical Training 

FitForAll [16] is a web-based exergaming platform which utilizes IoT in terms of 
controllers though the CAC framework. This framework integrates diverse controllers 
such as Wii remote, Wii Balance board, Microsoft Kinect, Neurosky Mindwave and 
communicates the data to multiple software components [13]. 

Additionally, the exergaming platform communicates with an XMPP server using 
Strophe.js, an XMPP library for JavaScript, in order to gain access to any currently 
available medical measurement device, such as the glucose meter. Commonly, a 
diabetic senior regularly measures her blood glucose levels. The exergaming platform 
takes advantage of the IoT enabled glucose meter by prompting the user to postpone 
the exercise until glucose in blood is in the appropriate levels. In contrast to the 
previous version of FitForall, where the elderly had to manually communicate their 
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heart rate to the computer (through a touch screen), this approach enhances 
unobtrusiveness through the imperceptible manipulation of sensor data. 

In our approach, prior to starting an exergame, the system checks if a glucose 
meter is connected to the XMPP server. If it is connected, then it makes a request to the 
glucose meter and in the case of a successful response the measurement is shown to the 
user along with some suggestions. For example, if the blood glucose level is too high, a 
message is shown to the user suggesting them to continue the exercise later on. 
Moreover, it requests for a new glucose level if the date of the last measurement 
exceeds a defined time interval. Furthermore, FitForAll incorporates provisions 
towards increasing the seniors’ health self-awareness by rewarding the seniors with 
game achievements when they have a health measurement as part of the game. 

 
Figure 3. In case of a diabetic user, the FitForAll exergaming platform consults the glucose device in order 
to postpone physical exercise or to suggest a new glucose measurement (if the existing one is too old). 

2.2. Disease management 

On the server side, a service is constantly connected to the XMPP server and collects 
the users’ available measurements by querying periodically (or listening to incoming 
messages) the medical devices through XMPP messages. The implemented service is 
responsible for pushing the measurements to a database in order to make them 
accessible by the USEFIL components. The USEFIL DSS [17] was designed as a 
spatio–temporal model consisting of artificial intelligence methods manipulating data 
related with user activity and physiological classification. Various soft computing, 
probabilistic and data mining techniques are applied on the sensors’ signals/data to 
provide decision support and personalized recommendations for improved lifestyle. An 
indicative example is presented in Figure 4, where data gathered by the implemented 
IoT-enabled glucose meter are uploaded to the central USEFIL repository, allowing for 
their visualization in terms of health evolution and interpreted by the DSS as 
personalised suggestions for improved lifestyle.  

 
Figure 4. Personalized recommendations for improved lifestyle according to the measurements. 
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3. Discussion 

This paper describes innovative efforts to foster IoT concepts towards the development 
of applications for the promotion of Ageing well and Active Ageing, by introducing an 
unobtrusive IoT infrastructure. The main building blocks of the latter have been an 
IoT-enabled glucose meter device, the extension of XMPP messaging protocol and the 
incorporation of the CAC framework for distributed, cross-platform communication. 
For purposes of demonstrating the feasibility of the approach, two applications, an 
exergaming platform and a disease management tool, were used as test case scenarios. 
Further scenarios, applications and device exploitations are underway to accumulate 
evidence for the successful implementation and exploitation of the infrastructure. 

References 

[1] Bleda AL, Maestre R, Jara AJ, Skarmeta AG. Ambient Assisted Living Tools for a Sustanaible 
Aging Society. Resour Manag Mob Comput Environ Model Optim Sci Technol 2014;3:193–220. 

[2] Porter ME, Heppelmann JE. how smart connected products are transforming competition. Harv 
Bus Rev 2014. 

[3] Abousharkh M, Mouftah H. XMPP-enabled SOA-driven middleware for remote patient monitoring 
system. Inf. Technol. e-Services (ICITeS), 2012 Int. Conf., 2012, p. 1–5. 

[4] Delicato FC, Pires PF, Batista T. Middleware Solutions for the Internet of Things. Springer; 2013. 
[5] Yang G, Xie L, Mantysalo M, Zhou X, Pang Z, Xu L Da, et al. A Health-IoT Platform Based on 

the Integration of Intelligent Packaging, Unobtrusive Bio-Sensor, and Intelligent Medicine Box. 
IEEE Trans Ind Informatics 2014;10:2180–91. 

[6] Istepanian RSH, Hu S, Philip NY, Sungoor A. The potential of Internet of m-health Things “m-
IoT” for non-invasive glucose level sensing. Conf Proc  . Annu Int Conf IEEE Eng Med Biol Soc 
IEEE Eng Med Biol Soc Annu Conf 2011;2011:5264–6. 

[7] Jara AJ, Zamora-Izquierdo MA, Skarmeta AF. Interconnection Framework for mHealth and 
Remote Monitoring Based on the Internet of Things. IEEE J Sel Areas Commun 2013;31:47–65. 

[8] Mohammed FH, Esmail R. Survey on IoT Services: Classifications and Applications. Int J Sci Res 
2015;4:2124–7. 

[9] Dohr A, Modre-Opsrian R, Drobics M, Hayn D, Schreier G. The Internet of Things for Ambient 
Assisted Living. 2010 Seventh Int. Conf. Inf. Technol. New Gener., IEEE; 2010, p. 804–9. 

[10] McCullagh P, Augusto JC. The internet of Things: The potential to facilitate health and wellness. 
Upgrad Eur J Informatics Prof 2011. 

[11] Ghose A, Sinha P, Bhaumik C, Sinha A, Agrawal A, Dutta Choudhury A. UbiHeld - Ubiquitous 
Healthcare Monitoring System for Elderly and Chronic Patients. Proc. 2013 ACM Conf. Pervasive 
ubiquitous Comput. Adjun. Publ. - UbiComp ’13 Adjun., New York, New York, USA: ACM 
Press; 2013, p. 1255–64. 

[12] Bhaumik C, Agrawal A, Adak S, Ghose A, Das D. Sensor Observation Service based Medical In-
strument Integration. SMART 2012, First Int. Conf. Smart Syst. Devices Technol., 2012, p. 48–54. 

[13] Konstantinidis EI, Antoniou PE, Bamparopoulos G, Bamidis PD. A lightweight framework for 
transparent cross platform communication of controller data in ambient assisted living 
environments. Inf Sci (Ny) 2014;300:124–39. 

[14] Lifescan. One Touch Vita n.d. http://www.lifescan.co.uk/ourproducts/meter/one-touch-vita 
(accessed November 16, 2014). 

[15] Artikis A, Bamidis PD, Billis A, Bratsas C, Frantzidis C, Karkaletsis V, et al. Supporting tele-
health and AI-based clinical decision making with sensor data fusion and semantic interpretation: 
The USEFIL case study. Int. Work. Artif. Intell. NetMedicine, 2012, p. 21. 

[16] Konstantinidis EI, Billis AS, Mouzakidis C, Zilidou V, Antoniou PE, Bamidis PD. Design, 
implementation and wide pilot deployment of FitForAll: an easy to use exergaming platform 
improving physical fitness and life quality of senior citizens. IEEE J Biomed Heal Informatics 
2014, In Press. 

[17] Billis AS, Papageorgiou EI, Frantzidis CA, Tsatali MS, Tsolaki AC, Bamidis PD. A Decision-
Support Framework for Promoting Independent Living and Ageing Well. IEEE J Biomed Heal 
Informatics 2015;19:199–209. 

E.I. Konstantinidis et al. / Internet of Things for an Age-Friendly Healthcare 591


