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Abstract Information systems for storing, managing and manipulating electronic 
medical records must place an emphasis on maintaining the privacy and security of 
those records. Though the design, development and testing of such systems also 
requires the use of data, the developers of these systems, rarely also their final end 
users, are unlikely to have ethical or governance approval to use real data. 
Alternative test data is commonly either randomly produced or taken from 
carefully anonymised subsets of records. In both cases there are potential 
shortcomings that can impact on the quality of the product being developed. We 
have addressed these shortcomings with a tool and methodology for efficiently 
simulating large amounts of realistic enough electronic patient records which can 
underpin the development of data-centric electronic healthcare systems. 
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Introduction 

The rise of ‘Big Data’ has lead to an increasing prevalence of information systems that 
need to process, analyse and manipulate large volumes of data [1, 2]. The development 
of such data-centric software applications naturally requires the use of data for 
development and testing, with the structure and semantics of the data that these systems 
deal with impacting on their architectural design. Aspects of design that impact on the 
efficiency of processing data, user interface and user experience are necessarily, at least 
in part, driven by the type and form of the data that the finished system will deal with. 
It can be the case that the data that such a system will deal with is not available to the 
developers of such software at design time; this can either be due to the exact data that 
will be processed by the software not being known at design time, or access to that data 
being limited to the software developers due to sensitivity or confidentiality issues. 
This second point is particularly true in the case of systems that deal with sensitive 
medical data. 

Historically medical records have been paper-based, with the UK has recently 
moved towards an electronic representation [3], mirroring efforts in Europe, North 
America and Australia amongst others [4, 5]. In turn this has lead to increasingly strict 
legislative and regulatory frameworks being put in place to protect individuals medical 
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data and constraining the use of data to medical or research needs [6]. Since the 
developers of these applications are rarely also their end users they are then precluded 
from accessing the same data that such applications will process in their final form. 

Test data that falls outside these regulations is generally either in the form of 
anonymised or purely random data (as rarely will developers gain the necessary ethical 
approval to access real data). Anonymised data sets take time and effort to produce and 
require originating source data that will be subject to those same ethical and 
governance requirements [7]. Purely random data on the other hand, whilst easy to 
produce, will have no structural or semantic integrity when interpreted as medical data. 
i.e. there will be no sense to the data produced. This can then lead to situations where 
system behaviour based on the semantics of the data being processed are not taken into 
account in the design of the system. 

We address these issues of obtaining useable medical data for system development 
through the development of a tool for simulating what can be described as ‘realistic 
enough’ patient records. These capture the structural essence of patient records, for 
example precluding inconsistencies in the timings of medical events, or the 
interrelations between types of medical event, whilst not needing such computational 
power to run as to exclude the production of large amounts of data (for example into 
the millions of patient records). This work is outlined in detail in the remaining sections 
of this paper.  

1. Methods 

1.1. Simulation Model 

The method we use to simulate patients is based on producing a description of all 
possible life events for a patient and selecting a particular instantiation of this 
description each patient simulated. The form of this description is a ‘Lifeline’ object 
that consists of an ordered series of Events. Each Event carries with it a template for 
outputting a textual Journal Entry and a list of child Events. 

As the simulation is run the next Event is selected from the Lifeline of a given 
patient, a Journal Entry is produced and appended to the medical history of the patient 
and zero or more of the child events are selected and inserted into the future of the 
Lifeline for the patient. Two models exist for choosing child Events to be placed into 
the future of a Lifeline — the selection of a single child Event using a weighted choice 
from the list of children (for n child Events each child ei is assigned a weight wi and 
the probability of a given child Event being selected is wi / �(1 to j)wj) or the 
independent possible selection of each child Event with a given probability (each child 
ei is assigned a probability pi < 1 of being inserted into the lifeline).  

Event objects are further specialised in sub-classes. ‘Repeating Events’, which, 
along with the selection of child Events also inserts a clone of itself into the Lifeline. 
Repeating Events repeat either regularly or at specified random intervals and can do so 
either an indefinite or limited number of times. ‘Terminating Events’ erase all future 
events from the Lifeline, hence ending the current simulation (the canonical example 
being a ‘Death Event’). Finally ‘Scrubbing Events’ erase all future Events of a given 
type from the Lifeline. These are used typically to model ‘curative’ events which 
preclude future disease related events from occurring. 
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1.2. Producing Simulations 

The above model describes a general method for describing rich simulations in a 
relatively simple form. The requisite realism of the produced simulations relies though 
on the details of the simulation modelled. In sourcing and creating actual simulations 
based on this model we have taken two approaches outlined below. 

One of the drivers behind the design of the above model was the notion of ‘Care 
pathways’. Care pathways are a map of the anticipated care that a patient will receive, 
based on time frame and the current medical state of the patient [8]. In essence a care 
pathway describes the ideal actions a medical practitioner would undertake in deciding 
on the course of care for a patient. The development of the simulation model was 
informed by this notion of care pathways, and there is a natural representation of care 
pathways within the simulation model, with each event on the care pathway being 
represented by an Event within the model, and future actions described in the pathway 
being modelled in the children of the Event. It only remains here to assign probabilities 
to events with multiple possible outcomes, where experimenting with different outputs 
is possible. 

The underlying structure of the simulation model, that of an Event triggering future 
Events based on some probability suggests an amenability to representing some form 
of Markov model [9] where future outcomes are based solely on the current state of the 
world. A relatively simple analysis of real patient data, if available, can be used to 
calculate the probability of an item in a patients medical record appearing given the 
occurrence of a previous item [10]. These chains of probabilities can be translated into 
the event-based model of the simulation. 

Both the techniques for constructing simulations described above can be used by 
engineers with little or no medical knowledge to create simulations. This is a benefit in 
that it overcomes the gap that often exists between technical and domain expert. A 
medical domain expert could of course though create valid simulation models based 
purely on domain expertise. 

2. Results 

The development of this tool was driven by the need for data for the development of a 
suite of eLab tools, for socially oriented analysis and manipulation of medical data 
[11]. These tools were designed to expose data from an array of heterogeneous medical 
data sources covering a range of disease areas [12]. Whilst the development of the eLab 
tools required data for testing and design purposes the inherent sensitivity of medical 
data precluded the use of real data. A series of simulations were produced using a mix 
of the methods described in section 1.2. These included, Type I and II diabetes, 
hypertension, asthma and general health issues, with the asthma model illustrated in 
Figure 1.  

The aim of this model is to produce patient records similar to the records of 
patients who suffer from asthma. The core features of this simulation are the presence 
of an asthma Diagnosis Event that is triggered at some point between 4 and 60 years of 
age. This is triggers an asthma Management Event which repeats every 12 months. In 
turn this Event triggers of subsequent events, shown in Figure 1, leading to the 
construction of the simulated record. These cover the prescription of various drugs, 
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journal entries relating to an annual review of the patient, possible suits of hospital tests 
and a small chance of a death event (a ‘Scrubbing Event’ that ends the simulation). The 
probabilities of events occuring or following other events were derived from analysis 
of an anonymised extract of data from a similar underlying population as that which 
would be accessed by users of the eLab. Using the tool large amounts of simulated data 
were produced which were used to inform the successful development of the eLab 
software. 
 
 

 

Figure 1. An asthma simulation model. 

3. Discussion 

Previous approaches to simulating medical data have however tended to be used for 
either educational tooling [13], where the results of the simulation are used to mimic 
real life scenarios and are then used as to train medical professionals in an environment 
that removes the need for direct involvement with either the patient or their health 
record, or statistical research, where the results of the simulation are used to generate 
valid scientific hypotheses about the underlying population being simulated [14]. The 
method and tool presented here do not attempt to simulate patients in a way that would 
be useful to either medical students or practitioners or in a way that would provide 
serious scientific output in the area of epidemiological or statistical research, instead 
addressing a previously overlooked need for data for use in development and testing. 

The tool described in the preceding sections has been designed primarily as an aide 
for use in the development and testing of medical information systems. It deliberately 
avoids an attempt to either simulate realistic medical processes in depth, or to produce 
medical records that have pedagogical value. As such it is not possible to formally 
validate the tool, either from the perspective of measuring the ‘realism’ of the 
simulated records or via an analysis of the impact of using such simulated records 
rather than randomised or anonymised data. However for practical purposes the tool 
has proven useful and additionally the methodology described, that of representing 
potential outputs of medical records as a self-modifying series of events represents a 
novel approach that can be carried forward in other simulation models or adapted in 
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other areas. We have identified a need for simulation tools that address the problem of 
producing realistic data for use in the development and testing of medical information 
systems, and have outlined a methodology and tool that begins to address this need. 
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