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Abstract

The difficult task of detecting adverse drug events (ADEs) and
the tedious process of building manual reports of ADE
occurrences out of patient profiles result in a majority of
adverse reactions not being reported to health regulatory
authorities. The SALUS individual case safety report (ICSR)
reporting tool, a component currently developed within the
SALUS project, aims to support semi-automatic reporting of
ADEs to regulatory authorities. In this paper, we present an
initial design and current state of of our ICSR reporting tool
that features: (i) automatic pre-population of reporting forms
through extraction of the patient data contained in an
Electronic Health Record (EHR); (ii) generation and
electronic submission of the completed ICSRs by the physician
to regulatory authorities; and (iii) integration of the reporting
process into the physician's work-flow to limit the disturbance.
The objective is to increase the rates of ADE reporting and the
quality of the reported data. The SALUS interoperability
platform supports patient data extraction independently of the
EHR data model in use and allows generation of reports using
the format expected by regulatory authorities.
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Introduction

Post-market drug surveillance studies currently face an under-
reporting problem [1,2]. Suspected adverse drug reactions
must be spontaneously reported by medical professionals to
the regulatory authorities. However, only a small minority of
adverse drug events (ADESs), around 5%, is reported [3,4]. For
instance, in the United States less than 1% of ADEs are
reported to the Food and Drug Administration (FDA), despite
being frequently described in the electronic health record
(EHR) systems [5]. This led to the discovery that this alarming
situation is due to two facts:

e detecting ADEs is a complex cognitive process (a
causal relation between a given drug and a given
observable condition must be hypothesized), and can
be overlooked by busy physicians,

o filling out a report on a specific occurrence of an ADE
(called an ICSR, for individual case safety report) is a
tedious, time-consuming and error-prone operation.
Medical professionals are not always aware enough of
the importance of reporting for patient safety to spend
time on this activity.

To increase the rates of ADE reporting, we argue that
encountered ADEs from EHR in a hospital could be semi-
automatically sent to the regulatory authorities. At present, the
reporting process is almost fully manual and paper-based in
most countries. Therefore, a possibility of semi-automatic

submission of encountered ADEs as ICSR forms, would
drastically improve the current practices [6].

The SALUS project [7] aims to build a system (which we call
here the SALUS platform) of several components that would
be integrated in hospital work flows in order to facilitate post-
marketing drug surveillance and pharmacovigilance. To
achieve an acceptable level of integration for ADE reporting,
our ICSR reporting system addresses several issues regarding
adaptability and interoperability:

e Reusing information stored in the EHR independently
of the data model in use, so that the health practitioner
(HP) may never have to manually input elements of
data that are already known in the EHR (the input form
should be pre-populated), which also carries the
beneficial side-effect of decreasing the risk of typos in
the reports,

e Adapting to the ICSR report format as well as the
sending protocol and medium required by the local
authority, i.e., the regulatory authority to which the
hospital must send the reports,

e Adapting to the HPs' habits and preferences so that the
reporting process may disturb them the least possible.

In this paper, we will first provide some insights about how
the SALUS platform aims to solve the first point and then
focus on how our ongoing work on the /CSR reporting system
will eventually address the last two points. The ICSR
reporting system is among the set of components of the
SALUS platform, which handles the interaction between the
HP and the local authority. The general approach is to raise the
level of abstraction on which the platform works, and to
reduce the dependencies on the specificities of the hospital,
EHR and authority concerned.

Related Work

There have been some earlier attempts regarding EHR data
extraction for ICSR pre-population [5] as well as automatic
ADE detection [3]. The proof of concept of the ASTER
project [5,8] shows how data can be extracted from an EHR
and sent to the FDA. The pre-populated report contains data
relative to demographics and product name when the
physician sees it. The physicians who were involved in
ASTER testing process agreed on its interest for their daily
work. ASTER had some limitations that SALUS aims at
overcoming, such as (i) the extraction being tied to a specific
EHR data model, and (ii) the generated ICSR report form not
following the FDA specifications for reporting and
necessitating an intermediate manual processing. Facilitating
the pre-population step from the EHR data model has been
addressed by the IHE Drug Safety Content profile (DSC) [9],
an integration profile built on top of the Retrieve Form for
Data Capture profile (RFD) [10]. RFD specifies a generic
protocol for handling information collected from EHRs, and
DSC describe the conversion of data from HL7 Continuity of
Care Documents (CCD) to the standard E2B data model [11]
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used for ADE reporting. The limitations are that mappings to
E2B are only partially defined, and reversible
pseudonymization of personal information, a step that might
be necessary depending on the local laws, is not covered.

Materials and Methods

To efficiently report detected ADEs, we propose a time-saving
and adaptable tool to report ADEs [6] which targets three
aspects of the interoperability problem:

e EHR data extraction: Finding and formalizing the set
of the common data elements (CDEs) between the
different content models, making then the reporting
tool at the step of pre-populating the ICSR form,
oblivious of which content model is actually queried in
the EHR.

o User interface: Adapting the contents of the reporting
system input form so that it complies with local
authority's format, which the reporters are used to and
then expect to encounter.

o [CSR sending: Following the local authority protocols.

The main technical steps in building our ICSR reporting
systems for solving the above-mentioned problem are
discussed in the following subsections.

SALUS Interoperability Approach through an Ontology of
Common Data Elements

It would be necessary to make N*(N-1) mappings when we
define structural mappings between information models
through syntactic mapping mechanisms. The SALUS
alternative is to use a common ontology, the SALUS Core
Ontology (SCO), currently under development [12]. It has the
role of representing the semantics of reference information
models used by both the EHR systems and the regulatory
authorities. The SALUS Core ontology aims to act as a
common denominator for the set of information based on the
already existing standards used in clinical care (HL7 CCD,
EN 13606 EHR Extracts or proprietary models). It is built
through a systematic approach by examining the content
models, extracting and harmonizing CDEs from these and
representing the related terminology systems as ontologies
and linking them with the CDEs in an ontological framework
[12].

ICSR Reporting System

Our ICSR reporting system is based on the SALUS platform
and designed to ensure the possibility of extracting patient
data needed to prepopulate ICSR forms, by converting the
data elements expressed in the information models used in the
EHRs to ICSR data models used by the local authorities. The
ICSR data model on which we focus is ICH E2B(R2) [11], the
standard used by the World Health Organization (WHO)
Collaborating Centre for International Drug Monitoring. It
specifies both an information model for ICSRs and a protocol
for their electronic transmission. The EHR systems use a
diversity of content models; and ICH E2B(R2), albeit tending
to be an international standard, is still underutilized by
regulatory authorities.

Then, while using the E2B model and protocol to prototype
our ICSR reporting system, we have to keep in mind that
eventually it will not be the only specification that the
reporting system should be able to use. This means that we
have to work along the way to minimize the efforts needed to
adapt the tool to other models.

Initial Design of the ICSR Reporting System

The ICSR reporting system is designed to ensure

e All transactions with other SALUS platform
components necessary to extract patient data from the
EHR to prepopulate the ICSR;

o All operations necessary to complete the filling of the
ICSR in compliance with the specifications and its
correct transmission to the pharmacovigilance
regulatory authorities.

The ICSR reporting system is composed of 3 main
components: ICSR reporting manager, ICSR reporting tool,
and ICSR report generator. Interfaces and high-level
connections inside the system and with the other components
of the SALUS platform are shown in Figure 1.

The ICSR reporting tool supports several additional
functionalities: recording an ICSR to be completed and
reported later; accessing previously sent and waiting to be
completed ICSRs; updating and sending an ICSR reported in a
previous session; and finalizing and sending an ICSR. The
ICSR prepopulation process can be triggered in two different
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Figure 1 - Components of the ICSR reporting system

circumstances: (i) the HP decides to report an ADE he himself
detected or (ii) the ADE notification tool, another key
component of the SALUS platform performing continuous
screening of EHR data, detects a potential ADE and suggests
through an alert for the HP to complete a report.

The ICSR reporting tool is a web application and the ICSR
reporting web client is the set of web pages which the HP
accesses. The ICSR reporting manager (IRM) is part of the
SALUS platform Semantic Services. It consists of the
interoperability components that have to deal with every
content model and convert between them through the Core
Ontology, in contrast to the rest of the components that might
ask and operate on a specific content model. The IRM gets
invoked by the ADE notification manager if new ADE
notifications need to be reported, it acts then mostly as a
routing component, as the real work is done by the component
to which it sends the data: the ICSR reporting tool (IRT). It is
warned by the IRM (through the Technical Interoperability
Data Service, a layer that separates the Semantic Services
from the rest of the SALUS platform) in order to generate,
pre-fill the ADE report and have the physician extend it with
additional information using the Reporting web client.
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The IRT invokes the ICSR local triplestore service to save and
load both sent and pending ICSR reports. The ICSR local
triplestore component addresses the storage of the
administrative data concerning the physicians and the hospital,
as this is not retrievable from the EHR but still not likely to
change, so we want it to be pre-populated as well. It also
handles the storage of the acknowledgments when the
protocol requires the authority to send them, offering to the
reporter the ability to track them.

The IRM interacts with the components of other systems. It
invokes the Semantic Interoperability Data Service to retrieve
relevant patient data from the local EHR in the form of RDF
triples represented in SALUS Core ontology. It invokes the
De-identification Service, which removes or replaces the
patient identifiable data and then invokes Pseudonymization
Service that generates a replacement identifier for the patient
ID. It is then the task of the Pseudonymization Service to send
the data to the ICSR Report Generator so that it can build the
final report in the mandated format and send it to the
regulatory authorities and/or pharmacovigilance centre(s), or
simply print it out if the authority requires manual signatures
and physical forms.

ICSR Reporting Tool: Design and Interface

To illustrate the need of having an easily adaptable user
interface, we consider the example of the E2B(R2)
international standard versus the Italian AIFA model. The
authorities working with the AIFA model require much less
content than the Uppsala Monitoring Centre, the antenna of
the World Health Organization for international drug
monitoring which makes use of E2B. AIFA results then in a
far lighter content model. As we intend to integrate the system
within the regular hospital workflow, we shouldn’t require the
reporting physician to fill in data not required by authorities,
nor should he encounter unnecessary fields that should remain
blank.

However, the idea of not showing unnecessary fields goes
even farther. For this purpose, E2B(R2) specifies that some
fields should be completed only in certain circumstances. For
instance, all the fields concerning the seriousness of the
adverse drug event are only of use if the reporter has actually
selected that the reaction was found serious.

Bearing these facts in mind, we drew the required
functionalities that our ICSR reporting tool needs to address:

e Quickly adapt to the local standard and language,

e Dynamically fold and unfold parts of the form as
needed,

e Dynamically verify that the completed fields follow the
specification in use, for instance the terminology
required.

The two last points are what we call the controls of the form.

In contrast to available solutions for making a template of the
web interface and populating it afterwards', we adopted an
expressive domain specific language (DSL) [13]. We call this
DSL the ICSR form description. It allows us to describe the
ICSR form, change this description whenever needed, and let
the system fully derive the interface appearance and controls.
The ICSR form description would be obtained ideally by a
direct transcription of the authority's specification. For
instance, E2B(R2) is quite thorough and provides a lot of
sections that are very much alike. The sections about the
reporter and the physician, for instance, feature the same
fields, only for different persons. We do not want to have to

! http://www.oracle.com/technetwork/java/javaee/jsp/index.html,

http://php.net or http:/github.com/cgrand/enlive are examples.

repeat the exact same sequence of fields several times and
alter them all when a change needs to be done. The ICSR form
description DSL is hosted and implemented by the general-
purpose language Clojure”. It allows us to efficiently perform
raw structural data manipulation and design expressive DSLs.

Results

The SALUS ICSR reporting tool aims to provide an
interactive interface to the practitioners for reporting the
detected ADEs in a standardized format to regulatory
authorities. The tool enables automatic pre-population of
ICSR by (i) extracting data available in the patient EHR and
converting this data to the data model requested for reporting,
(i) providing assistance to the manual completion of
information that couldn’t be automatically prefilled, and (iii)
providing assistance for transmitting the reporting form to
regulatory authorities. An overview of the user interface in the
current state of the project is provided in Figure 2 which
shows the GUI in perspective with a fraction of the E2B(R2)
file that is produced (shown in top-left part).

To ensure syntactic interoperability between E2B and data
models used in EHR systems, those models have been mapped
and represented in SALUS core ontology. The general
objective of those mappings is to enable the ICSR
prepopulation process by ensuring that patient data needed by
(i) the E2B(R2) standard form or (i) national adverse event
reporting forms (AIFA Italian form for the moment) can be
extracted automatically from the patient EHR DWH. Data
models that have been mapped to date include: E2B(R2), HL7
CCD templates, ISO/CEN EN 13606 based templates (to
represent medical summaries), OMOP Common Data Model.
The SALUS core ontology comprises a set of data elements
(SALUS CDE) used as a bridging model: a unique
correspondence table is used to link the different data models
together. To design the prepopulation mechanisms we have
consequently built SPARQL queries targeting directly the
SALUS CDEs, not the data models used in the EHRs (e.g.,
CDA xpaths). Medical summaries are represented as N3
instances of SALUS CDEs, so that the ICSR Reporting Tool
only has to query the later to extract the data required for
prepopulation.

Discussion

The main principles that have been used to guide the
conception of SALUS ICSR reporting tool have several
advantages compared to current ADE reporting solutions.
Existing ADE reporting systems (e.g., ASTER reporting tool,
FDA MedWatch Online Voluntary Submission System, UMC
Vigiflow) are step-by-step systems comprised of elaborated
forms, and do not focus on requesting relevant data, which
requires extensive amount of time from HPs to complete the
forms. Whereas, SALUS ICSR reporting tool provides user-
customizable forms, displayed on one single page, with
already pre-populated fields and leave the decision to the user
to revise existing data and provide additional ones.

The choice of a web application also enhances
interoperability, ease of installation in a hospital and
coherence with other SALUS tools. Using web standards
allows far easier extension to hand-held devices: running the
ICSR reporting web client on a tablet that could connect to the
information system of the hospital, thus allowing its use in
bed-side care, is but the logical extension if we pursue the idea

2 http://clojure.org
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Figure 2 - GUI of the reporting tool, where fields are prepopulated.
The E2B/XML excerpt shows (top-left) what is generated out of the Reaction event(s) section.

of reducing HP's overhead and augmenting his capacity to
report quickly. Thanks to those design principles, we hope that
the main objective of the tool will be reached: ease the ICSR
reporting process and make it more attractive for HPs; reduce
time necessary to fill ICSR forms; reduce errors due to double
data entry; and increase the quality of the reported data (and
thus its usability to detect new ADRs).

Next phase of SALUS project is to include a test phase with a
real implementation of the tool in hospitals. SALUS project is
currently still in the prototype phase and no end user
evaluation has been performed yet. A first prototype working
with fake EHR data and reduced functionalities has been
produced for Month 14 (March 2013). The evaluation phase
with the two pilot sites end users will only begin once a
second prototype, fully integrated with other SALUS platform
components, will be produced (planed for Month 24, January
2014). Three test/evaluation phases will be performed: (1) a
testing phase checking the robustness of the prepopulation and
conversion mechanisms with real EHR data; (2) a functional
and non-functional software quality evaluation following the
evaluation reference model ISO/IEC CD 25040, evaluating
e.g., the time it takes to prepopulate the ICSR form or its
ability to manage fault cases (the user cancels the reporting
procedure, the system crashes, etc.); and (3) end user
evaluation in pilot site with real implementation of the tool.
For the end user test phase, the following evaluation criteria
will possibly be taken into account: if the IRT (i) facilitates the
work of the GP filling ICSR forms and minimize the time
needed to complete them; and (i/) maximize the relevant
information that can be used by pharmacovigilance regulatory
bodies. The methodology relevant for such an evaluation
remains to be decided in its details. End users satisfaction
questionnaires can be used. Measure of the mean time needed
to fill and send ICSR with and without the tool can also be
compared. The quality of the data made available to the ICSR
reporting system shall be evaluated by pharmacovigilance
professionals.

Concerning the ICSR form description DSL, some additional
concerns can be raised:

e We put one restriction onto how the ICSR form is
displayed in the user interface: that it should fit on one
page. This seemed first like a legitimate concern and
simplification, but our goal is to adapt to a reporter's
preferences. We have to consider that maybe some
reporter would prefer a paginated form. As this would
not normally alter the ICSR form definition and as the
technology we use could be leveraged to do that, it
would be a good idea to add this flexibility, and allow
the generation of sections scattered on several pages;

o We specify how the content (fields, sections and
controls) is laid out orthogonal to what the content
itself is. However, currently it is not as easy to modify
simple layout generation rules as it is for the content.
Just like we built a DSL to describe the content, we
could build one to describe the rules that govern its
final display;

e DSL makes readable and easily modifiable descriptions
but might require some learning from the medical
professionals. A good extension in a second phase of
the SALUS project (i.e., after its installation and
testing in the pilot-sites of the project) would be — if
the adaptability proves valuable — an editor targeting
the reporters themselves.

Furthermore, future challenges that were not predicted upfront
will have to be addressed by the SALUS project:

e ICSR pre-population can only work if structured data
is available in the EHR. However, tests conducted in
the pilot-sites (in Germany, the Technical University of
Dresden and in the Lombardy region in Italy) showed
that a substantial amount of data in the EHR is still
only free text instead of exploitable structured data
[14]. Natural language processing tools may be needed
to exploit EHR data;

e Sometimes, mappings between E2B data elements and
those data models could only be partially achieved:
some E2B sections are simply not present in other data
models (e.g., “Seriousness of the ADE” or “Recurrence
of ADE on readministration” have no corresponding
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section in HL7 CCD templates) or value sets only
partially overlap. Conversion mechanisms need to be
used.

e We need to ensure the mappings between
terminologies, as E2B requires the use MedDRA for
medical data whereas EHR systems often resort on
LOINC, ICDI0O or SNOMED-CT. This is not a
straightforward operation, as the terminologies often
have various levels of granularity, then mappings can
only be approximate. A checking of pre-populated data
will consequently be necessary from the physician
before submitting the ICSR to the regulatory
authorities. Secondly, terminologies are evolving;
therefore those mappings need to be regularly updated.
One solution that will be used in SALUS to address
this problem is reusing current available mappings
banks, as Bioportal or UMLS metathesaurus;

e Medical judgment must be exercised to select the
relevant patient history items from the EHR. A fully
automated extraction of data is consequently not
possible: a manual selection must be made. However
the tool could support the physician in the selection of
relevant data, e.g. in making available a browser
helping to select in the EHR the entries that must be
transferred to the ICSR form (e.g., a particular event in
the past drug history section which is pertinent for the
understanding of the case);

e We also need to take the country-specific ethical and
legal dimension into account. Patient data must
generally be de-identified before being accessed and
can’t leave the clinical care zone, i.e., the zone where
identified data is maintained and accessed locally. For
patient privacy reasons, the ICSR has also to be de-
identified and pseudonymized before being sent to
regulatory authorities. In some circumstances, this
phase can be skipped, but this remains exceptional and
depends on national regulatory policies. For instance,
the German law states that the name of the patient must
be kept in the report in cases of ADE representing a
potential danger to the entire population.

Conclusion

The SALUS ICSR reporting tool aims to simply a process that
is considered crucial for post-market clinical studies. Our
hypothesis is that alleviating this process would both induce
physicians to report more and increase the quality of the
reports. Two axes are to be privileged to reach this goal: pre-
population through EHR data re-use and integration of the
tool in the regular physicians' environment and work flow.
However, while fully automatic reporting is not within reach,
we can make the HP's experience the easiest possible as his
expertise and intervention are still needed.
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